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INTRODUCTION
%* Dropbox ‘ g Google Drive &@& OneDrive - Cloud Storage Services

< HealthVault  €¢micalWorks — \gathenahealth = Cloud based Electronic health record (EHR)

Major benefits of EHR Major benefits of cloud based EHR
1. Up-to-date and complete information 1. Low initial infrastructure setup
2. Less medical errors 2. Relief from maintenance overhead
3. Reliable prescription 3. Universal access to the data
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How to efficiently verify the correctness of outsourced data?
« Simply downloading the EHR data and verifying is not practical

LITERATURE REVIEW

Schemes Blockless Public Privacy Data Batch | Lightweight
Verification | Auditabliity | Preserving | Dynamics | Auditing | Verification
Shacham et al.
Scheme — 1 [2] Yes No No No No No
Shacham et al.
Scheme — 2 [2] Yes Yes No No No No
Wang et al.
Scheme [4] Yes Yes Yes No Yes No
Zhu et al.
Scheme [3] Yes Yes Yes Yes No No
Wang et al.
Scheme [4] Yes Yes Yes Yes Yes No
Mengjenat Yes Yes Yes Yes Yes No
Scheme [5]
MOTIVATION

« Verification consist of time consuming pairing operations
« Not suitable for performing verification in mobile devices
« Can we verify without pairing operation? (Lightweight Verification)
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PROPOSED SCHEME — OVERVIEW
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COMPUTATION COST COMPARISION

Schemes Overall Computation Cost
Shacham et al. Scheme [2] 2T +(2n+2¢+2) T +(n+3c-1) T +(n+C) T},
Zhu et al. Scheme [3] 4T +(2n+2¢c+6) T +(2nt+4c—1) T +(n+C+2) T,
Wang et al. Scheme [4] 2T +(2n+2¢+5) T+(n+3c+1) T, +(n+c+2)T,
Yang et al. Scheme [5] 3T, +(n+2¢+6)T+2¢T + (n + C)T,
5T, +(2n+3c+1)T +(n+c) T, +T,

Proposed Scheme

250
—e—Wang et. al. Scheme

—4—Shacham et. al. Scheme
200|—=Proposed Scheme

@
S

TPA Computation Time (in ms)

0 10 20 30 40 50 60 70
No of Queried Blocks (¢)

CONCLUSION & FUTURE WORK

A privacy preserving provable data possession scheme for cloud storage based EHR is
presented.

The proposed scheme provides lower computation overhead for the TPA as compared to the
other existing schemes.

Applications
« Audit network log
 financial banking data
Future Work

« Extend the proposed scheme, where multiple stakeholder of the cloud based EHR
are present considering access control for each one of them.

« Further, we also need to study the behaviour of batch auditing and data dynamics
requirement
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