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Introduction

U.S. health care data - 150 exabytes (1018) in 2011
[Raghupathi and Raghupathi, 2014].

Large volume of data [Russom, 2013]:

> 20% = structured
stored in relational databases.

Vulnerabilities [Halder et al., 2010]:

copyright infringement
data tampering
integrity violations
illegal redistribution
ownership claiming
piracy, etc.

Sapana Rani et al. Adapting MapReduce for Watermarking TrustCom, 2017 4 / 49



Introduction

Figure: Database Watermarking

Sapana Rani et al. Adapting MapReduce for Watermarking TrustCom, 2017 5 / 49



Outline

1 Introduction

2 Related Works

3 Motivations and Contributions

4 Preliminaries

5 Proposed Approach

6 A Case Study: Transforming Sequential to MapReduce

7 Experimental Results

8 Conclusions and Future Works

9 References

Sapana Rani et al. Adapting MapReduce for Watermarking TrustCom, 2017 6 / 49



Related Works

Database  
Watermarking 

Distortion 
based 

Distortion 
free 

Bit Flipping [Agrawal et al., 
2002, S. Rani et al., 2016a]  

Tuple insertion 
[Pournaghshband, 2008]  

Bit insertion [Guo et al., 
2006, Kamran et al., 2013]  

Distributed environment 
based[S. Rani et al., 2016b]  

Tuple reordering [Li et al., 
2004] 

Binary image generation 
[Bhattacharya et al., 2010]  

Local characteristics [Khan 
and Husain, 2013]  

Matrix operations 
[Camara et al., 2014]  

Sapana Rani et al. Adapting MapReduce for Watermarking TrustCom, 2017 7 / 49



Related Works
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Motivations

Sequential watermark processing for large scale dataset ⇒ Inefficient.

Periodic rewatermarking ⇒ Impractical

Distributed embedding and detection is important.
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Contributions

Adapted Mapreduce for processing large dataset.

Presented a case study for transforming sequential to MapReduce
based watermarking.

The experimental results ⇒ improvements in performance.
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MapReduce

Figure: Word frequency computation [Dean and Ghemawat, 2008]
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Watermark Generation using MapReduce

We consider distortion-free watermarking

Primary phases:

1 Partitioning of tuples into groups

2 Watermark generation from each group

3 Final watermark - generated by combining the group watermarks.
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Watermark Generation using MapReduce
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Watermark Generation using MapReduce

Algorithm 1 Watermark Generation: MAPPER

1: procedure MAP (R)
2: for each tuple t ∈ R do
3: Compute gid = f (t)
4: emit (gid , t)
5: end for
6: end procedure

Algorithm 2 Watermark Generation: REDUCER

1: procedure REDUCE (gid , list := [t1, t2, ...])
2: Compute watermark Wg for gid using list
3: emit (gid ,Wg )
4: end procedure
5: Compute W = ||Wg

Figure: Watermark Generation algorithm using MapReduce
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Watermark Detection using MapReduce
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Watermark Detection using MapReduce

Algorithm 3 Watermark Detection: MAPPER

1: procedure MAP (R
′
)

2: for each tuple t ∈ R
′

do
3: Compute gid = f (t)
4: emit (gid , t)
5: end for
6: end procedure

Algorithm 4 Watermark Detection: REDUCER

1: procedure REDUCE (gid , list := [t1, t2, ...])

2: Compute W
′
g for gid using list

3: emit (gid ,W
′
g )

4: end procedure

5: Compute W
′

= ||W ′
g

6: if (W
′

== W ) then Verification = TRUE
7: else Verification = FALSE
8: end if

Figure: Watermark Detection algorithm using MapReduce
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Transforming Sequential to MapReduce [Li et al., 2004]
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Transforming Sequential to MapReduce [Li et al., 2004]
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Transforming Sequential to MapReduce [Li et al., 2004]
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Transforming Sequential to MapReduce [Li et al., 2004]
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Experimental Results

Identified following distortion-free techniques:

[Li et al., 2004]

[Bhattacharya and Cortesi, 2009]

[Bhattacharya and Cortesi, 2010]

[Khan and Husain, 2013]

[Camara et al., 2014]

Notations:

Tg : Watermark generation time in minute

Td : Watermark detection time in minute

M : Number of Mappers

G : Number of groups formed from the database tuples
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Experimental Results: [Li et al., 2004]:

No. of
Tuples

Size
in

MB

Sequential MapReduce

Tg Td M Tg Td

5810120 276 23.19 24.43 2 5.26 5.23
11620240 556 83.36 75.62 5 9.70 9.18
17430360 840 172.44 169.66 7 14.64 13.44
23240480 1124 294.74 291.60 9 19.96 18.28
34860720 1692 586.00 566.83 13 31.72 28.61

(a) Watermarking results for G = 10000

No. of
Tuples

Size
in

MB

Sequential MapReduce

Tg Td M Tg Td

5810120 276 7.16 6.87 2 5.11 4.89
11620240 556 22.99 19.22 5 9.26 8.52
17430360 840 41.75 39.08 7 13.55 12.25
23240480 1124 69.19 66.60 9 18.26 16.23
34860720 1692 124.02 120.25 13 25.64 23.83

(b) Watermarking results for G = 50000
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Experimental Results: [Li et al., 2004]:
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Figure: Performance comparison between Li et al.’s sequential [Li et al., 2004]
and its corresponding MapReduce Version
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Experimental Results: [Bhattacharya and Cortesi, 2009]
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Experimental Results: [Bhattacharya and Cortesi, 2009]

No. of
Tuples

Size
in

MB

Sequential MapReduce

Tg Td M Tg Td

5810120 276 3.89 4.72 2 3.52 3.83
11620240 556 7.77 9.45 5 5.74 6.61
17430360 840 11.13 14.29 7 8.24 9.22
23240480 1124 15.28 18.54 9 10.95 11.81
34860720 1692 22.38 28.01 13 15.51 16.90

Table: Results of sequential and MapReduce version for G = 50000
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Experimental Results: [Bhattacharya and Cortesi, 2009]
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Figure: Performance comparison of sequential and MapReduce for G = 50000
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Experimental Results: [Bhattacharya and Cortesi, 2010]
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Experimental Results: [Bhattacharya and Cortesi, 2010]

No. of
Tuples

Size
in

MB

Sequential MapReduce

Tg Td M Tg Td

5810120 276 5.56 8.23 2 5.08 5.61
11620240 556 10.98 15.54 5 8.31 9.25
17430360 840 16.09 22.65 7 11.10 12.48
23240480 1124 21.49 30.71 9 14.73 16.31
34860720 1692 32.16 46.59 13 19.99 23.92

Table: Results of sequential and MapReduce version for G = 50000
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Experimental Results: [Bhattacharya and Cortesi, 2010]
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Figure: Performance comparison of sequential and MapReduce for G = 50000
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Experimental Results: [Khan and Husain, 2013]
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Experimental Results: [Khan and Husain, 2013]

No. of
Tuples

Size
in

MB

Sequential MapReduce

Tg Td M Tg Td

5810120 276 12.88 12.67 2 9.05 9.75
11620240 556 25.91 27.88 5 17.76 20.91
17430360 840 40.98 39.54 7 26.55 26.63
23240480 1124 51.93 51.84 9 31.87 33.34
34860720 1692 79.43 77.65 13 32.60 34.97

Table: Results of sequential and MapReduce version for G = 50000
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Experimental Results: [Khan and Husain, 2013]
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Figure: Performance comparison of sequential and MapReduce for G = 50000
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Experimental Results: [Camara et al., 2014]
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Experimental Results: [Camara et al., 2014]

No. of
Tuples

Size
in

MB

Sequential MapReduce

Tg Td M Tg Td

115 276 17.52 18.16 2 14.40 13.47
230 556 35.92 35.90 5 29.37 27.14
345 840 53.30 53.34 7 37.46 38.63
460 1124 71.90 71.63 9 50.60 47.32
690 1692 102.89 102.63 13 61.03 58.33

Table: Results of sequential and MapReduce Version for G = 50000
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Experimental Results: [Camara et al., 2014]
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(a) Watermark generation time

0 400 800 1,200 1,600 2,000
0

25

50

75

100

125

Size of dataset (MB)

T
im

e
(M

in
u

te
)

Sequential
MapReduce

(b) Watermark detection time

Figure: Performance comparison of sequential MapReduce for G = 50000
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Experimental Results: Percentage of time-reduction

ts = time required in Sequential

tm = time required in MapReduce-based approach.

% of time-reduction= ts−tm
ts
× 100.
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Figure: Watermark generation
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Experimental Results: Percentage of time-reduction
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Figure: Watermark detection
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Common observations

The watermark generation and detection time reduce significantly in
MapReduce as compared to their sequential executions.

Performance improves as the number of mappers increases.

% of time-reduction in watermark generation and detection increases
as we increase the size of the dataset.
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Conclusions and Future Works

We have focused on distortion-free watermarking

Significant reduction in watermark generation as well as detection
time in MapReduce.

Percentage reduction of time from sequential to MapReduce increases
with the increase of dataset size.

To the best of our knowledge, this is the first work towards
MapReduce-based big relational database watermarking.

Future Work - Big Data watermarking.
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Thank You
For Your Kind Attention

Any suggestions please...
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