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Abstract

Since the pioneer work by Ottenstein and Ottenstein, the notion of Program Depen-
dency Graph (PDG) has attracted a wide variety of compelling applications in software
engineering, e.g. program slicing, information flow security analysis, debugging, code-
optimization, code-reuse, code-understanding, and many more. Since its inception, a
number of variants are also proposed for various programming languages and features,
possibly tuning them towards their suitable application domains. In order to exploit the
power of dependency graph in solving problems related to relational database appli-
cations, Willmor et al. first proposed Database Oriented Program Dependency Graph
(DOPDG), an extension of PDG by taking database statements and their dependencies
further into consideration. However, we observed that the dependency information
generated by the DOPDG construction algorithm is prone to imprecision primarily
due to its (partially) syntax-based computation and flow insensitivity, and therefore
the approach may increase the susceptibility of false alarms in the above-mentioned
application scenarios. Unfortunately, since then no significant contribution is found
in this research direction. As the values of database attributes differ from that of im-
perative language variables, the computation of semantics (and hence semantics-based
dependency) of database applications is, however, challenging and requires different
treatment. The key point here is the static identification of various parts of the database
information possibly accessed or manipulated by database statements at various pro-
gram points. Addressing these challenges, in this thesis, we aim to answer the following
two main research objectives: (1) How to obtain more precise dependency information
(hence more precise DOPDG)? and (2) How to compute them efficiently? To this aim,
we define a sound semantics approximation of database applications embedding ei-
ther Structured Query Language (SQL) or Hibernate Query Language (HQL) by the
Abstract Interpretation framework. Considering this as the underlying basis, we instan-
tiate semantics-based dependency computation in various relational and non-relational
abstract domains, yielding to a detailed comparative analysis with respect to precision
and efficiency. Notably, this framework is powerful enough to provide solution even in
the case of undecidable scenario when no initial database state is given. We develop a
prototype semDDA, semantics-based Database Dependency Analyzer, integrated with
various abstract domains and we present experimental evaluation results to establish
the effectiveness of our approach. We show an improvement of the precision on an
average of 6% in the interval, 11% in the octagon, 21% in the polyhedra and 7% in the
powerset of intervals abstract domains, as compared to their syntax-based counterpart,
for the chosen set of Java Server Page (JSP)-based open-source database-driven web

xiii



applications as part of the GotoCode project. Finally, we demonstrate the effect of this
semantics-driven dependency refinement on database code slicing and information
leakage analysis, as two case studies.

Keywords: Dependency Graph, Static Analysis, Abstract Interpretation, Relational
Databases, Structured Query Languages, Hibernate Query Languages, Code Slicing,
Information Flow Analysis.
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CHAPTER 1

Introduction

Preface

This chapter starts with a brief introduction on the role of database applications in
information systems scenarios and the need of dependency analysis as a way to solve
various software engineering problems related to database applications. Then we high-

light the motivational factors, possible challenges, and chapter-wise contributions.
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Introduction

Over the decades, database applications are playing a pivotal role in every aspect of
our daily lives by providing an easy interface to store, access and process crucial data
with the help of Database Management System (DBMS). Their existence are realized
everywhere, ranging from simple web applications to the critical systems like banking,
health-care, etc. Usually database applications are often written in popular host pro-
gramming languages such as C, C++, C#, Java, etc., with embedded data access logic
expressed declaratively in Structured Query Language (SQL) [38,43,/47]]. Furthermore,
researchers have given enough efforts to minimize paradigm mismatch when database
statements are embedded in other host languages. Hibernate Query Language (HQL)
is one such instance which remedies the paradigm mismatch between object-oriented
languages and relational database models and provides a unified platform for software
developers to develop database applications without knowing much details about the
underlying databases [11}]12,42]. Various methods in “Session” are used to propagate
object’s states from memory to the database (or vice versa) and to synchronize both
states when a change is made to persistent objects.

Static program analysis is recognized as a fundamental approach to collect infor-
mation about the behavior of computer programs for all possible inputs, without per-
forming any actual execution [97]. Over the past several decades, continuous and
concerted research efforts in this direction make them powerful enough to solve many
non-trivial questions about program’s behavior, although they are undecidable in prac-
tice [81,97]. Some notable and widely used static analysis techniques include Data-flow
analysis [104,114], Control-flow analysis [3]], Type-based Theory [98}(101}115], Abstract
Interpretation [30,31], etc.

Observably most of the existing static analysis techniques in the literature make
use, implicitly or explicitly, of dependency information among program statements
and variables, solving a large number of software engineering tasks. Examples in-
clude information-flow security analysis [59], taint analysis [79], program slicing [116]],
optimization [17,45], code-reuse [72], code-understanding [102]. A most common rep-
resentation of these dependencies is Dependency Graph [65,100], an intermediate form
of programs which consists of both data- and control-dependencies among program
components. Since the pioneer work by Ottenstein and Ottenstein [100], a number of
variants of dependency graph are proposed for various programming languages with a

possible tuning towards their suitable application domains. They are Program Depen-
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dency Graph (PDG) for intra-procedural programs [100], System Dependency Graph
(SDG) for inter-procedural programs [64], Class Dependency Graph (CIDG) for object-
oriented programs [83]], Database-Oriented Program Dependency Graph (DOPDG) for
database programs [121].

Although dependency analysis has been thoroughly studied over the last several
decades, researchers have not paid much attention to the case of database applica-
tions embedding database languages. In order to exploit the power of dependency
graph in solving problems related to database applications, Willmor et al. [121] first
introduced the notion of Database-Oriented Program Dependency Graph (DOPDG),
considering the following two additional data dependencies due to the presence of
database statements: (i) Program-Database dependency (PD-dependency) which rep-
resents dependency between an imperative statement and a database statement, and
(if) Database-Database dependency (DD-dependency) which represents a dependency
between two database statements. However, since then no such notable contribution is
found in this research direction. Some of the problems among many others which can
effectively be addressed by using DOPDGs are:

(a) Slicing of Database Applications. Program slicing [120] is a well-known static
analysis technique to address many software-engineering problems, including code
understanding, debugging, maintenance, testing, parallelization, integration, software
measurement [78,82,[102]. Existing program-slicing approaches have not considered
external database states and therefore they are inapplicable to data-intensive programs
in information system scenarios. It is imperative to say that slicing of database ap-
plications [53] based on their dependency information definitely serves as a powerful
technique to solve the above-mentioned software-engineering problems relating query
languages and underlying databases. In this context, preciseness of DOPDGs (hence
slices) and their efficient computations are two prime factors which may affect the
above-mentioned solutions to a great extent. This is yet to receive enough attention
from the scientific community.

(b) Database Leakage Analysis. Language-based information-flow security anal-
ysis [103] has been longly studied during past decades to control illegitimate infor-
mation leakage in software products. Needless to say, the confidentiality of sensi-
tive database information can also possibly be compromised during their flow along

database-applications accessing and processing them legitimately [54,55]. The depen-
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Introduction

dency information in the form of DOPDG can effectively capture any interference (if it
exists) between sensitive and non-sensitive data. Of course, preciseness of dependency
information highly matters to guarantee the absence of false security alarms in software
products.

(c) Data provenance. Data provenance [23] is an analysis technique which aids
understanding and troubleshooting database queries by explaining the results in terms
of input databases. Its intention is to show how (part of) the output of a query depended
on (part of) its input. Precise dependency information among queries and identification
of all parts of database information flowing along the program code are the basis of
effective computations of data provenance.

(d) Materialization View Creation. Attribute dependencies are one of the prime
factors for creating materialized views of databases [111]. The computation of precise
static dependency information of database queries issued on a database over a certain
period of time leads to a more precise materialized view creation.

A common challenge in all the above-mentioned application scenarios is to address
the susceptibility of static dependency analysis to false positives, a main drawback of
static analysis, which reduces development speed significantly. The best way to reduce
false-positives is to allow tuning the analysis behavior towards specific needs. Our
contributions in this thesis on semantics-driven database dependency analyzer meet
this challenge by facilitating precision control under various levels of abstractions.

To exemplify our motivation briefly, let us consider a small database code snippet,
depicted in Figure which increases salary of all employees by a common bonus
amount Cbonus and by an additional special bonus amount Sbonus only for aged em-
ployees. Observe that the syntactic presence of the attribute sal as the defined-variable
in Q; and as the used-variable in Q3 makes Qs syntactically dependent on Q;. However,
a careful observation reveals that syntactic presence of variables as a way of dependency
computation may often result in false positives, and thus fails to compute optimal set
of dependencies. For instance, it is clear from the code that the values of sal referred
in the WHERE clauses of Q; and Q3 do not overlap with each other and this results in
an independency between Q; and Qs. This triggers a semantics-based approach to
compute dependency where values instead of variables are considered. In this context,
the following research question arises: Are the values defined by one statement being used

by another statement? The problem to compute semantics-based dependency among
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Start;

Qo: Connection ¢ =DriverManager.getConnection(...... );
Qq: UPDATE emp SET sal := sal + Sbonus WHERE age > 60;
Q2: SELECT AVG(sal) FROM emp WHERE age > 60;

Qs3: SELECT AVG(sal) FROM emp WHERE age < 60

Q4: UPDATE emp SET sal := sal + Cbonus;

Qs: SELECT AVG(sal) FROM emp;

Stop;

Figure 1.1: An Introductory Example

statements in concrete domain is in general undecidable [70,[81]]. This is also true in the
case of database applications when the input database instance is unknown. Address-
ing similar problems in imperative languages, Mastroeni and Zanardini [89] introduced
the notion of abstract semantics-based data dependency in the Abstract Interpretation
framework. Abstract Interpretation [30,31] is a widely used formal method which of-
fers a sound approximation of the program’s semantics to answer about the program’s
runtime behavior including undecidable ones. The intuition of Abstract Interpretation
is to lift the concrete semantics to an abstract domain, by replacing concrete values by
suitable properties of interests and simulating the operations in the abstract domain
w.r.t. its concrete counterparts, in order to ensure sound semantic approximation.

Willmor’s definition for DOPDG is not fully semantics-based [121]]: although they
define DD-dependency in terms of defined- and used-values of databases, their def-
inition of PD-dependency relies on the syntactic presence of variables and attributes
in statements. Intuitively, the precision of DOPDG depends on how precisely one
can identify the overlapping of database-parts by various database operations (INSERT,
UPDATE, DELETE). Although they refer to the Condition-Action rules [10] to compute
the overlapping of database-parts, this fails to capture semantic independencies when
the application contains more than one database statements defining (in sequence) the
same attribute which is subsequently used by another database statement. The main
reason behind this is the flow-insensitivity of the Condition-Action rules. For example,
according to Willmor’s definition of DD-dependency [121]], Qs in Figure [1.1]is seman-
tically independent on Q; as the part of sal-values defined by Q; is fully redefined by
Qs and never reaches Qs. Unfortunately, Condition-Action rules can not capture this
independency as the approach checks every pair of database statements independently,
and as a result, this finds dependency when the pair Q; and Qs is encountered.

As the values of database attributes differ from that of imperative language variables,
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the computation of abstract semantics (and hence semantics-based dependency) of
database applications is, however, challenging and requires different treatment. The
key point here is the static identification of various parts of the database information
possibly accessed or manipulated by database statements at various program points.

Addressing these challenges, we draw the following two main research objectives:

e How to obtain more precise dependency information of a database application

(hence more precise DOPDG)? and
e How to compute them efficiently?

To achieve our objectives, in this thesis, we formalize the concrete and abstract se-
mantics of database languages SQL and HQL, by extending the Abstract Interpretation
framework. This computable abstract semantics serves as a powerful basis to design a
static semantics-based dependency analyzer for database applications, resulting into a
more precise dependency information by removing false alarms. This is also true for
undecidable scenarios when the input database instance is unknown and presence of
NULL value in the database.

To summarize, our contributions in this thesis are:

1. We define a sound semantics approximation of both SQL and HQL for static de-
pendency analysis of database applications by the Abstract Interpretation frame-

work.

2. We instantiate dependency computation in various relational and non-relational
abstract domains, yielding to a detailed comparative analysis with respect to

precision and efficiency.

3. We develop of a prototype semDDA, semantics-based Database Dependency
Analyzer, integrated with various abstract domains which enables users to per-

form precise dependency computation in various abstract domains of interest.

4. Experimental evaluation on a set of open-source database-driven JSP web appli-

cations as part of the GotoCode project [1] using our semDDA tool. Experiments
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demonstrate the results in different abstract domains with a detailed compari-
son on precision and efficiency. This clearly shows that our technique improves

precision w.r.t. the proposal by Willmor et al. [121]].

5. Finally, we demonstrate the effect of this semantics-driven dependency refinement

on database code slicing and information leakage analysis, as two case studies.

The structure of the thesis is as follows:

Chapter 2: Preliminaries: Database Languages, Dependency Graphs and Abstract
Interpretation

This chapter provides background details of the thesis. The content is divided into
three main parts: (i) Database Languages [38}/47], (ii) Dependency Graphs [64}/83}[100],
and (iii) Abstract Interpretation Framework [30]. Since our proposals mainly refer
to SQL and HQL, we describe their syntax and features as per ANSI standards [69],
which are relevant to the subsequent chapters. We then recall various forms of depen-
dency graphs pertaining different programming languages and their roles in software
engineering activities. Finally, we provide a technical overview of the Abstract Inter-

pretation framework, covering various relational and non-relational abstract domains.

Chapter 3: Concrete and Abstract Semantics of Structured Query Language (SQL)

In this chapter, we first recall the syntax and the concrete semantics of SQL from the
literature [52]. Then we define an abstract semantics of SQL at various levels of abstrac-
tions, from non-relational to relational abstract domains such as domains of intervals,

octagons, polyhedra and powerset of intervals.

Chapter 4: Concrete and Abstract Semantics of Hibernate Query Language (HQL)

As stated earlier, the thesis refers database applications embedding either SQL and
HQL. Therefore, like chapter 3, we also define the formal syntax and concrete seman-
tics of HQL, followed by its abstraction in various domains of interest. In particular, we
refer various session methods which act as the central interface between an application

and its underlying database.

Chapter 5: Semantic-based Dependency Computation of Database Applications

7



Introduction

Syntax-based dependency computation often fails to generate an optimal set of depen-
dencies, which increases the susceptibility of false alarms in many software engineering
activities. This demands the need of semantics-based dependency computation taking
into account variables values rather than their syntactic structures. This chapter is
dedicated for this purpose. In particular, considering the previously defined abstract
semantics of database applications as the underlying basis, we instantiate semantics-
based dependency computation in various relational and non-relational abstract do-
mains tunable with respect to the precision and efficiency. We develop a prototype
semDDA, a semantics-based Database Dependency Analyzer, and we present experi-
mental evaluation results in various abstract domains to establish the effectiveness of
our approach. We show an improvement of the precision on an average of 6% in the
interval, 11% in the octagon, 21% in the polyhedra and 7% in the powerset of intervals
abstract domains, as compared to their syntax-based counterpart, for the chosen set of
Java Server Page (JSP)-based open-source database-driven web applications as part of

the GotoCode project.

Chapter 6: Policy-based Database Code Slicing

Program slicing is a static analysis technique which is widely used in various software
engineering activities, e.g. debugging, testing, code-understanding, code-optimization,
etc. It extracts from programs a subset of statements which is relevant to a given be-
havior. In this chapter, we introduce a new form of code slicing, known as policy-based
slicing, of database applications based on the refined notion of dependency graph. We
show how the use of semantics-based dependency, together with semantic relevancy

of statements, may improve the precision of the slice w.r.t. a given policy.

Chapter 7: Data Leakage Analysis of Database Applications

Language-based information-flow security analysis has emerged as a promising tech-
nique to detect possible information leakage in any software systems. Confidential
data stored in an underlying database may be leaked to an unauthorized user due to
improper coding of database applications. In this chapter, we extend the full power of
the proposed model in [55] to the case of HQL, particularly by focussing on the session
methods. We define the abstract semantics of HQL over the domain of propositional for-

mulae by considering variables dependencies at each program point. This allows us to



identify illegitimate information flow by checking the satisfiability of propositional for-
mulae with respect to a truth value assignment based on their security levels. Finally
we explain how the reduced product of the analysis-results obtained from symbolic
propositional formulae domain and numerical abstract domain may further improve

the precision.

Chapter 8: Conclusions and Future Directions
In this chapter, we conclude our research works and highlight the possible future re-

search scope.






CHAPTER 2

Preliminaries: Database Languages,
Dependency Graphs and Abstract

Interpretation

Preface

This chapter provides background details of the thesis. The content is divided into
three main parts: (i) Database Languages [38,47], (ii) Dependency Graphs [64}83|[100],
and (iii) Abstract Interpretation Framework [30]. Since our proposals mainly refer
to SQL and HQL, we describe their syntax and features as per ANSI standards [69],
which are relevant to the subsequent chapters. We then recall various forms of depen-
dency graphs pertaining different programming languages and their roles in software
engineering activities. Finally, we provide a technical overview of the Abstract Inter-

pretation framework, covering various relational and non-relational abstract domains.
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Preliminaries: Database Languages, Dependency Graphs and Abstract
Interpretation

2.1 Databases Languages

The database technology is always at the heart of any information systems, facilitating
one to store external data into persistent storage and to process them efficiently [47].
Even in the era of big data, a survey by TDWI in 2013 [107] says that, for a quarter
of organizations, more than 20% of large volume of data are structured in nature and
are stored in the form of relational database. Due to the structured form of stored
data, relational database management systems gain immense popularity among the
database community. A most common way to develop a database application is to
embed relational database languages such as SQL, PL/SQL, HQL, etc., into other host
languages like C, C++, Java, etc. [38,48].

Since this thesis primarily focuses database applications involving either SQL or
HQL, let us briefly describe them.

2.1.1 Structured Query Language (SQL)

In 1970, IBM researchers developed Structured English QUery Language (SEQUL) for
the purpose of manipulating and retrieving data stored in System R (relational database

management system of IBM) [6,21]]. Later on, the SEQUEL was renamed to Structured

SELECT [DISTINCT] < attribute list>

FROM (< table name> {< alias >} | < joined table >) {, (< table name > {< alias >} | < joined table >)}

[WHERE <condition>]

[ GROUP BY < grouping attributes > [ HAVING < group selection condition >]]

[ORDER BY < column name > [< order >] {, < column name > | [< order >] } ]

< attribute list > ::= (+ | (< column name > | < function > (([DISTINCT] < column name >) | *))
{, (< column name > | < function > (([DISTINCT] < column name >) | +))})

< grouping attributes > ::= < column name > {, < column name >}

< order > ::= (ASC | DESC)

INSERT INTO < fable name > [(< column name > {, < column name >})]

(VALUES (< constant value > {,< constant value >}) {, (< constant value > {,< constant value >})}

| < select statement >)

DELETE FROM < table name >

[WHERE < selection condition >]

UPDATE < table name >
SET < column name >=< value expression > {, < column name >=< value expression >}
[WHERE < selection condition >]

Table 2.1: Summary of SQL DML Syntax [69]

12
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Query Language (SQL) and it has been standardized by ANSI and ISO [91]. Today
SQL is being used by several RDBMS implementation, like MySql, Oracle, DB2, Sybase,
MS Access, etc. [50,75,87]. In general, SQL comprises of Data Definition Language
(DDL), Data Manipulation Language (DML) and Data Control Language (DCL). In
addition, it also supports statements for constraint specification, schema evolution,
security enforcement and other features [38]. This is noteworthy to mention that, in
this thesis, we restrict our proposal to database applications embedding DML only.

Table[2.1|summarizes a part of the DML syntax recalled from [69] for a quick reference.

2.1.2 Hibernate Query Language (HQL)

Although SQL is widely used in many database applications, it suffers from paradigm
mismatch between host languages and relational data model. As a remedy of this,
Hibernate Query Language (HQL) is introduced as a unified platform for software
developers to develop database applications without knowing much details about the
database [11,12,/42]. More specifically, HQL remedies the paradigm mismatch between
object-oriented languages and relational database models. The Object Relational Map-
ping (ORM) tool of the Hibernate framework automatically translates HQL queries into
conventional SQL queries, thus simplifying the data creation, data manipulation and

data access.

2.1.2.1 Hibernate Architecture

Different layers of hibernate architecture is depicted in Figure [11]. Hibernate
framework consists of mapping files and configuration files, along with other elements

such as Session Factory, Session, etc.

Mapping file. This is an XML file which contains mapping from a Plain Old Java
Object (POJO) class name and its fields to a database table name and its attributes

respectively.

Configuration file. This is an XML file, named hibernate.cfg.xml, which consists of
several parameters like database name, driver name, user id, password, mapping file

name, etc. This is to note that only one configuration file is created for each database.

13
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Interpretation
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Figure 2.1: Layered form of Hibernate Architecture [99]

2.1.2.2 Hibernate Properties

Session Factory. This is a heavyweight thread-safe object, which is created by provid-

ing a configuration object. Only one session factory is created for each database.

Session objects are used to get a physical connection with a database. It is
basically a thread of Session Factory whose responsibilities are to make objects into a
persistent form and to store (or retrieve) those persistent objects into (or from) databases.
Multiple sessions are used to handle multiple clients” requests. Session consists of

several methods which are use to convert HQL into possibly multiple SQL statements.

Hibernate creates a POJO class using the following four properties [99]:

e To be persistent, a class must have a default constructor.

e Class should contain an ID in order to allow easy identification of objects within

the Hibernate and the database.

e Allfieldsinaclass will be declared as private and the class contains public methods

getXXX() and setXXX(), where getXXX() has a return type without argument and

setXXX() accept arguments without any return type.

e Non-final class is Preferable.
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In addition, Hibernate system should maintain the followings:
e Different XML files for each persistent class acts as ORM in Hibernate.
e For a particular database only one cfg file is configured.

e There is one service class which consists of main() method.

2.1.2.3 Operations in Hibernate Query Language

Let us explain the HQL operations using suitable examples depicted in Figure[2.2] The
PQOJO class stud in Figure contains three private fields id, courseid and mark, and
default public methods getXXX() and setXXX() corresponding to each attribute. Figures
2.2((b)|-2.(f)| depict various database operations Insert, Update, Delete, Select with and
without condition respectively. The first statement in each operation creates a session
object through which various methods (save(), createQuery(), beginTransaction(), etc.)
are invoked. Observe that save() is used to store a stud object information into the un-
derlying database table which corresponds to the stud class (defined in XML mapping
tile). The session method createQuery() is used to create database statements for up-
date, delete and select, whereas executeUpdate() and list() methods are used to execute
them. The symbol “" prefixed with a variable indicates that the actual value of this
variable will be substituted at runtime using the setParameter() method. Observe that
all these database operations will be committed through a Transaction object created

using the session method beginTransaction().

2.2 Dependency Graphs and their role in Software Engi-

neering

Dependency Graph [45,[100] is an intermediate representation of program which explic-
its both the data- and control-dependencies among program statements. This provides
the basis for powerful programming tool to address a large number of software en-
gineering activities [23,145]53,59,|64,73,/100,[103]. In this section, we briefly discuss
the evolution of dependency graphs and their applications in the field of software

engineering.
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class stud {

private int id;
private int courseid;
private int mark;

stud() {}

public int getld() { return id;}

public void setld(int id) { this.id = id;}

public String getcourseid() { return courseid;}

public void setcourseid(int courseid){ this.courseid = courseid;}
public String getMark() { return mark;}

public void setMark(int mark) { this.mark = mark;}

}

(a) POJO class stud

Session session=getSessionFactory().openSession();
Transaction tx=session.beginTransaction();

stud sl=new stud();

sl.setcourseid(1001);

sl.setmark(500);

session.save(sl);

tx.commit();

session.close();

P NI LN

(b) Insert

Session session = getSessionFactory().openSession();

Transaction tx =session.beginTransaction();

Query query = session.createQuery("UPDATE stud SET mark =: mark WHERE id =: id");
query.setParameter("mark", 700);

query.setParameter("id", 1);

int result = query.executeUpdate();

tx.commit();

session.close();

PN RN

(c) Update

Session session = getSessionFactory().openSession();

Transaction tx =session.beginTransaction();

Query query = session.createQuery("DELETE FROM stud WHERE mark < 500 AND courseid = 1001");
int result = query.executeUpdate();

tx.commit();

session.close();

A

(d) Delete

Session session = getSessionFactory().openSession();
Transaction tx =session.beginTransaction();

Query query = session.createQuery("FROM stud");
List result = query.list();

tx.commit();

session.close();

AR N

(e) Select without condition

1.  Session session = getSessionFactory().openSession();

2. Transaction tx =session.beginTransaction();

3. Query query = session.createQuery(" SELECT stud.courseid FROM stud WHERE stud.id > 10 GROUP
BY stud.mark HAVING MAX(stud.mark) < 700 ORDER BY stud.mark");

4. Listresult = query.list();

5. tx.commit();

6.  session.close();

(f) Select with condition

Figure 2.2: Operations of HQL
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— Control Dependency
---- » Data Dependency

1. void main() {

2 inti=1;

3 while(i<11) {
4. i=i+1; } C
5 printf("%d", i); R

(a) A code snippet ExProg

(b) PDG of ExProg

Figure 2.3: An example code snippet and its PDG.

2.2.1 Dependency Graphs

In this section, we recall from the literature a number of variants of dependency graph,
such as Program Dependency Graph (PDG) [100], System Dependency Graph (SDG)
[64], Class Dependency Graph (CIDG) [83], Database-Oriented Program Dependency
Graph (DOPDG) [121], etc., which are proposed for different programming languages

and features since the pioneer work by Ottenstein and Ottenstein in 1984 [45].

2.21.1 Program Dependency Graph (PDG)

Program Dependency Graph (PDG) [100] is an intermediate representation of programs
where nodes represent program statements and edges represent data- and control-
dependencies between the statements. However, unlike control-flow graph, the control-
dependencies in PDG do not represent any execution-order of the program.

Given two statements S; and S,, the control and data dependencies are defined as

follows:

Definition 2.1 (Control Dependency) The statement S, is said to be control dependent on
another statement Sy iff: (i) There exists a path 1 from S; to Sy such that every statement
Si € m—{S1, Sa} is post-dominated (node n post-dominates node m if every path from node m to

the end node e passes through n) by S,, and (ii) S, does not post-dominate S;.
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Interpretation
1. ClaSS X { <:> Denote class
2. int I',' |:| Denote methods
3_ Void 1ncr( n) { Q Denote statements
—  Control dependenc:
4. if(r <n) { _ zt‘d"“’d dency
ata dependency
5. r= add(n); } = Summary
} 9) Member dependency
- Call, parameter-in and
6. il’lt add (il’lt a) { parameter-out
7. a=a+1;
8. return(a); } }
(a) class X

(b) SDG of X

Figure 2.4: SDG for inter-procedural dependencies.

Definition 2.2 (Data Dependency) The statement S, is data-dependent on another state-
ment Sy if there exists some variable x such that: (i) x is defined by Sy, (ii) x is used by S,, and

(iii) there is a x-definition free path from S, to S;.

Observe that above definition of data dependency is based on the syntactic presence of

“used” and “defined” variables in statements.

Example 1 Consider the program ExProg in Figure The PDG of ExProg is depicted
in Figure The control-dependencies between program statements (denoted by solid-line)
are computed by following the definition[2.1} For instance, the edges 1 — 2,1 — 3,3 — 4, etc.
represent control dependencies. The data-dependencies (denoted by dotted-line) are computed
based on “used” and “defined” variables information in the statements. For instance, the
statement 3 is data-dependent on statement 2 (denoted 2 — 3), as the statement 2 defines the
variable i which is then used by statement 3. Similarly, other data-dependencies 2 — 4,2 — 5,

4 — 3,4 —> 4and 4 — 5 are computed.

2.2.1.2 System Dependency Graph (SDG)

Due to the presence of procedural call in programs, the notion of System Dependency
Graph (SDG) [64] is introduced. For each procedure call, nodes corresponding to
the calling- and called-procedures are associated with parameter-in and parameter-

out nodes. The parameter-in nodes of a calling procedure are then connected by
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2.2 Dependency Graphs and their role in Software Engineering

dependency edges with the parameter-in nodes of its corresponding called-procedure.
Similar is followed between parameter-out nodes of a calling- and called-procedure

nodes, but in a reverse direction.

Example 2 Consider the program in Figure Observe that the method incr() calls
another method add () within the same class X. The system dependency graph is depicted in Figure
Observe that the long-dash-dotted edges represent dependencies between parameter-in
node (labelled by “x;,=n") of calling method (node 5) and parameter-in node (labelled by ‘a=x;,,")
of called-method (node 6). Similar is done for parameter-out nodes of 5 and 6 (labelled by ‘8’
and ‘r=a’ respectively) in reverse direction. The solid-bold edge represents the summary edge
which is connected from parameter-in to parameter-out nodes within the same method to model

the transitive flow of the dependencies across the method call.

2.2.1.3 Class Dependency Graph (CIDG)

The Class Dependency Graph (CIDG) [83] is an extension of SDG for Object-Oriented
Programming (OOP) languages. This is featured by the following types of dependen-

cies:

(a) Intra-class Intra-method Dependency: This represents the dependencies within the

same method of a class, and it follows the PDG-based approach.

(b) Intra-class Inter-method Dependency: The dependencies between two different
methods within the same class is constructed by following the similar approach
as in the case of SDG.

(c) Inter-class Inter-method Dependency: Inter-class Inter-method dependencies occur
in OOP when a method in one class calls another method in other class. This
is done by calling the method through an object of the called-class. Therefore,
additional in-parameters corresponding to the object-fields through which the
method is called, must be considered. Note that, in this scenario, a constructor-
call during object creation is also a part of the graph which follows the same

representation as of other inter-class inter-method calls.

Example 3 Consider the example in Figure The CIDG of the code is depicted
in Figure which represents the interaction between two methods main() in class
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sample and mult() in class operation. Observe that when 4 calls 10, the fields of obj

(i.e., obj.a and obj.b ) are associated with node 4 as in-parameters.

class sample {
public static void main(String arg[]){
operation obj = new operation(4);
obj.mult(); } }

N

class operation {
inta,b;
operation(int x){
a=x;
b=2;}
10. int mult(){
11. a=a*b;}}

(a) Classes sample and operations

WP NG

— Control Dependency

........... » Data dependency

1
I:l Denote class
<:> Denote Method
O Denote statement

% Member dependency

—. _> Call, parameter-in
and parameter-out

——p Summary

(b) CIDG for classes sample and operation

Figure 2.5: CIDG for inter-class inter-method dependencies.

20



2.2 Dependency Graphs and their role in Software Engineering

2.2.1.4 Database-Oriented Program Dependency Graph (DOPDG)

Database-Oriented Program Dependency Graph (DOPDG) [121] is an extension of
traditional PDG to the case of database applications. DOPDG considers two ad-
ditional dependencies: (i) Program-Database dependency (PD-dependency) and (ii)
Database-Database dependency (DD-dependency). A PD-dependency represents the
dependency between a database statement and an imperative statement, whereas a
DD-dependency represents the dependency between two database statements. Let us

recall them below:

Definition 2.3 (Program-Database (PD) dependency [121]) A database statement Q is
PD dependent on an imperative statement I for a variable x (denoted I = Q) if the follow-
ing three hold: (i) x is defined by I, (ii) x is used by Q, and (iii) there is no redefinition of x
between I and Q.

The PD-dependency of I on Q is defined similarly.

Definition 2.4 (Database-Database (DD) dependency [121]) Let Q.SEL, Q.INS, Q.UPD
and Q.DEL denote the parts of database state which are selected, inserted, updated, and deleted
respectively by Q. A database statement Q is DD-dependent on another database statement
Q, iff (i) the database-part defined by Q, overlaps the database-part used by Q,, i.e. Q1.SEL N
(Q2.INS U Q,.UPD U Q,.DEL) # 0, and (i) there is no roll-back operation in the execution
path p between Q, and Q; (exclusive) which reverses back the effect of Q..

Example [4] depicts the construction of DOPDG on an example code by following the
algorithm proposed in [121].

Example 4 Consider the database application DbProg and the associated database vendor
depicted in Figure The DOPDG of DbProg is depicted in Figure The control-
dependencies between program statements are computed by following similar approach as in
the case of traditional Program Dependency Graphs. For instance, the edges 1 — 2,1 — 3,
1 — 4, etc., represent control dependencies. We construct DD- and PD-dependencies based on
the algorithm proposed in [121|]. For instance, edges 2 — 3,2 = 4,2 - 6,2 = 7,3 — 4,
3 — 6,3 — 7and 6 — 7 represent DD-dependencies (denoted by dashed-lines), whereas edges
4 — 5and 7 — 8 represent PD-dependencies (denoted by dotted-line).
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(a) Program DbProg

Interpretation
1. start;
2. Stmt = DriverManager.getConnection(....... ).createStatement(); sal age com
3.  Stmt.executeQuery("UPDATE emp SET sal=sal+100 WHERE (age + com) > 60"); 1500 | 35 10
4. Resultset rsl=Stmt.executeQuery("SELECT avg(sal) from emp WHERE 800 28 20
(age+com)<55"); 2500 | 50 10
5. display(rsl); 3000 | 62 10
6. Stmt.executeQuery(" DELETE from emp WHERE age > 61"); 2000 | 30 30
7. Resultset 1s2 = Stmt.executeQuery("SELECT * from emp"); 1600 | 42 20
8.  display(rs2); 1000 | 20 30
9. stop; (b) Database Table

vendor

— Control dependency

- # Database-Database

1
sal, age, com \\ Dependency

""" » Program-Database
Dependency

'
1
'
1
'
|
| O Denote statements
) A

(c) DOPDG of DbProg

Figure 2.6: DOPDG for an example database code

Over the past decades, a large number of algorithms using dependency graphs are pro-
posed to address various software-engineering activities, including language-based in-
formation flow security analysis, program slicing, code-optimization, code-maintenance,

code-understanding, data provenance, etc. [23,45,53}59,64,73,100,103].

2.3 Abstract Interpretation

The Abstract Interpretation theory is proposed by Patrick Cousot and Radhia Cousot
in 1977 [30,32,133,134,35,96]. It is a method of sound approximation of programs’
concrete semantics which enables to provide answers to questions about programs’
run-time behaviour (including undecidable ones). The core principle of the Abstract
Interpretation theory is that all types of semantics, like operational, denotational, rule-
based, axiomatic, etc., can be expressed as fixpoints of monotonic operators in partially
ordered structure and can be lifted to an abstract setting by replacing concrete values
with suitable properties of interest and simulating concrete operations by sound abstract

operations. Moreover, it facilitates the proof of correctness of existing analyses and aids

22



2.3 Abstract Interpretation

in the design of new analyses [34].
Let D and D be the concrete and abstract domains respectively. Let us assume that
both domains respect the stronger properties like Complete Partial Orderings (CPO) or

complete lattices, defined below:

Complete Partial Order (CPO) [32]. A complete partial order (X, E) is a poset where
the set X is equipped with an ordering relation C and satisfies the following property:
every increasing chain C = xo C x; C x, C -+ E x, of elements of X has least upper
bound | | C, which is called the limit of the chain. Note that, since the empty set 0 is a

chain, a complete partial order has a least element L = | | 0.

Lattice and Complete Lattice [33]. A lattice (X, C, U, M) is a poset where each
pair of elements x, y € X has a least upper bound denoted by x LI y and a greatest lower
bound denoted by x M y. A complete lattice (X, T, U, M, L, T) is a lattice where
any subset A C X has a least upper bound | | A =[x €e X |VYy € A, x Dy} and a
greatest lower bound [ |A = | [{x € X | Yy € A, x C y}. A complete lattice has both a
least element L = [ ] X and a greatest element T = | | X. Note that, a complete lattice is

always a CPO.

Fixpoint [31]. Given a partially ordered set (X, C) and a function F : X — X, a fixpoint
of F is an element y € X such that F(y) = y. A pre-fixpoint is an element y € X such that
y E F(y). Dually, F(y) C y is called post-fixpoint. The least fixpoint of F, denoted by lfp,
F which is greater than or equal to an element z € X. Dually, the greatest fixpoint of F is
denoted by gfp, F which is less than or equal to an element z € X. If the order C is not
clear from the context then least and greatest fixpoint of F is written lfp> F and gfp= F
respectively.

Abstract Interpretation establishes a correspondence between concrete and abstract
domains in the form of Galois Connection in order to guarantee the correctness of

analysis in the abstract domain.

Definition 2.5 (Galois Connections [30]) Consider two partial order set (D, <) and (D,
C) where the first one represents a concrete domain and the second one represents an abstract

domain. Let a: D — D and y: D — D be the abstraction and concretization functions
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respectively. The Galois Connection between D and D (denoted by <(Z), <), a,7,(D, ;)> or
(D, <) & (D, ©)) holds iff
¥

e YoeD.v<yoa).
e VoeD.aoy(@ LT
e o and y are monotonic.

In other words, iff Yo € D, 7€ D. a(v) CT & v < ¥(v). Notice that for some abstract
domains only a concretization function exists, like in the case of Polyhedra.

Formally, the concrete semantic domain D forms a complete lattice (D, C, L, T, U, N).
On this domain, a semantics S[#] of syntactically correct program #in a given program-
ming language is defined. Observe that the concrete semantics is usually a collecting
interpretation. In the same way, an abstract semantics S[#] is defined in an abstract
domain D, aiming to approximate S[#] in a computable way. Formally, the abstract
semantic domain D has to form a complete lattice (D,C, L, T, LI, M). Given a Galois
connections <(]D, )y, (ﬁ E)>, we say that g[[?’]] is a sound approximation of S[[P]
when S[P] < y(SIP]).

Let <(D, <), a,, (5, E)> be a Galois connection, F : D — D be a concrete function
and F : © — Dbe an abstract function. F is said to be a sound or correct approximation
of Fiff Foy C yoF. On the other hand, F is a complete approximation of Fiff Foy = yoF,
which indicates that no loss of precision is accumulated in the abstract computation
through L. Similarly in case of iterative function, lfp T is a sound approximation of lfp
Fiff Ifp F C y(Ifp F). Observe that, if the abstract domain respects the ascending chain
condition then the computation is guaranteed to terminate. Otherwise the sequence

convergence must be assured using a widening operator [86].

A number of abstract domains, non-relational and relational, exist in the literature
[30,31,36,93,94]. Let us briefly illustrate them below:

2.3.1 Non-relational Abstract Domains

An abstract domain is said to be non-relational if it does not preserve any relation
among program variables. Non-relational abstract domains care only about the ac-

tual variables being updated, rather than having potential to change multiple values
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at once [31]. Some widely used non-relational abstract domains for program analysis
include sign domain for sign property analysis, parity domain for parity property anal-
ysis, interval domain for division-by-zero or overflows [30]. Analyses in these domains
are, although efficient, but imprecise w.r.t. relational abstract domains. Figure [2.7] pic-
torially depicts a scenario where a set of points SP (indicated by ) on the xy-plane are

abstracted by sign and interval properties.

X

Figure 2.7: Abstractions of SP by Sign (left) and Interval Properties (right)

Let us now describe briefly about the sign and interval domains in the sections be-

low.

2.3.1.1 Sign Domain

Let L. = (p(R), S, 0, R, N, U) be a concrete lattice of the powerset of numerical values R.
Given an abstract domain SIGN={T, +,-,0, +,0+,0—, L} representing sign properties

of numerical values, let L, = (SIGN, C, L, T, M, LI) be an abstract lattice.

The correspondence between L. and L, is formalized as the Galois connection (L, s, s,

L,) which is depicted below:

T

C1,01) - ‘{1_2,3} S / \
l : = 0

0+
<. {-1,0} {0,1} {1,2} 2,3} -
<

Qas

W

1
\

0 1

Figure 2.8: Galois Connection between L, and L,
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The abstraction function a; and concretization function y; between the domains are

defined below:

1 ifS=0

+ ifS={ala>0}
0 ifS={0}

- ifS={ala<0}

VS € p(R) : a4(S)=

+ ifS={ala>0va<0}

0+ ifS={ala>0}

0- ifS={ala<0}

T Otherwise
0 ifo=1
{fkeR| k> 0} ifo=+
{0} ifv=0

V5 € SIGN: y.(0)= fkeR| k<0} ifo=-

(keR| k>0Vk<0)} ifv=x«
{(keR| k> 0} ifv =0+
(keR| k<0} ifv=0-
R Otherwise

The arithmetic operations over the abstract domain are defined accordingly, ensur-
ing the soundness w.r.t. their concrete counter-part [31]. For example, the X" operation
over the concrete domain is mapped to its abstract version "X’ as follows: —(X)— = +,

+(X)—=—, +X)+ =+, T(X)+ =T, L(X)+ = L, and so on.

2.3.1.2 Domain of Intervals

In the interval domain, a set of integers is approximated by a pair [/, i] where [ and h
represent minimal and maximal element of the set respectively. For example, {2, 1, 100,

4} is represented by [1, 100].

Let L. = (p(R),S,0,R,N,U) be a concrete lattice of the powerset of numerical val-
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ues R. LetI ={[[, h] |l € RU {—o0}, h € RU {400}, | < h} U L be the abstract domain of

intervals forming an abstract lattice L, = (I, C, L, [-o0, +00], 1, L), such that:
o [L, MIC[L, ] & L<hAh=2h
o [y, N[, hy] = [max(ly 1), min(hy hy)]
o [y, UL, hy] = [min(ly, 1), max(hy hy)]

The correspondence between L. and L, is formalized as the Galois connection (L, oy, 1,

L,) where ¥S € p(R) and V7 € I:

1 ifS=0
[1, h] it inf(S) =1 A sup(S) =
ax(S) = {4 [~oo, h] if Ainf(S) A sup(S) =
[1, +o0] if inf(S) =1 A Asup(S)
[+00, —o0] if Ainf(S) A Asup(S);
0 ifo=1
keR|I<k<h) it =1, h
y1@) =4 keR| k<h if 5 = [~oo, h]
keR| <k} if 7 =, +o0]
R if v = [+o0, —o0].

The pictorial representation of the Galois connections (L, ar, )1, L,) is shown in Figure

[-00, +0]

// \\

.[2 1] [L0] [0,1 [1,2] -

(2 1) {0y {1 2 - : [22]\[1 /1]>J0]/[1\1/[221
V4 N\

Figure 2.9: Galois Connection between L, and L,
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2.3.2 Relational Abstract Domains

Unlike non-relational abstract domains, the relational abstract domains preserve rela-
tions among program variables [36]. Analyses in these domains are more precise as
compared to the non-relational abstract domains, in particular, for large number of
relations among variables in the code. Widely used relational abstract domains are
the domains of Polyhedra, Octagons, Difference-Bound Matrices (DBM)), etc [36}93,94].

Abstractions of the same set of points in the octagon and polyhedra domains are exem-

plified in Figure

Yy

X X

Figure 2.10: Abstractions of SP in Octagon (left) and Polyhedra Domains (right)

Let us now describe briefly about the octagon and polyhedra domains in the sections

below.

2.3.2.1 Relational Abstract Domain of Octagons

The octagon abstract domain encodes binary constraints between program variables
in the form of kix; + kjx; < k where x;, x; are program variables, k;, k; € [-1,0,1] are
coefficients and k is a constant in the numerical domain R. Since coefficients can be
either -1, 0 or 1, the number of inequalities between any two variables is bounded. The

set of points satisfying the conjunction of such constraints forms an octagon.

Octagonal constraints representation in memory. The encoding of conjunctions of
octagonal constraints makes use of Difference Bound Matrix (DBM) representation. Let

us describe DBM first and then an extension to encode the set of octagonal constraints.

Difference Bound Matrices (DBM) [93]. Given a program # with a finite set of variables

Vp ={x1,...,x,}. A Difference Bound Matrix (DBM) m with size n X n represents a set
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of invariants each of the form x; — x; < k, where k € R, and R, = R U {oo} such that:

k if (xj —x; < k) where x;,x; € Vp and k € R,

3
Il

00 otherwise.

Example 5 Consider the constraints {x; —x, < 3, xp —x3 < 4, x3—x1 <5, xp — x4 < 4/}. These

constraints are represented by the DBM shown below:

X1 X2 X3 X4
X1 &) e 5 o)
xp | 3 00 00 o0
X3 oo 4 00 o0
Xy | 0o 4 00 o0

Extension to encode octagonal constraints [94]. The above DBM representation over pro-
gram variables can represent only a subset of octagonal constraints of the form x;—x; < k.
In order to allow more general form +x; + x; < k of octagonal constraints, a DBM m of

size n X n defined over Vg is extended to another DBM m’ of size 2n X 2n over the set of

/

enhanced variables V,, = {x], ..

., X, } where each variable x; € Vp comes in two forms: a

’
2i-1/

of DBM m’ is called coherent DBM (CDBM) representing octagon. This is illustrated in

positive form x). ,, denoted x and a negative form x}., denoted x;. This extended form

the following example.

Example 6 Consider the octagonal constraints {x; +x, < 3,x1—x <4, —x1—x, <5, x1 < 4},

its equivalent CDBM constraints are {x] — x5 < 3, x5 —x] <3, x] —x; <4, x; —x] <4,

X — x5 <5, x;, — x{r < 5, x{r —x] < 8). These constraints are represented in CDBM shown
below:
NN oY x5
xIr 00 00 0 5
|8 o 3 4
x;’ 4 5 ) )
x5 3 00 00 )

Observe that any constraints of the form (x; < k) and (x; > k) can be represented as

(x7 —x7 < 2k) and (x; — x7 < —2k) respectively.

Closure. An octagon can be represented by more than one set of inequalities. For

instance, the octagonal constraints {(x < 4) A (y < 6)}and {(x <4)A(y < 6) A (x+y < 10)}
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represent the same concrete values. Therefore, the use of closure operation ensures a
unique representation of any octagonal constraints. The closure operation on CDBM
follows Floyd — Warshall algorithm [27].

In the rest of the paper, we use the notation m to represent closed CDBM when the

context is clear.

Galois Connections. Let L. = {(p(R"),<,0,R",N,U) be the concrete lattice. Let IM be
the set of all closed CDBMs representing the domain of octagons. Let M, =M U {m,}
where m, represents the bottom element that contains an unsatisfiable set of constraints.
We define the abstract lattice L, = (IM,, C, m,, m+, I, L) where m+ represents the top
element for which the bound for all constraints is co. The partial order, meet and join

operations in L, are defined as follows:

e Ym,nelM,: m;n<:>\7’i,j: mi]'<ni]‘.

e ¥m,n € M,: (mMn)=m’where ¥i, j: m’;; = min(m;;, n;;).

e ¥m,n € M,: (mUn)=m’where ¥i, j: m’;; =max(m;;, n;;).

Observe that since the union of two octagons is not always an octagon the result is
approximated.

Let X be the set of all environments defined as £ : V +— R. An environment p € ©
maps each variable to its value. An environment will be understood as a point in R”
where |V| = n. The Galois connection between L. and L, is formalized as (L., an, ¥m,

L,) where apy and ypy on S € p(R") and m € M are defined below:

o if S=0:an(S) 2 m,

A

o if S # 0: an(S) = m where m;; =

max{p(x;) — p(xx) | p € S} when i=2k-1, j=2l-1or i=2l, j=2k
max{p(x;) + p(xx) | p € S} when i=2k, j=2/-1
max{—p(x;) — p(xx) | p € S} when i=2k-1, j=2I
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0 ifm=m,

R" ifm=m+
ym(m) =
{(ky, ... ko) € B | (ky, ki ... K, —ky)

€ dom(m) and Vi, : x; — x; < mi]'} otherwise

Sound operations in octagon domain. Let us recall from [94] some useful sound oper-

ations in octagon abstract domain defined in terms of CDBM:

e Emptiness test: Let m be a CDBM and G be a directed weighted graph of m. We
say that the octagon is empty, i.e. y(m) = 0, if and only if G has a simple cycle with
a strictly negative total weight. The well-known Bellman-Ford [13]] algorithm is

used for such cycle detection.

o Projection: Let m be a CDBM representing a non empty octagon. We extract the

values of the variable x; from m in the form of interval as:

{v] 3k ...k,) € y(m) such that k; = v}

= [=Myi 2ix1/2, Mais1 2i/2]

Interested reader may refer to [94] [95] for more abstract operations (closure, widening,

etc.) in octagon domain.

2.3.2.2 Relational Abstract Domain of Polyhedra

The regions in n-dimensional space R" bounded by finite sets of hyperplanes are called
polyhedra. Let Vp = {xy, x5, ... x,,} be the set of variables in program . We represent
by 7= (v, vy, ... v,) € R", an n-tuple (vector) of real numbers. By g = 0.X > k where 7 #
6, X =(x1,%,...,%), k € R, we represent a linear inequality over R". A linear inequality
defines an affine half-space of R". If P is expressed as the intersection of a finite number
of affine half-spaces of R”, then P € R" is a convex polyhedron. Formally, a convex
polyhedron P = (®, n) is a set of linear inequalities ® = {1, ...} on R". Equiva-
lently, P can be represented by frame representation which is a collection of generators
i.e. vertices and rays [25]. On the other hand, given a set of linear inequalities ® on R”",

a set of solutions or points defines a polyhedron P = (®, n).
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Concretization Function. Let L. = (p(IR"), <, 0, R", N, U) be the concrete lattice defined
over the concrete domain. The set of polyhedra P with partial order C forms an ab-
stract lattice L,=(IP,C,P,,P+,M,U). Given Py, P, € P, the partial order, meet and join

operations are defined below:

e P; C P, if and only if y(P1) € y(P,), where y(P) represents the set of solutions or

points in P as concrete values.
e P P, is the convex polyhedron containing exactly the set of points y(P1) N y(Py).

e PiLI P, is not necessarily a convex-polyhedron. Therefore, the least polyhedron

enclosing this union is computed in terms of convex hull.

An environment p € £ £ V = R map each variable to its value in R. Given P € P, yp

is defined below:

yr(P) =1 R" if P = Pr.
{p eX|V@X=k):v.p(X) > k} otherwise

Note that there is no abstraction function in polyhedra abstract domain because some
vector sets do not have a best over-approximation as a convex closed polyhedron [36]].
Therefore, in this case we denote by ap(S) a (possibly minimal) polyhedron in P such

that )/]P(C(IP(S)) 2.

Sound operations in polyhedra domain. Let us recall from [7,22,36] some useful oper-

ations in the abstract domain of polyhedra:

o Emptiness test: Program analyzers during their analysis may encounter constraints
present in program statements. Addition of a constraint to a non-empty polyhe-
dron may lead to an empty polyhedron. A polyhedron is empty if and only if
its constraint set is infeasible. The Linear Programming (LP) solver [76] is used
for checking feasibility of such constraint system. For example, adding a new
constraint 7.X > k to a non empty polyhedra P, we can solve the LP problem u

= min U.X subject to P. If k > i, then new polyhedron is empty. Alternatively, in
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generator representation a polyhedron is empty if and only if its set of vertices and

rays are empty.

e Projection: Let P be a non empty polyhedron. The projection operation removes
all constraints information from P corresponding to a variable x; without affecting

the relational information between other variables, defined as:

I, (P) = {plv/xi] | p€y(P), veER}

This is computed by eliminating all occurrences of x; in the constraints of P by

using the Fourier-Motzkin algorithm [67] as below:

F(Px;) = {(Zoix; > k) € ©' | 01 = 0} U{(=07)B" + 0/~
|p" = Livfxi > k") €@, o7 >0, = (Zwjxi > k) € ©7, v <0

where v’ and v: represent positive and negative coefficients for x; respectively.
The algorithm partitions the set of liner inequalities ® = {4, f,...Bx} into OF,
©' and O, corresponding to inequalities that have positive, zero and negative
coefficients for x;. For each pair (8%, f7) of inequalities drown from ©* x ©, the
algorithm multiplies f* by the absolute value of x;-th coefficient (|v7]) in f~ and
similarly multiplies f~ by x;-th coefficient v in *. The combination of these two

results finally removes x; as the resultant coefficient becomes zero.

e Inclusion test: Let Py and P, be non empty polyhedra. The inclusion test (denoted P,
C P;) reduces to the problem of checking whether each inequality in P, is entailed
by P1, which can be implemented using LP. For example, we can compute i = min

0.X subject to P; for each 7.X > k. If u < k then inclusion does not hold.

e Redundancy removal: In order to improve the efficiency in memory, it is desirable
to remove the redundant constraints. Given P = (O, n), an inequality g € © is
said to be redundant when f can be entailed by the other constraints in P, i.e. P/
{B} E B. The LP solver is used for such verification. For example, in order to check
whether g = (0.x > k) is redundant, we can compute p = max 0.x subject to P. If

k < p, then g is redundant and can be eliminate from P.
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2.3.2.3 Powerset Abstract Domain

The finite powerset construction of an abstract domain yields a new abstract domain
which improves the precision of the analysis as compared to the original one [8]. For
example, application of condition-part in many cases may result in multiple abstract
values for an attribute. In such cases the powerset representation of abstract state is

more suitable in terms of precision.

LetL.=(D, <, L., T., N, U.) be a concrete lattice and L, = (D, C, L, T4, M, L) an abstract
lattice over an abstract domain A. The L. and L, are related by the Galois connection
(Le, @, 7, Ly). Considering the powerset abstract domain, the powerset of D denoted by
@(D) with the order relations < forms an abstract lattice L, = (p(D), <,0,D, A, V). The

partial order, meet and join operations in this abstract domain are defined as follows:
© 5,,S,€p(D): S S, & Vv, €S, : Fv; € $,.T; C ;.
e VS1,S € p(D):S1 A Sy = {0: M7, | VT; € S, V; € Sy}
® V51,5 € D) : S5 VS, =5 US,.

Observe that in powerset abstract domain the meet operation S; A S; is defined by the
pairwise meet of the elements from S; and S,, whereas the join operation S; v S, reduces
to a set union.

The L. and L, are related by a Galois connections (L., a1, )1, L,) where a; and y; on
VX € D and VY € (D) are defined below:

0 if X =1,
m(X) =4 D ifX =T,
{(X(X)} otherwise
L ifY=0
rn¥)=4q T, ifY =D.
U {7/(5) |ve Y} otherwise

The pictorial representation of the Galois Connection among the concrete domain (L.),

the abstract domain (L,), and the powerset of the abstract domain (L,) is shown below:
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V1

(231

To summarize, as we move from non-relational to relational abstract domain, the
precision of the analysis-result improves by tolerating an increased computational cost.
Therefore, a wise-choice of abstract domain as a trade-off between precision and effi-

ciency is the key factor here.
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CHAPTER 3

Concrete and Abstract Semantics of

Structured Query Language (SQL)

Preface

In this chapter, we first recall the syntax and the concrete semantics of SQL from the
literature [52]. Then we define an abstract semantics of SQL at various levels of abstrac-
tions, from non-relational to relational abstract domains such as domains of intervals,

octagons, polyhedra and powerset of intervals.
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3.1 Formal Syntax of SQL

In this section, we recall from [52] the formal syntax of database applications embed-
ding SQL. Table [3.1| depicts the syntactic sets and the formal syntax. In particular, the
syntax supports imperative programming paradigm combined with SQL statements.
Formally, a SQL statement Q is denoted by (A, ¢») where A represents an action-part
and ¢ represents a conditional-part. The action-part A includes SELECT, UPDATE, DELETE
and INSERT operations which are denoted by Ay, Ayps, Age and A;s respectively. The
conditional-part ¢ represents the condition under the WHERE clause of the statement,
which follows first-order logic formula. The imperative counterpart of the language
includes skip, assignment, conditional and iteration. Intuitively, any program in
this language involves two types of variables: application variables (denoted V,) and
database variables (denoted V). For the sake of simplicity, without compromising the
generality, this is assumed that attributes names are unique. The SQL clauses GROUP BY
and ORDER BY are denoted by the functions g(¢) and f(¢) respectively where ¢'represents
an order sequence of arithmetic expressions. Based on the values of ¢ over database
tuples, g(€) results maximal partitions of the tuples and f(¢) sorts the tuples in either as-
cending or descending order. The aggregate functions (AVG, SUM, MAX, MIN and COUNT) in
SELECT query are denoted by s. The ordered sequence of aggregate functions operating
on an ordered sequence of arguments X is denoted by ﬁ(f) where each function /; € i
operates on the corresponding argument x; € X. Observe that the argument ‘+’ in case
of count denotes the sequence of all attributes of the target relation. This is to observe
that, in the thesis, we consider only numerical domain for variables values including
NULL. However, there is a scope to enhance our work by considering other data-type

as well, such as string [28].
Let us illustrate the formal syntax using a suitable examples shown below:

Example 7 Consider the following database statements:

Qupd = UPDATE t SET sal := sal + 100 WHERE age > 35
Qs = SELECT dno, MAX(sal), AVG(DISTINCT age), COUNT(x) FROM t WHERE sal > 1000

GROUP BY dno HAVING MAX(sal) < 4000, ORDER BY dno
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Constants:
k € R Set of Numerical Constants
Variables:
v, € VY, Set of Application Variables
v, = x|ylz]|...
vy € Vy Set of Database Attributes
Uy U= a1|a2|a3|...
V == V,UVy
Expressions:
e € Ik Set of Arithmetic Expressions
e == klvglv,|opyeleropyen where op,, € {+,—}and op;, € {+,—,*, /}
b € B Set of Boolean Expressions
b == truelfalse|e;op,ex|—b|b; @by

where op, € {<,>,==,>,#,...}and ® € {V, A}

SQL Pre-conditions:

T € T Set of Terms
T = kloglvgl fu(te, T2, Th) where f, is an n-ary function.
ap € Ay Set of Atomic Formulas
ap == Ru(t1,72, ., Tn) | T1 == T2 where R, (71,72, ..., Ty) € {true, false}
¢ € W Set of Pre-conditions
¢ == ap| Q| p1@P2| ®V where ® € {V, A} and ® € {V, 3}
SQL Functions:
g@ == GROUP BY(O)|id
where €= {ey, ..., e, | ¢; € E) and id denotes identity function
r == DISTINCT|ALL
s u= AVG|SUM|MAX |MIN | COUNT | id
h(e) == sor(e)
h(+) == COUNT(*)
where * represents a list of database attributes denoted by v
BER) w= (), )
where i1 = (hy, ..., hy) and £ = (x1, .., X, | x; = e V x; = %)
f(©) == ORDER BY ASC(¢) | ORDER BY DESC(e) | id
Commands:
Q € @Q Set of SQL Statements
Q = Qs Qupd | Qins | Quer
Qser == (Asels (P) .
= (SELECT(0y, f(&)), 1(R(D)), d2, 3()), 1)
Qupd = <Aupd/ Qb)
= (UPDATE(7y, @), ¢)
Qins == (Ains, ¢’>
:= (INSERT(vg,€), false)
Quer = (Ada, ¢)
== (DELETE(7), ¢)
c € C Set of Commands
c u= skip|v,:=e|Q]if bthen c endif
| if b then ¢ else ¢; endif | while b do ¢ done
P == clc; P Program

Table 3.1: Formal Syntax of SQL embedded Programs [52]
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The abstract syntax of the above statements are denoted by

Qupa = (A, @) = (UPDATE(vg, &), ¢) where
e ¢ = (age > 35)
o U = (sal)
e &= (sal +100)
and Qu=(A, ¢)= (SELECT(v,, f(&), r(h(@)), 2, g()), ¢1) where
e ¢ =sal > 1000,
e ¢=(dno,sal, age),
e ¢(¢) = GROUP BY(dno),
o ¢, = (MAX o ALL(sal))< 4000,
° 7’?(7)2 ( DISTINCT(dno), MAX o ALL(sal), AVG o DISTINCT(age), COUNT(%) ),
. f(?) = ORDER BY ASC(dno),
e v, = ResultSet type application variable with fields W =< wy, wy, ... w, >.

Observe that the syntax is consistent with the SQL definition given by ANSI [69]. There-
fore, the formalism supports different RDBMS implementations, like Oracle, MySQL
or IBM DB2. Its equivalence with relational algebra is reported in [52].

3.2 Concrete Semantics

In this section, we describe the concrete semantics of database applications embedding
SQL, by recalling the formal concrete semantics of the imperative [30] as well as database

statements [52].
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3.2.1 Concrete Semantics of Imperative Statements

Since the imperative counterpart of the language does not involve any database variable,
let us define the set of concrete states X : V, — R, which represents a mapping
of imperative program variables to their semantic domain values. Given the set of
arithmetic expressions IE and the set of boolean expressions B, the concrete denotational
semantics functions .7, : (EU B) — (X — R U {true, false}) for expressions evaluation
and 75 : B — (p(X) — 9(X)) for state-filtering based on boolean satisfiability are

defined below:

Ze[lkl ={(p, k) | p € X}
Zellxl ={(p,v) | p € £, p(x) = v}
Teller @ ex]l ={(p, v1 ®02) | (p, 1) € Zllerll, (p, v2) € Zillexll,
@+, -, X} V(@®e(/,%}ANvy #0)}
Teller @ ex]l ={(p, u1 @ u2) | (p,u1) € Zillerll, (p, u2) € Zille:l,
©€{> << > =}
Jell=b] ={(p, ~w) | (p, w) € TP}
Tellbr ® bo]l ={(p, w1 ® w2) | (p, w1) € Felbrll, (p, w2) € Fe[[b21,
® € {V,A}}

T5lbl ={(p, p) | p € L, (p, true) € Z[[b]}}

Observe that the operators ®, ©® and ® on the left hand side represent syntactic part of
the language, whereas the same on the right hand side represent the operations on the

corresponding semantic values.

Given the set of commands C, the concrete denotational semantics function .7, : C —

(X — X)) specifying effects of commands on states is defined below:

Teliskip] ={(p,p) | p€ X}
Tellx == ell ={(p, plx < v]) | p€ X, (p,v) € Zlell}
Teller; ol =2l o Tillenll
Tllif bthency else el ={(p, p) | (p, p) € Fb], (p, p') € Felleall}
U
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{e, p”) | (p, p) € ZF[-01, (p, p”) € Telle20l}
Fllwhilebdocll =1{(p, p') | (p, p') €
T¢[=b]l o Ifp AY.(p U Flc]l o Z¢[DIY)}

Observe that, in case of assignment statement x := ¢, the semantic function .7 returns
a new state by substituting the semantic value of e into x w.r.t. the given state. The
semantics of conditional and iterative statements are expressed in terms of the function
¢ which filters the memory domains and considers only those satisfying the boolean
expression b. The join operation U merges the semantics of both branches of the
conditional statement. On the other hand, the semantics of iterative statement is defined

in terms of a loop invariant which is obtained via a least fixpoint computation.

3.2.2 Concrete Semantics of SQL Statements

Before describing the semantics of database languages, let us recall the definition of
environments and state from [52]. This is to note that database language may involves
variables from both V, and V,. Therefore, both the notions of database environment

and application environment are relevant in defining state.

Application Environment. Given the set of application variables V, and the domain
of values Val, let €, : V, — Val be the set of all functions with domain V, and range
included in Val. An application environment p, € €, maps application variables to

their values in Val.

Database Environment. A database d is a set of tables {t; | i € I,} for a given set of
indexes I,,. A database environment is defined as a function p; whose domain is I, such

that for i € I, pa(i) = t.

Table Environment. Given a database table t with attributes attr(t)={ay, a», ..., ax}.
So, t € D1 X D, X .... X Dy where 4; is the attribute corresponding to the typed domain
D;. A table environment p; for a table t is defined as a function such that for any attribute
a; € attr(t), pi(a;) = (m(l;) | 1; € t) where 7t is the projection operator and 7;(l;) represents

the i" element of the [;-th row. In other words, p; maps 4; to the ordered set of values
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over the rows of the table t.

State. Let Ly, be the set of states for the database language under consideration, de-
fined by L, = €5 X €, where €4, and €, denote the set of all database environments
and the set of all application environments respectively. Therefore, a state p € Ly, is

denoted by a tuple (pg, p.) where p; € €4, and p, € €,.

Transition Function. The transition function
Fapa + (C X Lgpa) = 9(Zidpa) (3.1)

specifies which successor states (ps, pr) € Lap can follow when a statement c € C exe-

cutes on state (p4, pa) € Lapa-

Concrete Semantics. Given a database statement Q = (A, ¢) and a concrete database

state p = (pa, pa), the concrete semantics of Q w.r.t. p is defined below:

Tinall{A, P)]p

=Taall{A, @)(pa , pa)

=Taall(A, @)1t , pa)

where t = target((A, ))

=Taal[{A (P » Pa) U (Pt + Pa)

=(pr , pa) U (P=(tlg) » Pa)

=(pr U p~@ig), Pa U Pa)

=P+ Pa)

(3.2)

where the function target(Q) returns the table on which the operations in Q are restricted
and the notation (f | ¢) denotes the set of tuples in t for which ¢ is true. Observe that
the semantics function .7, on the action-part A w.r.t. the table environment p;| yields
a new state py. Observe that, as concrete table environment is defined in such a way to

capture multiset semantics of attributes, the concrete semantics of SQL respect this as
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well. As this is clear from the context, in this semantics definition the state of the tables
other than p; remained unchanged. Therefore, we have not specified this explicitly. Let

us illustrate the concrete semantics of an update statement in Example

(a) table ¢ (b) table t”
eid | sal | age | dno eid | sal | age | dno
1 1500 | 35 10 1 1600 | 35 10
2 800 28 20 2 800 28 20
3 2500 | 50 10 3 2600 | 50 10
4 3000 | 62 10 4 3100 | 62 10

Table 3.2: Database before and after the update operation

Example 8 Consider the database table t in Table[3.2(a)land the following update statement:
Qupa : UPDATE t SET sal := sal + 100 WHERE age > 35

The abstract syntax is denoted by (UPDATE(vy,€), ¢) where ¢ = (age > 35) and vy = (sal) and
¢ = (sal + 100).

The table targeted by Q,pa is target(Qypa)= {t}). The semantics of Qypa 1s:

Lqdba[[Qupal]](,od/ pu)
= Tiual[ (UPDATE((sal), (sal +100)), (age > 35))](pa, pa)

= Tl {UPDATE((sal), (sal + 100)), (age > 35))1(p1, ps)
Since, target(Qupa)={t}

= TapalUPDATE ((sal), {sal + 100)) (0t} (age=35), Pa)
L

(Pt1~(age=35), Pa) Absorbing ¢ = (age > 35)
:(Pt'; pa) U (ptl—'(age>35)/ pa)
=(Pt/ U Ot ~(age>35), pa)

=(pr+, Pa)

where

Pr =Pt (age > 35) [sal — Zellsal + 100](pty (age > 35, Pa)]
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=Pil (age >33 [sa] < (1600, 2600, 3100)]

The notation (t | (age > 35)) denotes the set of tuples in t for which (age > 35) is true (denoted
by red part in t of Table 3.Xa)). 7, is the semantic function for arithmetic expression which
maps “sal + 100" to a list of values (1600,2600,3100) on the table environment py(age>3s). The
notation < denotes a substitution by new values. Observe that the substitution of ‘sal’ by the
list of values in py(ge>35) results in a new table environment py (denoted by red part in Table
B.AD)). Finally, the least upper bound (denoted L1) which is defined over the lattice of table

environments partially ordered by C, results in a new state (py+, p,) where t” is depicted in Table

3.Ab)

3.3 Abstract Semantics

Let us first recall from [29,36,94] the abstract semantics of imperative statements. Then
we define the abstract semantics of database statements at various levels of abstractions,

from non-relational to relational domains.

3.3.1 Abstract Semantics of Imperative Statements

LetL.=(D, <, L., T., N, U.) be a concrete lattice and L, = (D, C, L, T,, M,, L) an abstract
lattice. The L, and L, are related by the Galois connection (L, @, ), L,) such that a(X) C
Y & XCy()whereXeDandY € D. The set of abstract states is defined as = : V,

— D which respects the Galois Connection, i.e. Vpe LY peX: a(p) Cp & pC

7(p)-

3.3.1.1 Domain of Interval

Given an abstract domain I of intervals, the set of abstract states is defined as ©. : V, — I

which respects the Galois Connection, i.e. Y pe L,V peXZ: a(p) Ep < p S y(p).
The corresponding sound abstract semantics function .7, : (EUB) — (Z — I U

{true, false, Tp}) for expression evaluation where Ty denotes “ may be true or may be

false”, is defined as:

ZIKI ={(@, [k,K]) | p € T)
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Zlx1 =, p(x)) | p € T}
Ziller ® el =((p, 01 @) | (p, 1) € Zllerll, (p,7) € Zilleall)
Zller @ el =((p, 51 @) | (p, 1) € Zllerll, (p,72) € Zilleall}

Examples of sound abstract arithmetic and relational operations @ and ® respectively

in the domain of intervals are:

[, hi] + [, ho] =[li + I, By + ]

[, h] =L, ho] =[l = Lo, Iy — hy]

[, m] X [, ho] =[min(ly X Lo, 11 X hy, hy X 1o, 1y X hy),
max(ly X b, I1 X hy, hy X Iy, hy X hy)]

Unhﬁﬂmbkﬂhmﬁ%»%LOHhhﬂ

true ifly > hy
[, MI>[h, h] = false ifhy <Ip

Tg otherwise

Abstract versions of other arithmetic and relational operations are also defined this

way, ensuring the soundness in I.

Similarly, the abstract semantics functions 7f : B — (T — I) for abstract state-filtering

and 7. : C — (£ - X) for commands are:

ermmmmnwzmmJHﬂzﬂ

— [, min(h, k- 1)) | p € E,p(x) = [, b, I <k-1]
plx — [max(L,k), k) | p € T, p(x) = [1, h], h > k}

plx — [max(Lk+1),h]) | p € T, p(x) =[I, h], h >k +1]
w,uewkmnpezmw—Uh]z k< h

r—ﬂr—'!l—ﬂr—|
><

Tillx == el =\(p, plx < 1) | (9, D) € =7[[€]]}
Zllif bthen ¢y else o] = {(p, p5) | (P, p,) € Flb1, (0, P5) € Zlleill}
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L
(@, py) | ® p,) € Fl-b], (7, p,) € Zillcall
={(p, psup,) |peX)

where LI denotes component-wise join operation in the abstract lattice L,.

Flwhilebdoc] ={(p, p,) 1 (P, py) €
T [=bll o lfp AY.(YV(p U T [c]l o T IbIY))}

where V: (I X I) — I 'is a widening operator, if:
o foreachx,y€l: xCxVyand y C xVy.

e for each increasing chain xo C x; C ..., the increasing chain defined by y, = x,

Yn+1 = Yn VX4 for n € IN, is not strictly increasing.

Example 9 Consider the statement c ::= if x > 5 then x := x + y else x := x — y. Consider an
abstract state in the domain of intervals p=(x — [2,10], y — [1,1]). The abstract semantics of

cw.r.t. pis illustrated below:

Fillx > 51(p) =plx < [5,10]] = p,
Til~(x > 5)1(p) =plx < [2,4]1 = p,
Zillx+ yI(,) =p,(0) F py(y) = [6,11]
Zillx = y1(P,) =p,(0) = p,(y) = [1,3]
Zillx = x+ yl(p,) =p,[x < [6,11]] = p,
Tillx = x = yI(py) =p,lx — [1,311 = p,
Fillif x > 5 then x := x + yelse x := x — y]|(p)
= (py;Up,y) =([6,11101[1,3], [1,1] UL, 1])
=([1,11], [1,1]) = p5

Example 10 Consider the simple code fragment x = 1; while(x < 100){x = x + 1,}. Figure
illustrates a data flow-based analysis of the code in I for the absence of runtime errors. The

data-flow equation for each node is mentioned on the controlling edge of the corresponding node.
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po=x—1)
x=1
Py = poriny | Pr=Polll A1
v [2,100] x [11]
xX=x+1—mm™™
Py = (P N'P3) N [—00,99] Py = (py N P3) N[100, +o0]
x: [1,99] x: [100,100]
x < 100 D
yes no

Figure 3.1: An example of interval analysis

The fix-point solution of these equations represent the abstract collecting semantics (denoted by

red color).

3.3.1.2 Domain of Octagons

Given the set of boolean expressions B and commands C. The concrete denotational
semantics functions for state-filtering based on the boolean satisfiability is defined as
Tr (]B - @(Z)) — ©(X). The corresponding sound abstract function 7f in the
domain of octagons is defined as .7y : (B — M,) — IM,. Similarly, the concrete
denotational semantic function for the effects of commands on states is defined as
T ((D - 50(2)) — 9(X) and its corresponding sound abstract function 7. in octagon
domain is defined as 7, : (C —- M,) —» M,.

Test: Given a CDBM m representing abstract state at a program point and a boolean
expression b. The state-filtering function ?f finds m” applying b on m where y(m’) is
{p € y(m) | p satisties b}. However, as it is in general impossible to implement such a

transition function, an upper approximation result is computed such that
y(m’) 2 {p € y(m) | p satisfies b}

The tests that can be modeled in the octagon domain are: x;, + x; < k, x;, — x; < k,
=X, — X1 < k, x5 + x; = k, x; < k and x, > k. The state-filtering function ﬁf for x, + x; <k

is defined as below:
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7f[[xh + x; < k]]Jm = m’ where

min(m;;, k) if (i, j) € {2k, 21 - 1), (2L, 21 — 1)},

ij

m;; otherwise

Observe that the entries in the CDBM m corresponding to the cells (x,, x]") and (x}, x})
are updated based on the value k, resulting into m” which satisfies x;, + x; < k. Similarly

7f for all others tests can also be defined.

Assignment: An assignment is to replace the value of a program variable x; with the
value of an expression ¢, formally x; = e. Given an abstract state m representing octag-
onal constraints at a program point and an assignment x; = ¢, the abstract semantics of

the assignment on m results m” as an upper approximation such that
y(m’) 2 {plx; < k] | p € y(m) Ak = F[ellp} where

7, is the semantic function of arithmetic expression and p[x; « k] denote p with its i*"

component changed into k.

The assignments that can be modeled in octagon domain are: x;, = x;, + kand x, = x; + k
with i # I. In the first case x, = x;, + k, we subtract k from inequalities having negative
coefficient for x;, and we add k to inequalities having positive coefficient for x;. On the
other hand, for the second case x;, = x; + k, the inequalities x;, — x; < kand x; — x;, < —k

are added into the octagon. Let us illustrate them below:

1. Ithth+k2

Tlxw = x, + kJm = m’ where m;j = myj + (v + Bij)k with
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+1 if j=2h,
. -1 if j=2h-1,
OCZ']' =
0 otherwise
and
-1 if i=2h,
|1 ifi=2n-1,
Bij =

0 otherwise

2. Ith = X +kwithh # I
?C[[xh = x; + kJ[m = m’ where
k if (i,7) € {(2h,2]); (21 - 1,2h - 1)},

K if () e (@L2h);Qh 1,21~ 1),
mi]‘ if Z,]¢ {2]1,2]’1—1},

+00  otherwise

Example 11 Consider the statement c ::= if x > 5 then x := y+1else x := y—1. Let the initial
abstract state be m+ (which is the top element in the lattice of octagon abstract domain). The
abstract semantics of c w.r.t. misillustrated below, where 2 denotes an alternative representation

in memory.

Fillx = 5Imy ={-x < =5} = my
Til=(x > 5)Imr =fx <4} = my
Tlx=y+1]m =lx—y
Flx=y-11m =lx—-y<-1l,y—-x<1,x<4}=m

?C[[ifx>5ifhenx::y+1elsex::y—1]]mT = (M3 LU my)

=(fx-y<lLy-x<-1,-x<-5} U

x—y<-1,y—-x<1,x<4})
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=(Ix-y<lLy-x<1})=ms

After recalling the abstract semantics of imperative languages on octagon domains

designed by [94], let us move to database languages.

3.3.1.3 Domain of Polyhedra

Given the concrete denotational semantics functions .75 : (IB — 50(2)) — @(X), the
corresponding sound abstract function .75 in the domain of polyhedra is defined as
ﬁf : (B - P) —» P. Similarly, given the concrete denotational semantic function
T ((D - g{)(Z)) — p(X), its corresponding sound abstract function 7. in polyhedra
domain is defined as .7, : (C — P) — P.

Test: Let b be a boolean expression in the form of linear inequalities 7.X > k and
the abstract state in the form of polyhedron P. The state-filtering function 7f tinds P’
applying b on P define as

Ti[F% > kP = P/

where P’ = P M b.

Example 12 Given P=({x > 8, y > 6}, 2). The equivalent generators representation (vertices
and rays) of P is V={(8, 6)} and R={(1, 0), (0, 1)}. The abstract semantics of boolean expression
x > 20 is defined as: ?f[[x > 20]IP = P’ where P" = ({x > 20,y > 6},2) and its equivalent
generators representation is V'={(20, 6)} and R’={(1, 0), (0, 1)}.

Assignment statement: ?C[[x]- = ¢e]|[(P) = P” where P’ is obtained as follows: (i) Case-1: If
e is non-linear expression or the assignment is non-invertible, then we simply project-
out the corresponding variable from the linear inequalities in P, resulting into a new
polyhedron P’; (i7) Case-2: otherwise, we introduce a fresh variable x;” to hold the value

of ¢, then we project out x; and finally we reuse x;” in place of x; which results into P’.

Example 13 Given P=({x > 3, y > 2}, 2). The equivalent generators representation (vertices
and rays) of P is V={(3, 2)} and R={(1, 0), (0, 1)}. The F, of assignment x := x + y is define as

Tx:=x+ yl(flx >3,y >2},2) =P where
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P = (Ix -y > 3,y > 2},2) and its equivalent generators representation is V'={(5, 2)} and
R'={(1,0), (-1,-1)}.

3.3.1.4 Powerset Abstract Domain

Let us explain the powerset construction over the interval abstract domain. Consider
the interval abstract domain I = {[I, h] | | € Z U {—oco},h € Z U {+c0},] <h} U L forming
an abstract lattice L, = (I,C, L, [0, +00], M, ). The powerset of the intervals denoted
by ¢(I) forms the abstract lattice L, = (p(@),<,0,1, A, V).

The correspondence between L, and L, is formalized as the Galois connections
(La,a1,71,L,). The partial order, meet and join operations in the powerset domain of
intervals can be defined accordingly.

Given a powerset abstract domain of intervals o(I), the set of abstract states X : V —
o(I) respects the Galois Connection, i.e. Y p € L,V p e L: a(p) Ep < p C y1(D).
Given S4,S5, € g@(ﬁ), the sound abstract arithmetic operations @ in the powerset ab-

stract domain of intervals are defined as:
VS1,S: € p(I) : $18S, = {0; ®T; | VUi € S1, VT, € S}

The corresponding sound abstract semantics function J.: (EUB) - (Z - o) U
{true, false, Tp}) for expression evaluation where Ty denotes “ may be true or may be
false”, the abstract semantics functions 7 : B — (I — I) for abstract state-filtering
and 7, : C — (T — L) for commands are defined accordingly in the powerset domain

of intervals. Example[14]illustrates this.

Example 14 Consider the statement c ::= if x > 5 then x := x + y else x := x — y. Consider
an abstract state in the powerset domain of interval p=(x — {[2,6],[8, 101}, y — {[1,1]}). The

abstract semantics of c w.r.t. p is illustrated below:

Tillx > 51(p) =plx « {[5,6],[8,101}] = p,
Till-(x > 5)1(p) =plx < {[2,4]}] = p,
Zillx + yl(p,) =p,(x) ¥ p,(y) = {[6,71,19, 111}
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Zillx = yI(Py) =p,(x) = Da(y) = {[1, 3]}
Zillx = x + yl(p,) =p, [x «— {[6,71,[9,111}] = p,
Tillx = x = yll(p,) =p,lx < {[1,311 = p,
Tillif x > 5 then x :=x + y else x := x — y]|(p)

= (ps v py) = (116,71, [9, 111} v {[1, 31}, {[1, 11} v {[1, 11}
= ({[1, 31, 16,71, [9,111}, {[L,11}) = ps

3.3.2 Abstract Semantics of SQL Statements

Motivated from the abstract semantics of database statements defined only in the do-
main of intervals [52]], we are now in a position to enrich it to more precise abstract
domains, namely the domain of octagons, polyhedra and powerset of intervals. To
this aim, let us first define abstract database states and the abstract semantic transition

function in an abstract domain of interest w.r.t. its concrete counterpart.

Definition 3.1 (Abstract Table) Given a concrete tablet € p(D) where D = D1 XDy X....X Dy
such that attr(t)={ay, ay, ..., ax} and a; is the attribute corresponding to the typed domain D;.
Let D be an abstract domain which represents properties of the attributes of t establishing the
Galois Connection <(50(D), 9, a,y, (5, E)>. An element t € D is said to be a sound abstraction
of the concrete table t if for all tuples | € t, | € y(t).

Definition 3.2 (Abstract Table Environment) Given an abstract table t, an abstract table
environment p; is defined as p;(a;) = Tt;(t) for any attribute a; € attr(t), where T is the projection
operator in the abstract domain and Tt,(t) represents the projected abstract values corresponding

to the i attribute in t.

Definition 3.3 (Abstract Database States) An abstract database d is a set of abstract tables
{tiliel) for a given set of indexes I,. An abstract database environment is defined as a function

p7 whose domain is I, such that for i € I, p7(i) = t;.

Definition 3.4 (Abstract States) An abstract state p € Ly, for database applications is de-
fined as a tuple (p3, pz) where p; € C e and Pz € @aps are an abstract database environment and

an abstract application environment respectively.

'Notice that for some abstract domain the abstraction function may not exist.
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Example [15|illustrates the abstraction of a simple table in various relational and non-

relational abstract domains.

Example 15 Consider a concrete database that contains a table t shown in Figure The
table provides information about the employees of a company. Let us consider the abstract domain
of intervals. Considering an abstraction where employees id, salaries ages and department
number of the employees are abstracted by the elements from the domain of intervals. The

abstract table t corresponding to t is depicted in Figure Similarly one can abstract the

eid | sal | age | dno

L 1500 % 10 eid sal age dno

2 800 28 20

3 5500 =0 10 [1,4] | [800,3000] _[2.8,6'2] [10, 20]
4 [ 3000 | 62 | 10 (b) Abstract table ¢ in interval do-
(a) Concrete table t main

Figure 3.2: Concrete and its corresponding Abstract Database

table using relational abstract domains also. The corresponding abstract representation of t in

octagons and polyhedra domain are represented by CDBM my and P, respectively as

rej

m; = { —eid < -1, eid <4, —sal < —800, sal < 3000,
—age < —28,age < 62,—dno < —10,dno < 20}, and
P Z leid > 1,-eid > —4,sal > 800, —sal > —3000,
age > 28, —age > —62,dno > 10, —dno > —20}

Beside these classical abstract domains, one may also consider other kinds of treatment
to database instances as abstraction. For example, sets of abstract rows when each
row corresponds to the union of abstractions of some partitions of the concrete table.
Similarly, the form of conditional tables (c-tables) proposed in [68] can also be viewed
as an abstraction.

In order to formalize the abstract semantics of database applications, we define the
following sound abstract transition function corresponding to its concrete counterpart

Tiva (defined in equation 3.1):
Tara: CX Zpg = Zaa (3.3)

which specifies the successor abstract state (p5 , p;) € Y. When a statement ¢ € C
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executes on an abstract state (p;, pz) € Yae. The soundness of the abstract semantics

relies on the soundness of .7 4, w.r.t. Jy,.

Observe that since our abstraction over-approximates the attributes values, the multi-
plicity of attribute values may not be taken into account in abstract database representa-

tion and hence in abstract semantics, as per the definition of abstract table environment.

The abstract semantics of SQL statements in various abstract domains following equa-
tion[3.3]are defined below.

3.3.2.1 Domain of Intervals

Let us recall the semantic function 7, defined in equation which specifies the
successor abstract state (pz, p7) € Y. when a statement ¢ € C executes on an abstract
state (p7, pa) € Y iba-

Given a database statement Q = (A, ¢) and an abstract database state p = (p;, pa),

the abstract semantics of Q w.r.t. p is defined below:

T (A, )P
=§dbaﬂ<A,¢>]](Pg, Pa)
=7 wall{A, &)1(p;7 , pz)
where t = target((A, ¢)) and It € p7: t € y(t)
=7 (AW P73, P2) U (Ogzp» P2)
=(p1ar » Pa) U (Prxz Pa)
=(pmw Y Prazs Pz U pa)
=(pr , pa) (34)

where
(o731 Pa) € Zl1(pz , pa) and (prz . pa) € Tr=01(ps, pa)

Observe that TM and FM are the abstract database states obtained by using the filtering
semantics function 7f based on the satisfaction of ¢. In particular, TM denotes the

part of the abstract database state for which ¢ is true, whereas FM denotes the abstract
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database state for which ¢ is false. After performing the update action A on TM,
the resultant abstract state TM’ is obtained. Finally, component-wise join operation
between TM’ and FM yields the resultant abstract state ". Observe that, in order to
ensure the soundness, both TM and FM include the information for which ¢ results in

“may be true or false”. We illustrate this in Example

Example 16 Consider the abstract domain of intervals 1. Given the concrete database table t
shown in Table its corresponding abstract version t replacing concrete values by their
properties from 1 is depicted in Table [3.3(b), Similarly, given an application environment

(b) Abstract table f in interval do-

(a) Concrete table ¢ main
eid sal age | dno eid sal age dno
1 | 1500 | 35 | 10 [1,4] | [800,3000] | [28,62] | [10,20]

2 800 28 20
3 | 2500 | 50 10
4 | 3000 | 62 10

Table 3.3: Concrete and its corresponding Abstract Database

Pz = {x — 100) where x is an application variable, its corresponding abstract application

environment in 1 is p; = (x — [100,100]).
Now consider the following UPDATE statement:

Qupd © UPDATE t SET sal = sal + x WHERE sal > 1500

Here A = UPDATE((sal),{sal + x)) and ¢ = sal > 1500. The concrete semantics yields the
resultant table t’ shown in Table([3.4

U

ei sal age | dno
1 ] 1600 | 35 10
2 800 | 28 | 20
3 | 2600 | 50 10
4

3100 | 62 10

Table 3.4: Execution result t by Q,,; on t
The abstract semantics of Qg w.r.t. p = (p; , pa) is

§dbul[<A/ Pz pa)

=7 all{(UPDATE((sal), (sal + x)), sal > 1500)]|(p;, p7)
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=7 awall (UPDATE((sal), (sal + )) [ (o7, p2) U (g, o)
:(pm ’ PE) L (PW ’ PE)
=(prar U Pz » P2 U Pa)

:(pt_/ ’ PE)
where

prr =7llsal > 1500](p;) = pyfsal « [1500, 3000]]
pri =77 ~(sal > 1500) I(py) = ps{sal «— [800, 1499]]

p=r = 7 avallUPDATE((sal), (sal + x))(p=; , Pz)
= JlIsal = sal + x](pzz; , P2)
= Z[[sal = sal +[100,100]1(p75; , P2)
= prw|sal — [1600,3100]|

Tables |35|( a)l and |35|( b)l depict TM and FM respectively. After performing the update action A
on TM, the resultant abstract table TM’ is shown in Table Finally, component-wise join
operation between TM’ and FM yields the resultant table ¥’ depicted in Table Observe

that the abstract semantics is sound, i.e. ' € y(t').

(a) Abstract table T™ (b) Abstract table FM
eid sal age dno eid sal age dno
[LA] | [1500,3000] | [28,62] | [10,20] [LA] | [800,1499] | [28,62] | [10, 20]
(c) Abstract table TM’ (d) Abstract table ' = TM’ UFM
eid sal age dno eid sal age dno
[1,4] | [1600,3100] | [28,62] | [10,20] [1,4] | [800,3100] | [28,62] | [10,20]

Table 3.5: Execution results of Q4 ont

3.3.2.2 Domain of Octagons

In case of database applications, we consider two different environments: database

environment p; € €y, and application environment p, € €,. To determine abstract
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semantics of database statements in the domain of octagons, we define the abstract
state p € Edba as
p =(mg,my)

where m; and m, are CDBMs of octagonal constraints as abstraction of database val-
ues and application variables values respectively. Therefore, as defined in equation
the abstract semantic function for database statements Q = (A, ¢) is defined as:
T awall{A, @)N(Mg, Ma) = T aal[{A, @)I(M; , My) = (M, m,) where my is the octagonal
representation of the concrete table t which acts as the target of Q and my is the octag-
onal representation of the resultant table . Below is the abstract semantics for update

statement.

7 46a[(UPDATE(T, €), p)I(m; , my)
=7 2 [(UPDATE(T, ) 1(M7r , My) U (Mppg, M)
=(Mrar , My) LU (Meyg, My)
=(Mpyy LU Mgy, M, LUM,)

=(my , m,) where

Til[=~¢l(m;, m,) = (Mea, M) and Zr[ol(My, M,) = My, M)

We can define similarly the abstract semantics for other database statements as well.

Example 17 Consider the concrete table t shown in Table Consider the concrete ap-
plication environment p, = (x — 100) where x is an application variable. The corresponding
abstract representation of p; and p, in octagon domain are represented by CDBM m; and m,

respectively as

m, 2 { —eid < -1, eid <4, — sal < —800, sal < 3000,
—age < —28,age < 62, —dno < —10,dno < 20}, and
m, 2 {x <100, —x < —100}.
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Consider the following UPDATE statement
Qupa : UPDATE t SET sal = sal + x WHERE age > 35

where A = UPDATE((sal), (sal+x)) and ¢ = age > 35. The abstract semantics w.r.t. p = (m;, m,)
is
T all(A, OYI(my, my)
:?dba[[<UPDATE((sal>, (sal + x)), age > 35>]](mt, m,)
=7 anal[(UPDATE((sal), (sal + x)) )] (Mirar, me) U (Mg, my)
=(Mrar, Me) U (Mes, My)
=(Mrp U Mepy, My LU My)

=(my , m,)
where

My = { — eid < —1,eid < 4, —sal < —800,sal < 3000, —age

< —35, age < 62, —dno < -10, dno < 20}

mew = { - eid < =1, eid < 4,—sal < —800, sal < 3000, —age

< -28, age <34, - dno < -10,dno < 20}

rep

My = { —eid < —1,eid < 4, —sal < -900, sal < 3100, —age

< -35, age < 62, — dno < —10, dno < 20}

Note that we can follow an alternative equivalent way of abstract state representation
by combining both CDBM of m; and m, for the sake of simplicity. Let p and g denote
the numbers of database variables and application variables respectively. Given my
and m, as CDBM representations of database values and variables values, these can be

combined into equivalent CDBM m defined in (p + q) — dimension space by merging m,
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and m,. In the subsequent chapters we define abstract semantics w.r.t. abstract state

p=m.

3.3.2.3 Domain of Polyhedra

Let us define the abstract semantics for four database operations in the domain of poly-
hedra. Like octagon domain, given p = (P4, P,) € Y. where P; and P, are polyhedra
representation of database values and application variables values respectively. Accord-
ing to equation the abstract semantic function for database statements Q = (A, ¢)
is defined as: .7 g[(A, ))1(P4, Pa) = T awall{A, §YI(P: , Po) = (P, P,) where P; is the
polyhedron representation of the concrete table t which acts as the target of Q, and P is
the polyhedron representation of the resultant table ¢’. Below is the abstract semantics

for update statement.

7 aal[(UPDATE(T, &), PYI(P: , Pa)
=7 aba[(UPDATE(Dy, OV I(Prar , Po) LI (Peat , Pa)
=(Prar , Pa) U (PEm , Pa)

=(Prpr UPev, PaUP,) = (Py, Py)

where

Till=¢1(P,, Po) = (Pem, Pa) and F[@NI(Ps, Pa) = (Prat, Pa)

We can define similarly the abstract semantics for other database statements as well.

Example 18 Consider the concrete table t shown in Table[3.3(a)} Consider the concrete applica-
tion environment p, = (x — 0.2) where x is an application variable. The corresponding abstract

representation of p; and p, in polyhedra domain are represented by P, and P, respectively as

P, = {eid > 1,—eid > —4,sal > 800, —sal > —3000,
age > 28, —age > —62,dno > 10, —dno > —20}, and

P Z {—x>-02,x>02}
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Consider the following UPDATE statement
Qupa = UPDATE t SET sal = sal + sal X x WHERE dno + age > 60

where A = UPDATE((sal),(sal X x)) and ¢ = dno + age > 60. The abstract semantics w.r.t.
p=(P,P,)is
T mall{A, PP, Pa)
=§dba[[<UPDATE((saZ) (sal X x)), dno + age > 60>]](Pt,P )
=7 wal[ (UPDATE((sal), (sal x x)))]|(Praa, Po) U (Pr, Pa)
=(Prm, Pa) U (Prum, Pa)
=(Prpr U Pert, Po UP,)

:(Pt’ 7 Pa)
where

Py = {ezd 1, —eid > —4,sal > 800, —sal > —3000, age > 40
—age > —62,dno > 10, —dno > —20,dno + age > }

Pry = {ezd 1, —eid > —4,sal > 800, —sal > —3000,age > 28
—age > —49,dno > 10, —dno > —20, —dno — age > 59}

rep

Pray = {eid >1,—eid > —4,sal > 960, —sal > —3600,age > 40
—age > —62,dno > 10, —dno > -20,dno + age > }

Observe that alternatively, like octagon abstract domain, for the sake of simplicity, we
may combine both P; and P, into a single polyhedra P as an abstract program state.
In the subsequent chapters we define abstract semantics suitable for independency

computations w.r.t. an abstract state p= P in the domain of polyhedra.
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3.4 Correctness

Lemma 3.1 Givenanabstractstatep = (p;, pz), the abstract semantics function 7 g, is correct
w.r.t. the concretization function y if VQ € Q,Vp: € ¥(p7), Vpa € ¥(pa) : ZaalQll(pt, pa) S
y(ydba[[Q]](pf/ PE))-

Proof 1 Given an abstract state p, the abstract semantics of Q = (A,¢p) € Q w.rt. pis
defined as T aa[QIP = T aral{A, P)IP = T aral{AVlp5; U prp = P U P = 0, where
Pz Tepresents abstract database state which satisfies ¢ and pgy; represents abstract database
state which does not satisfy ¢. Abstract state which, due to abstraction, may satisfy ¢ is
included in both pgy; and pgyp. The state pzyp is obtained by performing A on p;. Now
let us consider a concrete state p € y(p). The concrete semantics of Q = (A, ) w.r.t. pis
TaallQllp = TanallKA, P)lp = Tanal{A)lpr Y pr = pr U pr = p’, where pr and pg represent
concrete database states based on the satisfaction and dissatisfaction of ¢ respectively. As ¢
in the abstract domain considers three valued logic due to the imprecision introduced in the
abstraction, and since both pzz; and pgy include the database state for which ¢ evaluates to
“may be true or false”, assuming local correctness of the functions and relations involved in ¢
we get pr € y(pgxp) and pr € Y(pgy)- Similarly, the local correctness of the operations involved
in A guarantees pr € Y(p77) [52]. Considering the Galois connection between concrete and
abstract database and application domains, we therefore get (o U pr) € Y(pmp U pgyp) and
so p’ € y(p'). This is depicted below:

%ba[[Q (P (—/))

P—
)4 Ty
P T anllQll p

3.5 Discussions

Let us summarize the strengths and limitations of various relational and non-relational
abstract domains which we have used above to define abstract semantics of database
applications. As abstraction in the interval domain does not capture any relation among
variables or attributes, this yields a highly approximated analysis-results. On the other

hand, although abstract semantics in both octagon and polyhedra domains capture
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relationships among variables or attributes, the octagon domain allows a weak form
of constraints compared to that in polyhedra domain. Due to this reason, analysis in
octagon domain is less precise than that in the polyhedra domain. Intuitively, precise-
ness of the analysis in relational abstract domain improves significantly when more
number of relations among variables or attributes is present in the program itself, e.g.
in the WHERE clause or in the conditional or iterative statements. In terms of algorithmic
efficiency, octagon domain always lies between interval and polyhedra. Analyses (in-
volving all common operations e.g. emptiness test, inclusion, etc.) in polyhedra abstract
domain experience an exponential (O(2")) worst-case time complexity [76], whereas in
octagonal domain the graph-based analysis algorithms for all common operations ex-
perience O(n’) worst-case time complexity, where n is the number of variables in the
program [94]. Powerset operator, on the other hand, can generate very expressive inter-
pretations. In fact, the powerset abstract domain gains the capability of expressing the
logical disjunction of the properties represented by the original domain. A summary
on the strength and weakness of domains is reported in Table This is to observe

that, in relational database, the semantics of NULL value is as follows [44]:

1. Value unknown (exists but is not known).
2. Value not available (exists but is purposely withheld).

3. Value not applicable (the attribute is undefined for this tuple).

When initial database in unknown, the database is over-approximated by considering
the top values of attributes from their corresponding abstract domains. Therefore, this
captures the above-mentioned semantics of NULL value as well. Moreover, we have

defined the abstract semantic functions 7 g, and ?dep in terms of p7;, P and pzy S

Domain Invariants Time cost |Memory cost |Precision
Interval |xe{[l, il |l heR,| O O(n) low
[<hxeV|
Octagon |+x; = xj < k, x;,xj € O(n®) O(n?) medium
VAkeRU {oo}
Polyhedra X! ax; >k, x; € V A o2" oM high
a;, k € R"
Powerset o(D) Depends on D|Depends on D | Improves w.r.t D

Table 3.6: A summary on various abstract domains

63



Concrete and Abstract Semantics of Structured Query Language (SQL)

which also include the results when the condition-part ¢ leads to “may be true or false” in
three-valued logic and the results on applying the action-part A on NULL values. This
guarantees a sound approximation of real database systems where we often experience
NULL values in the database.

3.6 Conclusions

In this chapter, we define an abstract semantics of database languages embedding
SQL in the Abstract Interpretation framework. We consider various non-relational
and relational abstract domains of interests. We prove that the abstraction of database
language, following the Abstract Interpretation framework, always guarantees the
soundness property. In the subsequent part of the thesis, we show how this semantic
formalism may serve as a powerful dependency analysis framework, even in the case

of undecidable scenarios, enabling one to tune between precision and efficiency.
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CHAPTER 4

Concrete and Abstract Semantics of

Hibernate Query Language (HQL)

Preface

As stated earlier, the thesis refers database applications embedding either SQL and
HQL. Therefore, like chapter 3, we also define the formal syntax and concrete seman-
tics of HQL, followed by its abstraction in various domains of interest. In particular, we
refer various session methods which act as the central interface between an application

and its underlying database.




Concrete and Abstract Semantics of Hibernate Query Language (HQL)

4.1 Formal Syntax of HQL

Hibernate query language (HQL) is an Object-Relational Mapping (ORM) tool which
remedies the paradigm mismatch between object-oriented languages and relational
database models and hence simplifies the data creation, data manipulation, data
access [11,/12,42]. It provides a unified platform for the programmers to develop
object-oriented applications to interact with databases, without knowing much details
about the underlying databases. The attractive feature of Hibernate is the presence
of Hibernate Session which provides a central interface between the application and
database and acts as a persistence manager. In HQL, an object is transient if it has just
been instantiated using the new operator. Transient instances will be destroyed by the
garbage collector if the application does not hold a reference anymore. A persistent
instance, on the other hand, has a representation in the database and an identifier value
assigned to it. Given an object, the Hibernate Session is used to make the object per-
sistent. Various methods in Hibernate Session are used to propagate object’s states
from memory to the database (or vice versa) and to synchronize both the states when a

change is made to the persistent objects [99].

Syntax of HQL is similar to the object oriented constructs along with SQL variants
through Session objects. The syntactic sets and the abstract syntax of HQL is depicted
in Table[4.1] Like Object-Oriented Program (OOP) [86], HQL programs are composed of
a set of classes including main class. Thatis, a HQL program % is defined as # = {Cyin, L)
where ¢, € Class is the main class and L C Class are the other classes. Similarly, a
class c € Class contains a set of fields and methods, and therefore, is defined as a triplet
¢ = {(init, F,M), where init is the constructor, F is the set of fields, and M is the set of

member methods.

In abstract syntax, we denote a Session method by a triplet (C, ¢, OP) where OP is
the operation to be performed on the database tuples corresponding to a set of objects
of classes ¢ € C satisfying the condition ¢. For instance, consider the following update

statement which is invoked through a session object “ses”:
Query Q = ses.createQuery(“UPDATE std SET rank = rank + 1 WHERE mark > 500")

The abstract syntax of Q is denoted by (C, ¢, 0P) = ({std}, mark > 500, rank = rank + 1)
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Constants and Variables

n € N Set of Integers
v € V Set of Variables
Arithmetic and Boolean Expressions
exp € E Set of Arithmetic Expressions
exp = n|vlexp; & exps
where ® € {+, —, %, /}
b € B Set of Boolean Expressions
b = true|false|exp; ® expy|-blby @by

where® € {<,>,==,>,%#,...}and @ € {V, A}

Well-formed Formulas

T € T Set of Terms
T = n | (4 | fn(le T2, ey Ti’l)
where f, is an n-ary function.
ag € A 7 Set of Atomic Formulas
ar == Ry(t1,72,-,Tn) | T1 == T2
where R, (71,12, ..., Tn) € {true, false}
¢ € W Set of Well-formed Formulas

¢ u= af|—|¢|¢1®qbz

where @ € {V, A}

HQL Functions
¢(@) == GROUP BY(exp) | id
where exp = (expy, ..., expy | exp; € E)
r = DISTINCT|ALL
s == AVG|SUM|MAX |MIN | COUNT
h(exp) := sor(exp)|DISTINCT(exp) |id
h(x) == COUNT(*)
where * represents a list of database attributes denoted by v
W@ w= (), )
where /i = (h1,....hy)y and X = (x1, ..., x, | X; = exp V x; = %)
f(exp) == ORDER BY ASC(exp) | ORDER BY DESC(exp) |id
Session Methods
¢ € C(lass Set of Classes
¢ == (init,F,M)

where init is the constructor, F C Var is the
set of fields, and M is the set of methods.
Mees € Mges Set of Session methods
Mss = (C, ¢, 0P)
where C C Class
SEL(vg, flexp), (i(¥)), ¢, g(exp))
UPD(, exp)
SAVE(obj)
DEL()
where ¢ represents "HAVING clause
and obj denotes an instance of a class.

0P

Table 4.1: Formal Syntax of HQL Session Methods
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The descriptions of 0P in various Session methods are as follows:

° <C, o, SAVE(obj)> = <{c},false, SAVE(obj)>: Stores the state of the object obj in the
database table t, where t corresponds to the POJO class c and obj is the instance of
c. The pre-condition ¢ is false as the method does not identify any existing tuples

in the database.

° <C, ¢, UPD(X, ea?p)>:<{c}, ¢, UPD(7, ea?p)>: Updates the attributes corresponding to the
class fields ¥ by exp in the database table t for the tuples satisfying ¢, where ¢
corresponds to the POJO class c.

° <C, ¢,DEL()>:<{C},q§,DEL()>: Deletes the tuples satisfying ¢ in t, where ¢t is the
database table corresponding to the POJO class c.

o <C, o, SEL(UW flexp), r(ﬁ(f)), ¢, g(efp)»: Selects information from the database
tables corresponding to the set of POJO classes C, and returns the equivalent

representations in the form of objects.

It is immediate that in case of SAVE() the condition ¢ is false and C is singleton set {c}.
As UPD() and DEL() always target single class, the set C is also singleton {c} in those cases.

However, C may not be singleton in case of SEL().

4.2 Concrete Semantics of HQL

In this section, we define the semantics of HQL by (i) extending the of semantics Object-
Oriented Programming (OOP) [86] and (ii) defining the semantics of Session methods

in terms of the semantics of database statements [52].

4.2.1 Concrete Semantics of OOP

Let us first recall from [86] the concrete semantics of object-oriented programming
languages. Object-oriented programming languages consist of a set of classes including
a main class from where execution starts. Each class contains a set of attributes and a
set of methods - called members of the class. Therefore, a program # in OOP is defined
as P = {Cuin, L) where Class denotes the set of classes, ¢, € Class is the main class,

L C Class are the other classes present in .
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A class c € Class is defined as a triplet ¢ = (init, F,M) where init is the constructor,
F is the set of fields, and M is the set of member methods in c.

Let Var, Val and Loc be the set of variables, the domain of values and the set of
memory locations respectively. The set of environments, stores and states are defined

below:

e The set of environments is defined as Env : [Var — Loc]
e The set of stores is defined as Store : [Loc — Val]

e The set of states is defined as X : Env X Store. So, a state p € T is denoted by a

tuple (e, s) where ¢ € Env and s € Store.

4.2.1.1 Trace Semantics

Let ¢ = (init, F,M) and m be init or m € M. Let pc..i+ and pc;, be the entry and exit point
of the m. Furthermore, let —C (Env X Store)X(Env X Store) be a transition relation
and Sy € @(EnvxStore) be a set of methods’ initial states. The trace semantics of m,

W([m] € (p(Env X Store) — @(Env X Store)), is

Wml(So) =1fp%/\X. SOU{pO — 1= = Py = Pus1 | Pus1 € (Env X Store) A
po—>p1—>'--—>pn€X/\Pn—>pn+1}U{Po—>---Pn|po—>--~Pn€X}

Let P = (cyuain, L) be an object-oriented program. Let —C (Env X Store)X(Env X Store)
be a transition relation and Sy € p(EnvXStore) be a set of initial states such that VYp, €
So. po(currentMethod) = Cyain and po(pC) = PCain Where pciin is the entry point of main

method in ¢,;;,. The semantic of P is defined as

SIPI(So) :lquf A X SyU {Po —p1 == Py = Pus1 | prr1 € (Env X Store)A

po—>p1—>--~—>pn€X/\pn—>pn+1}

4.2.1.2 Constructor and Method Semantics

The semantics of constructor and methods are defined in terms of final state abstraction
of their own trace semantics. The class constructor is invoked when an object of that

class is created and initialized, given a store s, the constructor maps its fields to fresh
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locations and then assigns values into those locations. Constructor never returns any

output.

Definition 4.1 (Constructor Semantics) Given a store s. Let {a;,, a,.} C Loc be the free

locations, Val;, C Val be the semantic domain for input values. Let v;, € Val;, and pc.yi be the

input value and the exit point of the constructor. The semantic of the class constructor init,

S[linit] € (Store X Val — @(Env X Store)), is defined by

SLinith(vin,5) ={(en,50) | (0 2 Vi = Gin, e = aye) A (S0 2 8 = in, ape = peesit])}

in a(Winit]({(eo, 50)}))
where the final state abstraction a is defined as

ay(T) ={o € X |3t €T. tis maximal, t(len(t) — 1) = 0 and T is the sets of finite traces)

Definition 4.2 (Method Semantics) Let Val;,, C Val and Val,,; C Val be the semantic

domains for the input values and the output values respectively. Let v, € Valy, be the input
values, a;, and a,. be the fresh memory locations, and pc.;; be the exit point of the method m.
The semantic of a method m, S[m] € (Env X Store X Val;, — @(Store X Env X Valyy), is
defined as

SIml(e, s, 0a) ={(€',5', Vour) | (€ 2 e[Vin = in, pc = @A
(s" = s[ain — Vin, Ape = PCexit]) A Vour € Valout}
inlet S5 = a,(Wlinit]({(¢,5)))
in {(pf(vout, e, se)) | pr = ey, s¢)) € Sf}

Example 19 Consider the example of Figure The class constructor Sample() creates a
new environment consists of field a. The semantics of constructor Sample() and the semantics

of the methods parity() and incr() are defined below:
Sl[Sample()](s,i) = {(eo, s0) | (eo = a — aj,, pc — ap) A (so = slai, — 1,8, — 5])}

Slparity()1(e,s, ) = {(,5', vour) | (5" 2 sle(pc) = 10]) A (vour = if(s(e(a))%2) 21 : 0)}
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1. class Sample {

2. int a;

3 Sample(int i) {
4. a=1i

5. }

6. int parity() {

7 if(a % 2 == 0)
8 return 1;
9. else return 0;
10. }

11. int*incr(intj) {
12. a=a+j;

13. return &a;
14. }

15. }

Figure 4.1: An example class

SLincr()1(e,s, ) = (€5, vuur) | (5" 2 sle(@) — s(e(@)) + j,e(pe) = 14]) A vps = e(a))
Observe that parity() takes no input and returns an integer value as output, whereas incr()
takes an integer value as input and returns an address as output.
4.2.1.3 Object and Class Semantics

Object semantics is defined in terms of interaction history between the program-context
and the object. A direct interaction takes place when the program-context calls any
member-method of the object, whereas an indirect interaction occurs when the program-
context updates any address escaped from the object’s scope. However, both direct or

indirect interaction can cause a change in an interaction state (see definition 4.3).

Definition 4.3 (Interaction States) The set of interaction states is defined by
Y. = Env X Store X Val,,; X p(Loc)

where Env, Store, Valy,, and Loc are the set of application environments, the set of stores, the

set of output values, and the set of addresses respectively.

Definition 4.4 (Initial Interaction States) Let v;, € Val;, be an input to the class construc-

tor init when creating an object. Let s € Store be a store. Then the set of initial interaction
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states is defined by
Iy= {(60, 0, P, 0) | vin € Valy,, s € Store, S[init](vin, s) 2 (€O,So>}

Observe that ¢ denotes no output produced by the constructor and 0 represents the

empty context with no escaped address.

Example 20 (Initial Interaction States) Consider the example of Figure The input to

the constructor is i. Given a store s, the initial interaction states are

Ty = {(eo, 50, ¢,0) | SIsample()1(i,5) > (eo, 50))

= {(e0, 50, ¢, 0) I(eo £ & = i, pc = a,) A (50 = slaw — i,a,c > 5])

Observe that the third element in an initial state is ¢ because constructor does not return any
value as output. Similarly the fourth element is O because no address is escaped from the object’s

scope after execution of sample().

4.2.1.4 Transition Function.

Let Lab = (M X Val;,) U {upd} be a set of labels, where M is the set of class-methods, Val;,
is the set of input values and upd denotes an indirect update operation by the context.
The transition function .7 : £ — (X X Lab) specifies which successor interaction

states 0’ = (¢’,s’,v’,Esc’) € X can follow

1. when an object’s methods m € M with input v;, € Val;, is directly invoked on an

interaction state o = (e, s, v, Esc) (direct interaction), or

2. the context indirectly updates an address escaped from an object’s scope (indirect

interaction).

Definition 4.5 (Direct Interaction .7;) Transition on Direct Interaction is defined below:

Tiir((e,s,0,E5¢)) = {((¢', ', 0/, Esc’), (m,v)) | STml(e,5,0)) 3 (€, 5", V')

A Esc’ =EscU reach(v',s’)}
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where
ifv € Loc
{v} Ul{reach(e'(f),s) | AB. B ={init, F, M}, f €F,
reach(v,s) = s(v) is an instance of B, s(s(v)) = ¢’

else O

Example 21 (Direct interaction .7;) Consider the example of Figure The context can
invoke any one of the two methods of Sample class. Therefore given an interaction state

o ={e,s,v, Esc), the set of successor interaction states are

Tuir((e,5,v,E50)) ={((e, 5, v/, Esc), (parity(),§)) | Sparity ) 1((e,s, $)) 3 (e,5', v}
{(te,s", 0", Escy, (aner (), 1)) 1 STiner )T, s, ) 3 ¢e,s', o)

ANEsc’ =EscU {v’}}

Definition 4.6 (Indirect Interaction .7,,;) Transition on Indirect Interaction is defined be-

low:
Tmi(e,s,v,Esc)) = {((e, s’,v,Esc), upd) | da € Esc. Update(a,s) > s’}

where Update(a,s) = {s’ | dv € Val. s’ = s[a « v]}

Definition 4.7 (Transition function .7°) Let 0 € L be an interaction state. The transition
function F : L. — (X X Lab) is defined as .7 = Ty U Ta, where Tgiy and T,y represent

direct and indirect transitions respectively.

.. . . ¢
Let us denote a transition between interaction states o1 and 0, by 01 — 0, where £ € Lab.

4.2.1.5 Objects Fix-point Semantics

Given a store s € Store, the set of initial interaction states is defined as

Ty = {(eo, 50, b, 0) | STinith(vin, $) 3 (eo, o), Vin € Valin}
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The fix-point trace semantics of obj, according to [31], is defined as

Tlobili(Zo) = p§F (o) = | F'(Zo)

i<w

¢ (o l { -
where (1) = /\T.IU{GO—°>...—i>an—>an+1|ao—0>...—i>ane7'/\

(Ons1,n) € g(an)}

4.2.1.6 Class Semantics

Class is nothing but a description of the set of objects. The semantics of a class c is

defined as

Sc] =y {ﬁl[obj I(Zo) | "obj"is an instance of a class ¢ and 7 is the

set of initial interaction states}

Observe that the semantic definitions of objects and classes aim at verifying invariance

properties of classes.

4.2.2 Concrete Semantics of Session Methods

The semantics of conventional constructors, methods, objects, classes in HQL are de-
fined in the same way as in the case of OOP. The Session methods require an ‘ad-hoc’
treatment. We define its concrete semantics by specifying how the methods are exe-
cuted on (¢, s, ps) where e € Env is an environment, s € Store is a store and p; € €; is
a database environment (defined in chapter , resulting into new state (¢’,s’, ps). The
semantic definitions are expressed in terms of the semantics of database statements
SELECT, INSERT, UPDATE, DELETE defined in chapter

We use the following functions in the subsequent part: map(v) maps v to the under-
lying database object; var(exp) returns the variables appearing in exp; attr(t) returns the

attributes associated with table t; dom(f) returns the domain of f.

The semantics function is defined as:

S[(C, ¢, 0p)1I(e, 8, pa)

74



4.2 Concrete Semantics of HQL

S[[(C/ (p/ op)]](elsl Pt’) if Htll ceey tn € dom(Pd) :C= {Cll v lcn}

ANVie[l...n]. ti=map(c)) ANt =t Xty X -+ Xt

0 otherwise.

4.2.2.1 Semantics of Session Method SAVE().

Let obj be an instance of a class c. Consider the Session method ({c}, ¢», SAVE(obj)). The

semantics is defined as follows:

S[i{{c}, ¢, SAVE(ob3))]]

=S[({c}, false, SAVE(ob}))]
=A(e, s, pr)- let ¢ = (init, F,M) such that map(F) = attr(t) = 4, and let
s(e(obj)) = ¢ such that s(¢/(F)) = val, in
{<e,s,pr) | pr € SI(INSERT(d, val), false)](p:)}.

Note that our semantic definition presents a state transition from p; to p; on insertion of
new object into the database table t. Observe that this definition does not capture the

existence of any underlying database constraints.

4.2.2.2 Semantics of Session Method UPD().

Consider the Session method {{c}, ¢, UPD(7, exp)).

Let PE[X] (which stands for partial evaluation) be an auxiliary function which con-

verts variables in X into the corresponding database objects. This is defined by
PE[XTl(e, s, F) = X’

map(v;) ifv; €F
where X’ = X[x;/v;] for all v; € var(X) and x; =

Efvill(e,s) otherwise
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The semantics is defined belowl}

S[[({c}, ¢, UPD(T, exp))]]

=A(e, s, py)- let ¢ = (init, F,M) such that map(F) = attr(t) and map(0) = @ C attr(t)
where 7 C F, and let ¢4 = PE[(p]l(e, s, F) and exp,; = PE[expll(e, s, F) in

{<e,s, pv) | pr € SI{UPDATE(E, expa), )l (p1)}-

4.2.2.3 Semantics of Session Method DEL().

Consider the Session method ({c}, ¢, DEL()). The semantics is defined below:

S[i<{c}, ¢, DEL(M]

=A(e, s, pr)- let ¢ = (init, F,M) such that map(F) = attr(t) = @ and let ¢; = PE[$]l(e, s, F)
in {¢e, s, pr) | pr € SI({DELETE(@), pa)1(p)

4.2.2.4 Semantics of Session Method SEL().

The semantics of Session method
(€, ¢, SEL(vs, f(exp’), r(h(®)), ¢/, g(exp))) is defined as:

SI(C, ¢, SEL(flexp), (D), ¢', gleip))]
=A(e,s, py). let C = {{init; F,M) |i=1,...,n}, and F = U F;, and

(ex;?"i, Xa, O expa, Pa) = PE[[(ex_io’, X, ¢, exp, ¢)ll(e,s, F), and let
pr = SI(SELECT(v,, flexpy), r(1(¥)), @} g(expa)), da)l(p) and
(€,s) = |_| S[[object () ]I(s, val(l;)) in {(e’,s’,pﬁ}.

VliEt'

Observe that val(l;) converts each tuple/; € ' into input values, and S[[0bject () ](s, val(l;))

invokes the object constructor Object () which creates an object by initializing the fields

!Observe that, for the sake of simplicity, we do not consider here the method REFRESH() which
synchronize the in-memory objects state with that of the underlying database.
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with val(/;). This is done for all tuples [; € t, resulting into new (¢’,s’). As we already
mentioned in the case of concrete semantics of SQL, in this semantics definition also the

state of the tables other than p; remained unchanged and this is clear from the context.

4.2.2.5 Fix-point Semantics of Session Objects

Let Env and Store be the set of HQL environments and stores respectively. Let €; be the
set of database environments. The set of interaction states of Session objects is defined

below:

Definition 4.8 (Interaction States of Session Objects) The set of interaction states of Session
objects is defined by
Y. = Env X Store X €; X p(Loc)

Therefore, an interaction state of a Session object is a triplet {e,s, ps, Esc), where e € Env,

s € Store, ps € €;and Esc € p(Loc).

Because of nondeterministic executions, the transition function is defined as .7 :
Mses X L — 9(X) specifying which successor interaction states ¢’ = (¢’,s’, ps,Esc’) € L
can follow when a Session method m,.s = (C, ¢, op) € M, is invoked on an interaction

state 0 = (e, s, pa, Esc). That s,
T Imesl(e, s, pa, Esc)) = {(¢',5, par, Esc’) | STmasl(e,5, pad) 3 (€5, par) A Mhces € M)

We denote a transition by ¢ =% ¢’ when application of a Session method 7, on

interaction state o results into a new state o”.

Let 7 be the set of initial interaction states. The semantics of Session object obj, is

defined as
TTobiw](Lo) = 1p§F (Zo) = | | F'(Z0)
where F(I)= AT.ITU{og ™ ... 25 0, ™ 0,1 |00 > ... 250, € T

my
AO, — Op41 € f}
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4.2.2.6 Session Class Semantics

The semantics of the Session class ¢, is defined as

Sllcses]] = U {9[[objses]](fo) | "objss" is an instance of a Session class css and 1 is the

set of initial interaction states}

4.2.3 Illustration using an Example

Consider the HQL program HProg depicted in Figure 4.2|and the initial database table
t; depicted in Table The fields id, age, dno, sal of POJO class emp correspond
to the attributes tid, tage, tdno, tsal of table t; respectively. The Session methods of
the class Service allows manipulating the employee’s information such as inserting a
new record in the database table, updating the values of the attributes tage and tsal,

removing existing record from the database table and to make simple queries to that
database

Now we will describe our semantic formalism on the Session methods at various

program points of HProg.

The formal syntax of SAVE() at program point 12 is defined as <{ emp}, false, SAVE(obj )>.
Given the table environment p;, in Figure the semantics is defined as below:

|[<{emp},false, SAVE(obj)>]]

=A(e, s, py,). let emp = (emp (), F, M) such that F = (id, age, dno, sal) and
map(F) = attr(t) = (tid, tage, tdno, tsal) and let
s(e(obj)) = ¢’ such that s(¢’({id, age, dno, sal))) = (4,32,1,1000), in
{<e,s, p) | pr, € SI{INSERT(tid, tage, tdno, tsal), (4,32,1,1000)), false)(p:,)}.

where p;, is depicted in Table

The formal syntax of the UPD() to the statements 13-15 is <{c}, P, UPD(T, efp)>, where

2Observe at program points 13, 14-16, 17-18 that the basic differences between HQL and SQL.
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class emp {

private int id;

private int age;

private int dno;

private int sal;

emp(){}

emp (int x) { this.id=x; }

public int getId() { return id;}

public void setId(intid) { this.id =id;}

public int getage () {return age;}

public void setage (int age) { this.age = age;}

public int getdno() { return dno;}

public void setdno (int dno) { this.dno = dno;}

public int getsalary() { return sal;}

public void setsalary (int salary) { this.sal = salary;} |}
(a) Class emp

NG W

10.
11.
12.
13.

14.
15.

16.

17.

18.

19.
20.
21.
22,

public class Service{
public static void main (String[] args) {
Configuration cfg=new Configuration();
cfg.configure("hibernate.cfg.xml");
SessionFactory sf=cfg.buildSessionFactory();
Session ses=sf.openSession();
Transaction tr=ses.beginTransaction();
% Creating emp object and stores into database %
emp obj=new emp( 4 );
obj.setage(32);
obj.setdno(1);
obj.setsalary(1000);
ses.save( obj );
% Updating persistent emp objects %
Query g = ses.createQuery ("UPDATE emp SET emp.age= emp.age+1,
emp.sal= emp.sal + :incx2 WHERE emp.sal > 1600");
gi.setParameter("inc",100);
int r1 = g1.executeUpdate();
% Selecting from persistent emp objects %
Query g, = session.createQuery ("SELECT emp.dno, MAX(emp.sal),
AVG(DISTINCT emp.age) FROM emp
WHERE emp.sal > 1000 GROUP BY emp.dno HAVING
MAX(emp.sal) < 4000 ORDER BY emp.dno");
List o = go.list();
% Deleting persistent emp objects %
Query g3 = ses.createQuery ("DELETE FROM emp WHERE
emp.age > 50");
int r3 = g3.executeUpdate();
tr.commit();
ses.close();

)}

(b) Class Service

Figure 4.2: A HQL Program HProg
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tid | tage | tdno | tsal tid | tage | tdno | tsal
1 13 |3 1600
1 35 3 1600
2 19 2 900
2 19 2 900
3 50 3 2550
3 50 3 2550
— 4 32 1 1000
(a) Initial Table t; g
(b) Table t,: After executing
statement 12
tid | tage | tdno | tsal tid | tage | tdno | tsal
1 35 3 1600 1 35 3 1600
2 19 2 900 2 19 2 900
3 51 3 2750 3 51 3 2750
4 32 1 1000 4 32 1 1000
(c) Table t3: After executing (d) Table t4: After executing
statements 13-15 statement 16-17 (no change in
database)

tid | tage | tdno | tsal

3% 13 1600 tdno | MAX(tsal) | AVG(tage)

1 1000 32

Y 12 200 3 2750 43

32 1 1OQO (f) Table t4: Result of Selection at
(e) Table ts: After executing 16-17

statements 18-19

=N —

Figure 4.3: Snapshot of database states after executing various Session methods

e {c}= {emp},
e = "emp.sal > 1600”,
e UPD(T, efp)zUPD((age, sal), {age + 1,sal+ : inc X 2))

Given the table environment p;, in Figure the semantics is defined as:

S[[({emp}, (emp.sal > 1600), UPD((age, sal), (age + 1,sal+ : inc X 2>)>]]

=A(e, s, p1,). let emp = {emp(), F,M) such that F = (id, age, dno, sal) and
map(F) = attr(t) = (tid, tage, tdno, tsal) and
map(0) = map({age, sal)) = (tage, tsal)y C attr(t), and let
(tsal > 1600) = PE[[(emp.sal > 1600)]l(e, s, F) and
(tage + 1, tsal + 100 x 2) = PE[{age + 1,sal+ : inc X 2)]I(e, s, F) in
{(e, S, Prs) | Py € S[[(UPDATE((tage, tsal),(tage + 1, tsal + 100 X 2)), (tsal > 1600)>]](pt2)}.

80



4.2 Concrete Semantics of HQL

where py, is depicted in Table

The formal syntax of the DEL() at program point 18-19 is defined as <{emp}, o, DEL()>,

where ¢ = “emp.age > 50"
Given the table environment p;, in Figure the semantics is defined as below:

S[[<{emp}, (emp.age > 50), DEL()>]]

=A(e, s, py,). let emp = (emp(), F, M) such that F = (id, age, dno, sal) and
map(F) = attr(t) = (tid, tage, tdno, tsal) and let
(tage > 50) = PE[[(emp.age > 50)]I(e, s, F) in
{(e, S, P10 | prs € S[[<DELETE((tid, tage, tdno, tsal), (tage > 50)))]](pt4)}.

where py, is depicted in Table

The formal syntax of the SEL() to the statements 16-17 is:

(C, ¢, SEL(,, flex), r(h(®), @', §(exp))) where

o C={c}= {emp},

e ¢= “emp.sal > 1000”7,

e eixp = (emp.dno),

e ¢(exp) = GROUP BY({emp.dno)),

e (@'="MAX(emp.sal)<4000”,

e x= (emp.dno, emp.sal, emp.age),

e /1= (DISTINCT, MAXoALL, AVGODISTINCT),

. r(ﬁ(f))z DISTINCT(DISTINCT(emp.dno), MAXoALL (emp.sal), AVGoDISTINCT(emp.age)),
° ex%’z(emp.dno),
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e f(exp’)=ORDER BY ASC({emp.dno))
¢ v, = ResultSet type with fields @ =< wy, w, ... w, >

Given the table environment p;, in Figure the semantics is defined as:

SI{temp}, ¢, SEL(vs, f(exp’), r(h(@), ¢, (exp)))]

=A(e, s, p,)- let emp = {emp(), F, M) such that

F = (id,age, dno, sal) and let

(ex%é, X3, Oy, exXpa, Pa) = PE[(exp’, X, ¢, exp, d)(e, s, F) where
¢gq = “tsal > 1000”
expy = (tdno)
¢, = “MAX(tsal) < 4000”
xy = (tdno, tsal, tage)
ex?azi = (tdno)

and S[[<SELECT(7J”, f (ex?ol’j), (%)), ¢l glexpa)), C]5d>]](pt3) = pr, (See Figure [£.3[(0))

in{(e,s', pi) | (¢/,5') = |_| S[object O 1(s, val(1)}.

lietsel

4.3 Abstract Semantics of HQL

As it is usual, in the Abstract Interpretation framework, once the concrete semantics is
formulated, it can be lifted to an abstract semantics by simply making correspondence
of concrete objects (variables values, object instances, stores, states, traces, etc.) into
abstract ones representing partial information on them. Here we extend the semantics
abstraction of OOP to the case of HQL in the same line as proposed in [86]. This will
allow us to capture reachable database state semantics, and hence database invariant
in an abstract domain of interest.

The semantics of amethod can be abstracted to set of interaction states by considering

their reachability on all possible execution of the method.

Definition 4.9 (Collecting Session Method Semantics) Let m be a method and X € p(X)

be a set of interaction states. Then the collecting Session method semantics of Mg, M[[m1,5]] €
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(P(X) = 9(X)) is defined as

M (X) = (€, 5", par, EsC) | {e,5, pa, Esc) € X, Uiy € Valiy, SImusl(e,s, pa)) 3 (€5, par))

Reachable States Session Object Semantics. Let v;, € Val;, and s € Store. Let objgs
is an object instance of Session class css = (init, F,Mss). The reachable states fixpoint
semantics of objgs, defined as a function Z;[Jobj,.]] € (Val;, X Store — @(X)), is as

follows:
Fobjesl(©n , 5) = UipsAK. (To U | ] MImd(%)

Mses€Mses

Now, Z[[objs]l is a sound approximation of its concrete semantics. That is,
aZ(g[[Objses]](vin s S)) - gr[[Objses]](vin ’ S) where

ag(T)={oc € Z | dr € T. Ji. 7(i) = 0 and T is the sets of finite traces}

Reachable States Session Class Semantics. The reachable states semantics S,[[c.s]] €

©(X) of Session class ¢y is defined as:
Sillcses]l = U{;%[[objses]](vin , S) | objss is an instance of ¢y, v;, € Val,, , s € Store}

Observe that S,[[c] is a sound approximation of the Session class concrete semantics,

i.e. ax(Slcsesll) € Sillcses]l. It can be expressed in fixpoint form as

Silcwsll = Up§AK. (ZTinit] U | ] Mlme](5))
Mses EMses
where I [[init]] = 7y € p(X) are the states reached after an invocation of the class con-

structor.

State-based Session Class Invariant. The equations that characterize a Session class
invariant can be derived directly from the above defined fixpoint formulation of the

Session class reachable states. That is,

K = ITinit] U U M{[[11565 ] (5C)

Mses €Mses
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In its turn, such an equation can be rewritten as the following system of recursive

equations, where 7 is the number of method calls of Session class cs.

K=%u | ] x,

1<isn
%, = I[init],
7(1' = M[[mses,']](v(i—l)/ 1

N
N
S

A solution of the above system of equations is a tuple of sets of states (K, Ko, K ... K.,)

where

e K are the states reached after the execution of a class constructor and at the entry

and exit point of any method in the Session class;
e K, are the states reached after the execution of the Session class constructor;
e XK are the states reached after the execution of the Session method ..

Let(D, C, L, T, U, M) be an abstract domain approximating sets of interaction states,

establishing the following Galois connection:

(9(X), S, 0, %, N, Uy (D, C, L, T, L, (4.1)
Y

Let us consider the abstract counterpart of the constructor semantics so that the initial

states are approximated by a function T[init] € D such that
IMinit]] € y(I[init])

The collecting Session method semantics is approximated by an abstract semantic
function M[[msesi]] € (D —» D). In fact, M[[msesi]] is a sound approximation of the

collecting semantics of m,,,. That is,
VX € p(Z). M5, 1(X) S y(M[[11505, 1 ((X))) (4.2)

Given f[[init]] e D and M[[msesi]] € (E — E), the tuple (%, ?0, %1 .. .%@ € ﬁﬁz isa
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solution of the following recursive equations system:

Ki = M[mes, 1(5i-1), 1<i<n

Observe that S,[ces ]| € ¥(K), T[init] € y(Ko) and M1 [(S,[cses]l) € 1(5).

Therefore, for the verification of database invariant property, one has to choose ap-

propriate abstract domains such as the domains of Intervals, Octagons, Polyhedra, etc.

4.4 Conclusions

In this chapter, we define concrete and abstract semantics of HQL in terms of the
semantics of Session methods, objects and Session class. We show that the state
invariant property of Session class in a suitable abstract domain verifies the database

consistency w.r.t. a given set of integrity constraints.
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CHAPTER D

Semantic-based Dependency

Computation of Database Applications

O
Preface

Syntax-based dependency computation often fails to generate an optimal set of depen-
dencies, which increases the susceptibility of false alarms in many software engineering
activities. This demands the need of semantics-based dependency computation taking
into account variables values rather than their syntactic structures. This chapter is
dedicated for this purpose. In particular, considering the previously defined abstract
semantics of database applications as the underlying basis, we instantiate semantics-
based dependency computation in various relational and non-relational abstract do-
mains tunable with respect to the precision and efficiency. We develop a prototype
semDDA, a semantics-based Database Dependency Analyzer, and we present experi-
mental evaluation results in various abstract domains to establish the effectiveness of
our approach. We show an improvement of the precision on an average of 6% in the
interval, 11% in the octagon, 21% in the polyhedra and 7% in the powerset of intervals
abstract domains, as compared to their syntax-based counterpart, for the chosen set of
Java Server Page (JSP)-based open-source database-driven web applications as part of
the GotoCode project.
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5.1 Introduction

Syntax-based construction of Dependency Graph depends on the computations of (i)
data-dependency among variables and statements based on the syntactic variables
presence in the statements and (i7) control-dependency based on the syntactic structure
of programs [100]. Interestingly, authors in [105], [63], [89] noticed that syntax-based
approach often fail to compute optimal set of dependencies, particularly when syntactic
presence of variables is not enough to represent relevancy. For instance, consider an
expression “e = x+2Xw mod 2” where e is syntactically dependent on w but semantically
there is no such dependency as the evaluation of the expression “2 X w mod 2" is
always zero. Therefore, computation of such false dependencies focusing variables
value motivate researchers to refine syntax-based dependency graph into more refined

semantics-based dependency graph.

As we already stated in chapter 1 that the impact of precision of dependency infor-
mation may influences various applications like database code slicing, database leakage
analysis, data provenance, materialization view creation, etc. [23,53,55]. Let us again

highlight this using the following two database statements Q; and Q;:

Qs : UPDATE emp SET age :=age+ 1 WHERE age > 35 AND sal < 2000

Q> : SELECT MAX(sal), AVG(age) FROM emp WHERE age < 30

Observe that Q, is syntactically DD-Dependent on Q; for ‘age’ as it is a defined-variable
in Q; and a used-variable in Q,. However, if we focus on the values of ‘age’ in the
database, the part of age-values defined by Q; is not overlapping with the age-values
subsequently used by Q,. Therefore, there exist no semantics-based dependency be-
tween Q; and Q.

Although [121]] defines DD-dependency in terms of defined- and used-values of
databases, but their definition on PD-dependency rely on syntactic presence of vari-
ables and attributes in the statements. They refer Action-Condition rules to compute
overlapping of database-parts, however this fails to capture semantic independencies
when the application contains more than one defining database statements (in sequence)
for an attribute x which is subsequently used by another statement. The main reason

behind this is the flow-insensitivity of the Condition-Action rules, resulting into a set
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of false dependencies. Since then no significant contribution is found in this research
direction.

In this chapter, we put forward the notion of semantics-based dependency computa-
tion of database applications as a way to refine DOPDG by removing false dependencies.

To summarize, our contributions in this chapter are:

e Adapting the abstract semantics to define computable abstract semantics towards
independency computation of database applications, even in an undecidable sce-

nario when the input database instance is unknown.

e Design of an algorithm to compute semantics-based independencies among database

statements based on the abstract semantics.

o A detailed analytical study on precision vs. efficiency when computing depen-
dency in various well-suited non-relational and relational abstract domains, e.g.

Interval, Octagon, Polyhedra, Powerset domain.

e Development of a prototype semDDA, semantics-based Database Dependency
Analyzer, integrated with various abstract domains which enables users to per-

form precise dependency computation in various abstract domains of interest.

e Experimental evaluation on a set of open-source database-driven JSP web appli-
cations as part of the GotoCode project [1] using our semDDA too Experiments
demonstrate the results in different abstract domains with a detailed compari-
son on precision and efficiency. This clearly shows that our technique improves

precision w.r.t. the proposal by Willmor et al. [121]].

5.2 Related Works

Ferrante et al. [45] first introduced the notion of Program Dependency Graph (PDG)

aiming program optimization. Since then, PDG is playing crucial roles in a wide range

! Available at: https://github.com/angshumanjana/SemDDA.
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of software-engineering activities, e.g. program slicing [116]], code-reuse [72], language-
based information flow security analysis [55,5979]], code-understanding [102]. Over the
time, various forms of dependency graphs for various programming languages are pro-
posed in order to address several language-specific problems. In [124], Zhao proposed
a static dependency analysis algorithm for concurrent Java programs based on Multi-
thread Dependency Graph (MDG). An MDG consists of a collection of TDGs (Thread
Dependency Graphs) each of which represents a single thread. Cheng [24] proposed a
PDG for parallel and distributed programs. In [49], the authors introduced the notion of
Concurrency Program Dependency Graph (CPDG) to represent concurrent programs
written using Unix primitives. It represents various aspects of concurrent programs in a
hierarchical fashion. Horwitz et al. [64] introduced System Dependency Graph (SDG) in
case of inter-procedural programs. Class Dependency Graph (CIDG) is introduced for
Object Oriented Programming (OOP) languages in [83]]. Willmor et.al. [121] introduced
a variant of program dependency graph, known as Database-Oriented Program De-
pendency Graph (DOPDG), by considering two additional types of data dependencies:
Program-Database and Database-Database dependencies. The authors observed that,
although the generation of used and defined sets of variables is straightforward, but the
identification of overlap of database parts by different statements is more challenging.
To this aim, they refer to the Condition-Action rules introduced by Baralis and Widom
in [10]. The propagation algorithm based on Condition-Action rules predicts how the
action of one rule can affect the condition of another. In other words, the analysis checks
whether the condition sees any data inserted or deleted or modified due to the action.

Mastroeni and Zanardini [89] first introduced the notion of semantic data indepen-
dencies following the Abstract Interpretation framework at expression-level. This leads
to generate more precise semantics-based PDGs by removing false data dependencies
w.r.t. the traditional syntactic PDGs. [2] applied predicate transformer (weakest pre-
condition) to apply on dependency tree among a series of attribute-defining statements,
whereas [53] formalized the semantics for dependency refinement in a simple setting
following the Abstract Interpretation as an initial attempt.

The authors in [92] and [84] addressed a closely related problem, known as query
containment problem, which checks whether, for every database, the result of one
query is a subset of the result of another query. For instance, a query Q; is contained

in a query Q; if and only if the result of applying Q; to any database D is contained
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in the result of applying Q, to the same database D. Formally, a query Q; is said to
be contained in a query Q,, denoted Q; C Q, &= VD Qi(D) € Qx(D) and Q; = Q»
& Q1 C Oy A Qr T Q1, where Q(D) represents the result of query Q on database D.
The computational complexity of conjunctive query containment is NP-complete [92].
Query containment is useful for the various purposes of query optimization, detecting
independency of queries from database updates, rewriting queries using views, etc. As
dependency computations of database applications consider DML commands (INSERT,
UPDATE, DELETE), the solutions proposed in [84,92] for only conjunctive queries is, there-
fore, unable to provide a complete solution in our case which involves both write-write

and write-read operations.

The authors in [26] addressed an undecidable problem which aims to identify all pos-
sible values that may occur as results of string expressions. Few interesting applications
of the solution, among many others, include static analysis of validity of dynamically
generated XML documents in the JWIG extension of Java, static syntax checking of
dynamically generated queries in database programs. The authors proposed a static
analysis technique for extracting context-free grammar from a given program and ap-
plied a variant of the Mohri-Nederhof approximation algorithm to approximate the
possible values of string expressions in Java programs. A static analysis framework is
proposed in [37] to automatically identify possible SQL injection attacks, SQL query
performance optimization and data integrity violations in database programs. For this
purpose, the framework adapts data and control flow analysis of traditional optimizing
compilers techniques by leveraging understanding of data access APIs. [119] proposed
a sound static analysis technique for verifying the correctness of dynamically generated
SQL query strings in database applications. The technique is based on a combination of
automata-theoretic techniques and a variant of the context-free language reachability
algorithm. A new framework [80] is proposed for context-sensitive program analysis.
The concept of deductive database technology is used here to create a higher abstraction
for this cloning-based approach to context sensitivity. The framework allows users to
express whole-program analysis succinctly with a small number of Datalog rules that
operate on a cloned call graph. In [90], the authors proposed the constraint cover-
age criteria and the column coverage criteria for testing the specification of integrity
constraints in a relational database schema. They expressed integrity constraints as

predicates with constraint coverage, whereas they generated test requirements with

91



Semantic-based Dependency Computation of Database Applications

0. public class saleOffer {
1. public static void main(String[] args) throws SQLException {

2. floatx =0.1;

3. floaty = 0.05;

4. try { Statement con = DriverManager.getConnection("jdbc mysql: ...", "scott", "tiger").createStatementy();
/ * 5% discount offer based on the purchase amount. * |

5. con

.executeQuery("UPDATE Sales SET purchase_amt = purchase_amt — y + purchase_amt WHERE purchase_amt BETWEEN 1000 AND 3000 " );
/ + 10% discount offer based on the purchase amount. * |

6. con.executeQuery("UPDATE Sales SET purchase_amt = purchase_amt — x * purchase_amt WHERE purchase_amt > 3000 ");
/ = Free delivery offer. =/
7. con.executeQuery("UPDATE Sales SET purchase_amt = purchase_amt — delivery_charge ");

11. ResultSet rs=con.executeQuery("SELECT cust_name, purchase_amt FROM Sales WHERE purchase_amt > 200 ");

/ = Points increment based on the purchase amount and wallet balance. » /
15. con
.executeUpdate("UPDATE Sales SET point = point + 2 WHERE (purchase_amt + wallet_bal) > 5000 AND (purchase_amt + wallet_bal) < 10000 ")

’

16. con.executeUpdate("UPDATE Sales SET point = point + 4 WHERE (purchase_amt + wallet_bal) > 10000 "); } catch
(Exception e) { .. } }}

Figure 5.1: Database Code Snippet Prog

the column coverage for checking integrity constraints.

5.3 A Running Example

Consider the database code snippet Prog depicted in Figure[5.1} The code implements a
module which provides a set of offers on various purchases made on an online shopping
system.

The main method of the class saleOffer updates the purchase amount (stored in the
attribute purchase_amt) depending on various discount offers. For instance, a customer
will get 5% discount if the purchase amount is between 1000 USD and 3000 USD.
Similarly, a 10% of discount is offered on the purchase amount more than 3000 USD. A
special offer on waiving delivery charges is also given for all customers (program point
7). Finally, the module increments the points accumulated by its customers depending
on both the purchase amount and the wallet balance at program points 15 and 16.

Observing the code carefully, we can identify a number of dependencies among the

statements in Prog. Some of them, although exist syntactically, may not be valid depen-
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dencies when we consider semantics of the program. For example, although statement
6 is syntactically DD-dependent on statement 5, but they are semantically independent
as the values of the attribute purchase_amt defined by statement 5 can never be used
by statement 6. In the subsequent sections, we pursue various existing approaches to
refine dependency information, and finally we propose an abstract interpretation-based
approach to approximate defined and used database parts by database statements (at
various levels of abstractions) and hence to compute semantics-based dependencies
among them based on the overlapping. We show, in section how the proposed

approach effectively identifies false DD-dependencies in Prog.

5.4 Revisiting Syntax-based Dependency Computationin
Database Applications

This section briefly discusses the evolution of syntax-based Database-Oriented Pro-
gram Dependency Graph (DOPDG) construction and its limitations w.r.t. the literature.
Throughout this paper we shall use the terms “Program” and “Database Program” syn-
onymously. Similarly, we shall use the term “Statement” which synonymously refers

to either “imperative statement” or “database statement” depending on the context.

5.4.1 Pure Syntax-based DOPDGs

The construction of pure syntax-based Database-Oriented Program Dependency Graph
(DOPDQG) is straightforward. It is an extension of traditional Program Dependency
Graphs (PDGs) [100] to the case of database programs, considering the following
three kinds of data-dependencies: (1) Program-Program dependency (PP-dependency)
which represents a dependency between two imperative statements, (2) Program-
Database dependency (PD-dependency) which represents a dependency between a
SQL statement and an imperative statement, and (3) Database-Database dependency
(DD-dependency) which represents a dependency between two SQL statements. This
is to observe that syntax-based PP-dependencies and control dependencies in DOPDGs

are the same as syntax-based data-dependencies and control-dependencies in PDGs
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respectivelyﬂ Let us define them below:

Definition 5.1 (Program-Program (PP) dependency [100]) An imperative statement I, is
PP-dependent on another imperative statement 1, if there exists an application variable x such
that: (i) x is defined by I, (ii) x is used by I, and (iii) there is a x-definition free path from I, to
L.

Definition 5.2 (Program-Database (PD) dependency [121]) A database statement Q is
PD-dependent on an imperative statement I if there exists an application variable x such that:
(i) x is defined by 1, (ii) x is used as an input to Q, and (iii) there is a x-definition free path from
I to Q. Similarly, an imperative statement 1 is PD-dependency on a database statement Q if
there exists an application variable x such that: (i) the execution of Q sets x to be equal to one
of the output of Q, (i1) x is used by I, and (iii) there is a x-definition free path from Q to I.

Definition 5.3 (Database-Database (DD) dependency) A database statement Q, is DD-
dependent on another database statement Qy for an attribute a (denoted Qi — Q) if the
following conditions hold: (i) a is defined by Q, (ii) a is used by Q,, and (iii) there is no rollback

operation in between them, which undoes the effect of Q1 on a.

The syntax-based dependency computation depends on the syntactic presence of one
variable in the definition of another variable or on the control structure of the program.
Let C, V, and V; be the sets of statements, application-variables and database-attributes
in database programs. Let V =V, U V,; where V, N V; = 0. The construction of syntax-
based DOPDG can be formalized based on the two following functions:

USE: C — p(V) (5.1)
DEF: C — (V) (5.2)

which extract the set of variables (either application-variables or database-attributes)
used and defined in a statement ¢ € C.
The following example illustrates the construction of pure syntax-based DOPDG

using the above functions.

2In the rest of the paper, we represent DD-, PD-, control-dependencies by blue dashed-line, red
dotted-line and black line respectively.
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Figure 5.2: Pure Syntax-based DOPDG (% denotes attribute purchase_amt) of Prog

Example 22 Consider our running example Prog depicted in Figures The control depen-
dencies 1—2, 1—3, 1—4, etc. are computed in similar way as in the case of traditional PDG.

The used and defined variables at each program point of Prog are computed as follows:

DEF(2) ={x} DEF(3) = {y}

DEF(4) ={purchase_amt, delivery_charge, cust_name,
wallet_bal, point}

DEF(5) ={purchase_amt}  USE(5) = {purchase_amt, y}

DEF(6) ={purchase_amt}  USE(6) = {purchase_amt, x}

DEF(7) ={purchase_amt}

USE(7) ={purchase_amt, delivery_charge}
USE(11)={purchase_amt, cust_name}
DEF(15)={point}

USE(15)={purchase_amt, wallet_bal, point}
DEF(16)={point}

USE(16)={purchase_amt, wallet_bal, point}

Observe that statement 4 defines all database attributes as it connects to the database,
resulting DEF(4) to contain all attributes. From the above information, the following data

dependencies are identified:

e DD-dependencies for purchase_amt: 4 -5, 4-36, 4->7, 4-3>11,
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4-»15, 4-5>16, 5-»6, 5-»7, 5-»11, 5-»15, 5 -3 16,
6-»7,6-»1, 6-+15, 6 -»16, 7-»11, 7-315, 7 -» 16,

o DD-dependencies for other attributes: 4 -» 7 , 4 -» 11, 4 -5 15, 4 -3 16,
15 -3 16

e PD-dependencies for xand y: 2 ~» 6 , 3 > 5

The syntax-based DOPDG of Prog is depicted in Figure

Limitations.

Syntax-based dependency computation often introduces false dependencies, leading
to an imprecise analysis. For instance, in Example although the statement 6 is
syntactically DD-dependent on statement 5, however one can observe that the values
of the attribute purchase_amt defined by statement 5 can never be used by statement 6.
This is also true for 15 -+ 16 . Similarly observe that the redefinition of all values of
purchase_amt at program point 7 makes the statements 11, 15 and 16 data-independent

on statements 4, 5 and 6 for purchase_amt, which is not captured here.

5.4.2 An Improved Syntax-driven Construction of DOPDGs

The authors in [2] proposed an improvement over the syntax-driven DOPDG construc-
tion algorithm by tagging variables with labels which indicate whether a variable is
fully-defined or partially-defined. This enables us to (partially) identify a number of false
dependencies.

The modified definitions of USE and DEF functions are as follows:

USE: C — o(V x L) (5.3)
DEF: C — o(V x L) (5.4)

where IL = {., Q} is a set of labels. The label @ associated with an attribute a indicates
that a is fully-defined — which means all values of a in the database are defined by the

database statement. On other hand, the label @ associated with a indicates that a is
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partially-defined — which means only a subset of the values of a in the database are
defined. Observe that these fully- and partially-defined distinctions are also applicable
to program variables representing collections, such as arrays, lists, etc. For ordinary
variable holding single value, the label is by default @ (i.e., fully-defined). Let us illustrate

this on our running example.

Example 23 Applying equations[5.3|and[5.4\on all statements in Prog of the running example,

we get the following information:

DEF(2) ={(x, @)} DEF(3) = {(y, @)}
DEF(4) ={(purchase_amt,®), (cust_name, ®), (point, ®),
(wallet_bal, @), (delivery_charge, @)}

DEF(5) ={(purchase_amt, @)}

USE(5) ={(purchase_amt, ), (y, ®)}

DEF(6) ={(purchase_amt, )}

USE(6) ={(purchase_amt, =), (x, ®)}

DEF(7) ={(purchase_amt, @)}

USE(7) ={(purchase_amt,®), (delivery_charge, @)}
USE(11)={(purchase_amt, @), (cust_name, @)}
DEF(15)={(point, @)}

USE(15)={(purchase_amt, @), (wallet_bal, @), (point, @)}
DEF(16)={(point, @)}

USE(16)={(purchase_amt, @), (wallet_bal, @), (point, @)}

{
{

The above information results in the following refined set of data dependencies:

e DD-dependencies for purchase_amt: 4 -»5, 4 -»6 ,4-+7,5-+6,5-7,

6-»>7,7-»11,7-515, 7-316,

e DD-dependencies for other attributes: 4 -7 , 4 -+ 11, 4 -5 15, 4 -3 16,
15 -3 16

e PD-dependencies for xand y: 2 ~» 6 , 3 —>» 5

97



Semantic-based Dependency Computation of Database Applications

The label @ associated with purchase_amt in DEF(7) indicates that all values of pur-
chase_amt are defined at program point 7. This means that all definitions of purchase_amt
before 7 does not reach any of its use after 7, identifying false DD-dependencies 4 -+ 11 ,

5-»11, 6-»11, 4-515, 5-5>15, 6-15, 4-516, 5 -3 16 and
6 -+ 16 forpurchase_amt. Observe that the DD-dependency 4 -+ 11 exists for cust_name
and dependencies 4 -+ 15, 4 -+ 16 exist for both wallet_bal and point. The improved
syntax-based DOPDG of Prog is depicted in Figures

n
TN

= 1
N == 1 .

g 7’

o No Ok, delivery_charge , Sl , '_A: Al
AR RO e - S

Figure 5.3: Improved Syntax-based DOPDG of Prog (% denotes attribute purchase_amt)

Limitations.

This improved DOPDG construction approach also fails to compute optimal depen-
dency results, because of its syntactic bound. For example, the false DD-dependencies

5 -3 6 for purchase_amt and 15 -+ 16 for point still remain unidentified.

5.4.3 DOPDG Construction on Condition-Action Rules

Although Willmor etal. [121] defined PD-dependency (Definition in terms of syntax,
however interestingly they defined DD-dependency in terms of defined and used values
(see Definition [5.4). This leads to an improvement in the precision of DD-dependency
computation. However, the preciseness depends on how precisely one can identify the

overlapping of database-parts by various database operations.

Definition 5.4 (Database-Database (DD) dependency [121]) Let Q.SEL, Q.INS, Q.UPD
and Q.DEL denote the parts of database state which are selected, inserted, updated, and deleted
respectively by Q. A database statement Q; is DD-dependent on another database statement
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Q> iff (i) the database-part defined by Q, overlaps the database-part used by Qy, i.e. Q1.SEL N
(Q2.INS U Q,.UPD U Q,.DEL) # 0, and (i) there is no roll-back operation in the execution
path p between Q, and Q; (exclusive) which reverses back the effect of Q..

As a solution to compute this overlapping, Willmor et al. refer to the propagation
algorithm in [35] designed for the static analysis of Condition-Action rules in expert
database systems. The Condition-Action rules defined in an expert database system
enable it to react automatically in some situations without the need of user access. These
rules are, in general, expressed in the form E.,; — E,, Where E, represents an action
as data modification operation (e.g. INSERT, UPDATE and DELETE) and Eu4 represents
a condition. Formally, [10] considers an extended version of the relational algebra by
introducing an additional operator ¢, known as attribute extension operator, in case of
database update. This operator is defined as ¢[x = expr]e, where the expression expr is
evaluated over each tuple t of e and the resulting value is entered into the new attribute

x for t under the new schema schema(e) U {x}. Let us illustrate this with running example.

Example 24 Consider our running example in Section Following the extended relational
algebra, we get the following Condition-Action rules at program points 5 and 6:
> Sal
Econd - Tcpurchase_amt(Opurchase_amt>1000/\purchase_amt<3000 a ES)

E> . — e[purchase_amt’ = purchase_amt — 0.05 X
act p p

Purdmse_amt] (Gpurchase_amt>1000/\purcha5@_ﬂmt<3000 Sales)

6
Econd - Tcpurchase_amt(Upurchase_amt>3000 511185)

ES, — e[purchase_amt’ = purchase_amt — 0.1 X

purchase_amt (0 purchase_amt>3000 Sales)

where 1 and o are basic relational algebra operators for attribute projection and attribute selection

respectively.

The propagation algorithm predicts how the action of one rule can affect the condition
of another. In other words, the analysis checks whether a condition in one rule sees
any data inserted or deleted or modified due to an action in another. This considers
following three possibilities: (i) both the pre-defined part (i.e., database-part before
performing the action E,;) and the post-defined part (i.e., database-part obtained after
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performing the action E,.) are in use by the condition E.,,; (if) the pre-defined partis not
in use by E.,,s whereas the post-defined part is in use by E.y4, (iii) the pre-defined part is
in use by E,,s Whereas the post-defined part is not in use by E,4. Let us illustrate this by
recalling the rules already defined in example[24] This is worthwhile to note here that
this kind of conditions verification makes the computational complexity exponential

w.r.t. the number of defining statements.

Example 25 Consider the Condition-Action rules at program points 5 and 6 of our running
example expressed in Example[24, Observe that the predicates (1000 < purchase_amt < 3000)
in E>, and (purchase_amt > 3000) in E° . are contradictory — meaning that E>., operates on
a part of data which is not accessed by ES . In other words, the action E.,, does not affect the
condition E® .. Therefore, DD-dependency 5 -+ 6 is false. Similarly we can also identify
another false DD-dependency 15 -3 16 . The refined set of data dependencies are:

e DD-dependencies for purchase_amt: 4 -5, 4-»6, 4->7, 4-511,
4 ->15, 4-y16, 5-+7, 5-»11, 5-»15, 5->16, 6 -> 7,
6->11, 6 -»15, 6 ->16, 7->11, 7 ->15, 7 -> 16

o DD-dependencies for other attributes: 4 -7 , 4 -» 11, 4 -3 15, 4 -3 16
e PD-dependencies for xand y: 2 ~» 6 , 3 > 5

Figure[5.4|depicts the refined DOPDG based on the above result.

Limitations.

The Condition-Action rules can be applied only on a single def-use pair at a time. This
tails to capture semantic independencies when a code contains more than one defining
database statements (in sequence) for an attribute which is subsequently used by an-
other database statement. The main reason behind this is the flow-insensitivity of this
approach. For instance, the approach fails to identify false DD-dependencies 4 -3 11 ,

4-515, 4-16, 5-»11, 5-515, 5-316, 6 - 11, 6 -» 15 and

6 -+ 16 in Prog due to the presence of multiple definitions of purchase_amt by the
statements 5, 6 and 7 in sequence. Moreover, this approach incurs a high computational

overhead w.r.t. program size. Observe that the algorithm combining from sections 3.2
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Figure 5.4: Condition-Action Rules-based DOPDG of Prog (% denotes attribute pur-
chase_amt)

and 3.3 will identify a set of false dependencies which is same as the union of the results

obtained from both of the algorithms when applied individually.

5.5 Semantics-based Dependency: A Formalization in Con-
crete Domain

As witnessed in section the DOPDG construction approaches based on the syntax
often fail to compute optimal set of dependencies. This motivates researchers towards
semantics-based dependency computation considering values rather than variables
[89]. For instance, consider an arithmetic expression “e = x* + 4w mod 2 +z”. Although
in this expression e syntactically depends on w, semantically there is no dependency as

the evaluation of “4w mod 2” is always zero.
Given a SQL statement Q = (A, ¢) and its target table £. Suppose ¥ = USE(A), i =
USE(¢) and Z = DEF(Q). According to the concrete semantics, suppose Z[Ql(pt, pa) =

(pr) Pa)-
The used and defined part of t by Q are computed according to the following equations:

AurQ, 1) = Alpr(2), pi(2)) (5.5)

Ause(Q, 1) = pr1o(¥) U prio(¥)) (5.6)
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where
tl ¢ : Setoftuplesin table t which satisfies the condition-part ¢.
pue(®¥) : Valuesof Xin (t | ¢).
prs(y) : Valuesof jin (t | ¢).

A : Computes the difference between the original database
state on which Q operates and the new database state

obtained after performing the action-part A.

In other words, the function A, maps a query Q to the part of the database information
used by it, whereas the function A, defines the changes occurred in the database states
when data is updated or deleted or inserted by Q. The following example illustrates

this.

Example 26 Let us consider the concrete database table t shown in Table[3.a)|and the following

update statement:
Qupa : UPDATE t SET sal := sal + 100 WHERE age > 35

where A = UPDATE((sal), (sal + 100)) and ¢ = age > 35. According to equations [5.5|and
the used-part and defined-part are as follows:

Ause(Qupd/ t) = pti(age>35)(5al) U ptl(age>35)(age)

Adef(Qupa, t) = A(pr (sal), pi(sal))

These are depicted in Tables 5.1[a) and 5.1[13) respectively where we have denoted Ays(Qupa, t)
and Ages(Qupa, t) by red color.

(a) Ause(Qupd/ t) (b) Adef(Qupd/ t)
eid | sal | age | dno eid | sal | age | dno
1 1500 | 35 10 1 1600 | 35 10
2 800 | 28 | 20 2 800 | 28 | 20
3 2500 | 50 10 3 2600 | 50 10
4 3000 | 62 10 4 3100 | 62 10

Table 5.1: The used and defined part of t by Q,,,¢ (marked with red color)

Given two database statements Q1 = (A1, ¢1) and Q, = (A,, ¢») such that target(Qq) =t
and T [Q11(ps, pa) = (pr, pa) and target(Q,) = . Following the equations and
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we can compute the defined part of t by Q; as AgAQ1, t) and used-part of ¢’ by Q,
as Ay(Q2,t'). Therefore, we can say Q, is DD-dependent on Q; when A;AQ1, t) and
Ayse(Q2, ') overlap with each other, i.e. Ay (Q2, ') N Ayer(Q1,t) # 0. Observe that Q; is
either UPDATE, INSERT and DELETE statement which defines the database. This is defined
in Definition

Definition 5.5 (Semantics-based DD-dependency [53]) A SQL statement Q, = (A;, )
with target(Q,) = t' is DD-dependent for Y on another SQL statement Qy = (A;, 1) with

target(Ql) =t (denoted Ql l) QZ) lle € {Qupdr Qinsz Qdel} and f%balIQl]](pt/ Pa) = (pt’/ pa)
and the overlapping-part Y = Ayse(Qa, ') N Ager(Q1, t) # 0.

When an initial database instance is unknown, due to infiniteness of the concrete do-
mains, the computation of concrete semantics of database programs and hence A,
Ajr and Y become undecidable problem. Nevertheless, in case of finite large scale
databases, these semantics-based dependency computations also incur in high compu-
tational overhead. To ameliorate this performance bottleneck, we apply the Abstract
Interpretation theory [30] to compute abstract semantics of database languages, in a

decidable way, as a sound approximation of its concrete counterparts.

5.6 Semantics-based Abstract dependency: A Sound Ap-

proximation

In this section, we define abstract semantics of database statements for independency
computation in various non-relational and relational abstract domains. Finally, we
present the computation of abstract dependencies among statements identifying their

approximated used and defined database-parts based on the abstract semantics.

5.6.1 Defining Abstract Semantics of Database Statements towards

Independency Computation

Since our objective is to compute semantics-based DD-independencies, it is important
to identify database-parts (identified by the condition ¢) before and after performing
the action A. With this objective, unlike equation 3.3| which results in a single abstract
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\
(4

I:] : p; — Abstract database state which does not satisfy ¢

: | : p5 — Abstract database state which satisfies ¢

: pg — Abstract database after action occurs on pg

Figure 5.5: Generic visual representation of {pz, pg, Pa)
state p, we define a variant of the abstract transition relation as follows:
Taep: CX Zpa = (s X s X Ey) (5.7)

which results in a three-tuple {p5, pg, pa) of abstract database states, where pg, pg, pa €
Cps. The first component p; represents an abstract database state which does not
satisfy ¢, whereas the second component p5 represents an abstract database state which
satisfies ¢. Observe that an abstract database-part which may or may not satisfy ¢ (due
to abstraction) will be included in both p; and pg. The third component pg is obtained
after performing an action A on pg. These are depicted in Figure

The abstract semantics of database statements for independency computation in

various abstract domains following equation [5.7)is defined as follows:

5.6.1.1 Domain of Intervals

In order to compute semantics-based DD-independencies, we define ?dep, according

to equations in I for database statements as follows:

7 apl(A, O)Ip
=7 4opl{A, 9)(p7 » Pa)
=7 aep[¢A, 907, pa)
where t = target((A, ¢y) and At € d : t € p(7)

=<Pmr PTaE » PW> (5.8)
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where
o Tol(p:, pa) = (praa + po)
o T-61(pi, pa) = (o, pa)
o T1ANpmw, pa) = (Pryw » Pa)

Let us now define ?dep for UPDATE, DELETE, INSERT and SELECT.

UPDATE statement:

7 aopL{UPDATE@, &), O)p7, p2) = (prz, Priis P7ow)

where T [~¢l(p;, pa) = (Pz  pa)
TNz, pa) = (o731 P3)
Z.[UPDATE(Gy, &) (o757, P7)
= (ol < -Tlel(pmg + P2, pa)
= (P - P2)

INSERT statement:

?depl[<INSERT(z7d, e), false>]](p; , P7) = <p; , P, Pm>

where ;[ falsell(p; , pz) = (i, pa)
il falselpz, pa) = (p1, pa)
T INSERT(T; , (., pa)
= (po[3s « Zlel(pL, pD)], pa)
= (pwew , Pa)

where p, maps the attributes to the bottom element in the abstract domain which rep-

resents “undefined” values.
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DELETE statement:

T apl{OELETE@D, O)Ipr , p2) = (pmw + prar + P2)

SELECT statement:
T apl(SELECT (v, £(&)), 1(BE), @2, 8@), &1)pr , )
=<Pmr PTM / Pm>

Observe that the select operation does not change any information.

Example 27 Consider the abstract state p = {p; , pa) and p; = {x + [100,100]) where tis
depicted in Table as defined in Example[16| Consider the following statements:

Qupd =UPDATE t SET sal = sal + x WHERE sal > 1500
Qins =INSERT INTO t (eid, sal, age, dno)VALUES(5,2700, 52, 20)
Qjer =DELETE FROM t WHERE age = 61

Qe =SELECT age FROM t WHERE age < 50
The abstract syntax of the statements are:

Qupa =(UPDATE((sal), (sal + x)), sal > 1500)
Qins =(INSERT({eid, sal, age, dno), (5,2700,52,20)), false)
Qe =(DELETE({eid, sal, age, dno)), age > 61)

Qser =(SELECT(age)), age < 50)
Abstract semantics of Qupa w.r.t. p is

?dep][<UPDATE(<sal), (sal + x)), sal > 1500>]](p; , Pa)

= (pmi. P+ Prv)

where pry; , Prgp and pgp are shown in Table (3.5 of Example

106



5.6 Semantics-based Abstract dependency: A Sound Approximation

The abstract semantics of Qs w.r-t. p is

?dep[[<1 NSERT({eid, sal, age, dno), (5,2700, 52,20}), false>]](p;, Pa)

= <p;, oL, Pm> where
prew =peid — [5, 5], sal « [2700, 2700], age « [52, 52],
dno — [20, 20]|
The abstract semantics of Qge w.r.t. p is
?dep[[<DELETE(<eid, sal, age, dno)), age > 61>]](p;, P7)

= <PW' 0T » PL> where

Tl age > 61 1(p) = pilage « [61, 62]|
7f[[—n(age > 61) [[(pp) = p;[age «— [28, 60]]

PT™

PEmM
The abstract semantics of Qs w.r-t. p is

?dEPIKSELECT((age)), age < 50>]](Pz , Pa) = <pm , P Pm> where

pm = Zill age < 50 I(p) = prage — 128, 50|
Fill-(age < 50) N(pp) = pifage — [51, 62]]

PEm

5.6.1.2 Relational Abstract Domain of Octagons

To yield more precise analysis as compared to the interval abstract domain, Antoine
Miné [94] proposed a weakly relational abstract domain — the domain of octagons —
which allows an analyzer to discover automatically common errors, such as division
by zero, out-of-bound array access or deadlock, and more generally to prove safety
properties of programs.

Like for the interval domain, the following transition relation is defined, according to
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equation[5.7} to compute semantics-based DD-independency in the domain of octagons:
T aep: Cx My > (M x M, x M,)

Below is the definition of ?dep for various database statements in octagon domain.

1. UPDATE:
<mp, mr, mT/> if ¢ € {kixi + k]-x]- <
k} where x;,x; € V and k;,k; €
7 4ep[(UPDATE(Dy, @), ¢)Im = { [-1,0,1]andke R

(m,m,m’) otherwise

where
Fi[-¢Im = mp and F;[pIm = mr
Z[UPDATE(G,, &)Imy = mT[ﬁd - E[zﬂmT] = myp

Z.[UPDATE(T, &)Jm = m’
2. INSERT: 7 4, [(INSERT(7}, &), false)]m = (m, m., m,.,)  where

T~ false]lm = m and ;[ false]m = m, and

TINSERT(Ty, &M, = M. [7; — ZI[EIM.] = Myew

where m, represents bottom element that contains an unsatisfiable set of constraints.

3. DELETE:
<mp, mr, mJ_> if (P € {kixi + k]-x]- <
k} where x;,x; € V and k;, k; €
7 4y [(DELETE(TY), ¢)Im = [-1,0,1]and k€ R

{(m,m,m,) otherwise
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4. SELECT:
<mF, mr, mT> ifp e {kixi +kix; < k} where

— 5 N xi,xjeVandki,kje[—l,O,l] and k € R
ﬁdep[[<5E|_Ec:T(vu, £(@), r(h(@)), o, g(E)), q>1>]]m -

{(m,m,m) otherwise

Observe that ¢ € {kix; + kjx; < k} checks whether the condition in WHERE clause of

database statement respects the form of octagonal constraints.

Example 28 Consider the concrete database table t shown in Table[3.3(a)} and its corresponding

abstract representation in the form of CDBM m, in the domain of octagons as

m, ="{ — eid < -1, eid < 4, —sal < —800,sal < 3000,
—age < —28,age < 62, —dno < —10,dno < 20}.

Consider the following statements:

Qupd =UPDATE t SET sal = sal + x WHERE age > 35
Qins =INSERT INTO t(eid, sal,age, dno)VALUES(5, 2700, 52, 20)
Qyer =DELETE FROM t WHERE age > 61

Qser =SELECT sal FROM t WHERE age < 50
The abstract syntax are

Qupa =(UPDATE((sal), (sal + 100)), age > 35)
Qins =(INSERT({eid, sal, age, dno), (5,2700,52,20)), false)
Quer =(DELETE({eid, sal, age, dno)), age > 61)

Qser =(SELECT({sal}), age < 50)
The abstract semantics of the Q,pa with respect to my is
?dep[[<UPDATE((sal), (sal +100)),age > 35>]]mt = <mp, mr, mT’>

where my, M and my. are depicted in example[18]
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The abstract semantics of the Qs w.r.t. My is

?dep[[<INSERT((eid, sal, age, dno), (5,2700, 52, 20)), fulse)]]mt

= <mt/ my, mnew> where

Myew :”{ — eid < =5, eid < 5, —sal < —2700, sal < 2700,

— age < —52, age < 52, —~dno < =20, dno < 20|
The abstract semantics of the Qe w.r-t. My is

?dep[[<DELETE(<eid, sal, age, dno)), age > 61>]]mt

= (mp, mr, m L) where

rep

my 2| - eid < ~1, eid < 4,-sal < ~800, sal < 3000, age < 62,
—age < —61, —dno < =10, dno < 20}
rep

mg :{ —eid < -1, eid < 4, —sal < —-800,sal < 3000, age < 60,

—age < —28, —dno < =10, dno < 20}
The abstract semantics of the Qg w.r.t. My is

?dgp[[<5ELECT((age)), age < 50>]]mt = <mp, mr, mT> where

my 2{ - eid < 1, eid < 4, -sal < -800,sal < 3000, age < 50,
— age < 28, —dno < ~10,dno < 20|
my 2| - eid < —1,eid < 4, —sal < 800, sal < 3000, age < 62,

— age < =51, —dno < ~10,dno < 20|

5.6.1.3 Relational Abstract Domain of Polyhedra

The preciseness of the analysis in relational abstract domain improves significantly if
more number of relations among variables or attributes are in consideration when an-

alyzing the programs. Thus, the analysis in the polyhedra abstract domain, although
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computationally costly, improves the precision significantly compared to the octagon
abstract domain. P. Cousot and N. Halbwachs in their seminal work [36] first intro-
duced the polyhedra abstract domain for static determination of linear equality and
inequality relations among program variables, and over the past several decades this
has been widely used in several engineering problems such as static analysis of gated
Data Dependence Graphs (gated DDGs) [66], Information flow analysis to detect pos-
sible information leakages combining symbolic propositional formulas domain and

numerical polyhedra domain [122], Hybrid systems verification tool SpaceEx [46], etc.

Let us define the transition relation ?dep : CXP — (PxPxP) to compute semantics-

based DD-independency in the domain of polyhedra for database statements:

1. UPDATE: 7, [(UPDATE(G;, &), ¢)]P = <Pp, Pr, PT/> where
Ti[-p]P = Pr.
7/‘[[917]]" = Pr

Z.[[UPDATE(Ty, &)IPr = Z.[[F; = €lPr = Pp

We denote by the notation U,= ¢a series of assignments (v;=e;, V= ¢, . . ., V,= €,) where
U4 ={v1,0y,...,0,) and e={ey, €3, . . ., e,), which follow the transition semantic definition

for the assignment statement.

2. INSERT: 7 4ep[(INSERT (37, &), false)]P = (P,P_, Py ) Where

Til[~false]P = P
Tl false]P = P,

?C[[INSERT(ZZJII é)]]PL = Pl[ﬁd — ?e[[e_]]PJ_] = Puew
P.cw Tepresents a polyhedron corresponding to the new inserted tuple values.

3. DELETE: 7 4 [(DELETE(D}), $)IP = (Pr, Pr, P.)

4. SELECT: T apl(SELECT(v4, £(&)), 1(B(®)), 2, §@), ¢1)IP = (Pr, Pr, Pr)
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Example 29 Consider the database table t in Table[3.3(a)|and its corresponding abstract repre-
sentation P, =(0©, n) in the form of polyhedron, where

P, :{eid > 1,—eid > —4,sal > 800, —sal > —3000,
age > 28, —age > —62,dno > 10, —dno > —20}

Consider the following statements:

Qupd =UPDATE t SET sal = sal + sal X 0.2 WHERE dno + age > 60
Qins =INSERT INTO t (eid, sal, age, dno)VALUES(5,2700, 52, 20)
Qger =DELETE FROM t WHERE age > 61

Qe =SELECT age FROM t WHERE age + dno < 60
The equivalent abstract syntax are:

Qupa =(UPDATE((sal), (sal +sal x 0.2)), dno+age > 60)
Qins =(INSERT({eid, sal, age, dno),(5,2700,52,20)), false)
Quet =(DELETE(eid, sal, age, dno)), age > 61)

Qset =(SELECT({age)), age + dno < 60)

The abstract semantics of Q,pq w.r.t. Py is
?dep[[<UPDATE((sal>, (sal +sal X 0.2)), dno+age > 60>]]Pt = <PF, Pr, PT/> where

Pr :{eid > 1,—eid > —4,sal > 800, —sal > —3000,age > 40,
—age > —62,dno > 10, —dno > —20,dno + age > 60}

Pr :{eid >1,—eid > —4,sal > 800, —sal > —3000,age > 28,
—age > —49,dno > 10, —dno > -20, —dno — age > —59}

P :{eid > 1, —eid > —4,sal > 960, —sal > —3600, age > 40,
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—age > —62,dno > 10, —dno > —20,dno + age > }

The abstract semantics of Qj,s w.r.t. Py is

?dep[[<INSERT((eid, sal,age, dnoy, (5,2700,52,20)), false)]]Pt = <Pt, P, Pnew> where

Pew —{ezd 5, —eid > —5,sal > 2700, —sal > —-2700,age > 52
—age > =52,dno > 20, —dno > 20}

The abstract semantics of Qge w.1.t. Py is

?dep[[<DELETE((eid, sal, age, dno)), age > 61>]]Pt = <Pp, P, P l> where

Pr :{eid > 1,—eid > —4,sal > 800, —sal > —3000,age > 61
—age > —62,dno > 10, —dno > -20

——

Pr ={eid > 1, —eid > —4,sal > 800, —sal > —3000,age > 28,
—age > —60,dno > 10, —dno > -20

——

The abstract semantics of Qs w.r.t. Py is

T ey [(SELECT((age)), age +dno < 60)1P; = (P, Pr, Pr) where

Pr :{eid > 1, —eid > —4,sal > 800, —sal > —3000,age > 28
—age > —50,dno > 10, —dno > —20, —dno — age > 60}

Pr :{eid >1,—eid > —4,sal > 960, —sal > —3600,age > 51
—age > —62,dno > 10, —dno > —20,dno + age > }
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5.6.1.4 Powerset of Interval Domain

Due to the scattered nature of data in the database, the semantics-based dependency
analysis of database applications in the above-mentioned abstract domains may often
be highly over-approximated. Thus powerset abstract domains, on top of the existing
relational- and non-relational abstract domains, may capture the database values as a
way of refined approximation, improving the analysis results significantly.

To compute semantics-based dependencies, we adapt equation |5.7] for identifying
used and defined database-parts in powerset abstract domain. Given the semantic do-
main ¢(I), the abstract state is defined as p = (p;, pa) where p; : att r(t) —» o(I) and
p7: V, — o(I).

Like other domains, according to equation the abstract semantics in the power-

set abstract domain for database statements are similarly defined below:

UPDATE: 7 4yl (UPDATE(, ), ) Ipr, p2) = (pmi. P+ Prir)

where Z5[=¢1(py, pa) = (Prxp » Pa)
Tillolps , pa) = (pzi s P7)
Z[UPDATE(,, &)l (pr3z » P3)
= (pmilds — Zlélprsz. pa)l, pa)
= (p7ar » P2)

INSERT: .7 40 [{INSERT(G, &), false)l(ps, pa) = (pr, P, prew)

where Fi[-falsel(p:, pz) = (o7, pz)
Tyl falsel(pz , pa) = (p1, pa) where p, : attr(t) — 0
Z[INSERT(T, A (P, pa)
= (pu[Gs « ZeNpL , p], pa)
= (prew » Pa)

DELETE: ?depl[@ELETE(vZ), qb>]](p;, Pz) = <pm, P + pl>
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SELECT: 7 4 [(SELECT(0,, £(&), 1(H(D), ¢, 8@), &1)Mpr . po) = {prwt, Pt » Prmn)

5.6.2 Algorithm to Compute Abstract Semantics of Database Appli-

cations

We now design the algorithm CompAbsSem, depicted in Algorithm [1, which makes
use of the semantics function .7 4, and computes abstract states w.r.t. abstract domain
D at each program point of the database program. The algorithm is based on the data
flow analysis considering various control-flow nodes: start, DB-connect, assignment,
test, update, delete, insert, select, join, end. We denote by pred(c;) and AS(c;) the set
of predecessor of ¢; and the abstract state at ¢; respectively. The algorithm starts in
step 2 with undefined abstract state at each program point and then applies in step
3 all the data-flow equations (defined in steps 4-25) until least fixed point solution
is reached. After obtaining the abstract state at each program point in the form of
collecting semantics, step 26 applies ?dgp in order to get state-representation in the
form of three-tuples {p;, pg, pa) (as defined in equation[5.7). This abstract semantics is
used to compute used- and defined-parts and hence the semantics-based independencies
(described next). Observe that if the initial database is unknown then the domain range
of each attribute and other integrity constraints are considered to represent the initial
abstraction of database as an overapproximation of all possible initial database states,

as defined in steps 1 and 9.

5.6.3 Approximating used- and defined Database Parts in Various Ab-

stract Domains

Given a database statement Q, let p = {p5, pg, pa) be an abstract state at Q obtained by
following Algorithm 1| In order to determine abstract DD-dependency between two
database statements, we need to identify abstract database-parts to be defined or used by
Q. To this aim, let us define sound abstract functions Kdgf and A, w.r.t. their concrete
counterparts already defined in equations 5.5/and [5.6|respectively. Suppose D? and U?
denote the defined and the used abstract database-parts by Q respectively. Therefore,

D = AufdQ, P) = {ps, pu) (5.9)
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Algorithm 1: CompAbsSem

Input: Database program # containing n statements, Initial database dB, and

Abstract domain D.
Output: Abstract state at each program point of

Compute p = (pz, pa) using the abstraction function a following the Galois

connection <(g)(D), 9, a,y, (D, E)) as formalized in Definition

Viell,...,n], AS(c;) := L. ; // Initializing AS(c;) as initial abstract collecting
semantics.

Apply data flow equations defined in steps 4 - 25 until least fix-point is reached.
fori=1tondo

; // Defining data flow equation for CFG-node corresponding to a statement ¢; in P.
switch (c;)
case start:
| AS(c)=L
case DB-connect:
| AS(ci)={pz5/ pa)
case assignment:
| AS(e) = Usyepratie { 7 auallx = €l(p) | 5 € AS(c)
case test:
| AS(c) = Usprette { 7 aallB1(P) | B € AS(c)))
case update:
| AS(¢) = Ueyepreatey {7 anallUPDATE(S, &), 9)I(D) | P € AS(c))]
case delete:
| AS(c) = L ey | 7 anllDELETE@), 9)I(P) | P € AS(c))
case insert:
| AS(e) = L ey {7 anl INSERT(T, &), false))(p) | p € AS(c))
case select:
AS(€) = L epredtey {7 ana(SELECT (0, £(&), (H(R), 2, @), 1)1 (P)
| peAS())
case join:
L AS(c;)= Llcjepred(c,-) AS(c)
case end:
L AS(Ci)zl_lcjepred(ci) AS(C]')

Apply the abstract transition relation ?dep on the abstract state AS(c;) obtained at
each program point.
End
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SQL Abstract Domain of Intervals p Abstract Domain of Octagons p Abstract Domain of Polyhedra p Powerset of Interval py
Abstract state defined-/ used-part Abstract state [defined-/ used-part Abstract state[defined-/ used-part defined-/ used-part

Update {pzrr. g Pz | AderQupd: P) = oz P [(Me M1, m7) [Ader Qupas D) = (mr, mD|(Pr, P11} [Ager(Qupa ) = P, P! Autef Qupa. PD) = (o7 P

Qupd Ausf(Qupd,ﬁ) = (Pm) AMSL’(Q“;’)d!ﬁ) =(mr) AllS(’(Qupd!E) =(P1) Ausu(Qupd/ﬁ[[) = <Pm>

Delete [(pgrr pap L) |AdefQaerrP) = o ®  [(me mr,mi) [AuesQuer ) = (mp,0) [(PrPr.PL) [Adef(QaetsP) = Pr.®  [Adep(Quer Pr) = 07p, D)
Quel Ause( Qe p) = <Pm) Ause(Qger, p) = (M) Ause Qe p) = P Ause(Qget, Py) = (Pm)
Insert <Pp PL, Pm) Adpf(Qins:ﬁ) =<0, Pries) <mh mg, mvww> Adgf(Ql”Slﬁ) = {0, Mpew) <Pt/ Pi, Pm’w> Adcf(QinS/ﬁ) =0, Prew) Adpf(QinSlﬁ]’) =0, Pries)

Qins Aust’(Qi}zsrﬁ) =0 Allsf(Qmsrﬁ) =0 Aust’(QinsrT)) = (0) Ause(Qinsrﬁ]{) =)
Select  [{prrr Prar Prr) | AderQuet, P) = 0,0) mp,mr,mr) [Ager(Quer, P) = (0,0) PEPTPT) | Ader Qe ) = 0.0 [Ager Qe Py) = (0,0)
Qsel Ause(Qger, p) = (Pm) Ause(Qger, p) = (MT) Ause(Qser, p) = (PT) Ause(Qsel, P1) = <Pm>

Table 5.2: Abstract defined- and used-part of database by SQL statements in various
abstract domains

UQ = Kuse(Ql ﬁ) = <PE> (510)

Observe that A, maps a query Q to the abstract database-part used by it, whereas
Kdgf defines the changes occurred in the abstract database states after performing the
action in Q. We represent D? in the form of two-tuple where p5 and pg respectively
represent the true-part before and the updated-part after executing Q on the abstract
database. Note that although the defined-part can be computed by following the ab-
stract difference operation A (corresponding to A defined in equation , however to
avoid computational complexity in dependency computation, we keep both of these
separated. Table [5.2| depicts defined and used parts by different database statements in

various abstract domains.

5.6.4 Dependency Computations

We are now in a position to compute DD-independencies among database statements
based on the information on used- and defined-parts as obtained in the previous section.
Let ﬁQl = (pa Y pgl, pgl) and EQZ = (paz, pgz, pgz) be the abstract states at Q; and Q,

respectively. The defined-part by Q; and the used-part by Q, are :

DY = Aur(Q1, p%) = (S, p<1)
UQ2 = Kuse(QZ/ EQZ) = <P§2>

The semantic dependence and independence of Q, on Q; are determined based on the

following four cases:

Case — 1. pall‘lpgzi(b/\pill‘lp(b:@

o
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Case — 2. pgll‘lpazz(b/\pgll‘lpaziq)
Case—3. p='MpZ #0ApZTp= #0

Case — 4. pall‘lpgzz(b/\pill‘lpgzzm

The pictorial representation of the above cases are depicted in Figure Observe that
only case 4 indicates a semantic independency between Q; and Q. whereas all other

cases indicate a semantic dependency between them. Therefore, Q, is DD-independent

(c) case 3 (d) case 4 (Independency exist)
Figure 5.6: Representations of independence and dependencies
on Qq iff DU 1 U% = ¢; that is
P2 MpE =0 Ap2 Mpd =0 (5.11)

Theorem states that, given an abstract domain, equation is necessary and
sufficient condition for abstract DD-independency. Observe that this theorem does not

establish anything about its soundness w.r.t. its concrete counterpart.

Theorem 5.1 Given an abstract domain, the necessary and sufficient condition for a database
statement Qs to be abstract DD-independent on another statement Qy is p=' Mp=* = O A p='T
p§2 =0.

Proof 2 Consider two database statements Q1 = (A1, 1) and Qx = (Ay, ¢,). Given the
abstract states p and p’ at Qq and Q, respectively which are obtained in step 25 of Algorithm
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Let the abstract semantics applying 7 4, in step 26 be T 4o, [ Q1P = (pgl, pgl, p%) and
?dgplle]]ﬁ' = (p?z, pgz, p%). Intuitively, we can say that Q, is abstract DD-dependent on
Q1 when any modification on the abstract database by Q, affects the abstract database-part to be
accessed by Q,. The following three kinds of affects may happen on Q, due to Q:

1. Inclusion of new information: Because of the modification by Q, some new data may be

accessed by Qy satisfying ¢,. This is captured in Case-2.

2. Remowal of existing information: As a result of the modification done by Qy some infor-
mation (which was previously accessed by Q,) now can not be accessed by Q, due to the

unsatisfiability of ¢,. This is captured in Case-1.

3. Access of modified information: Q, can access now modified values, instead of their orig-

inal values, of some attributes due to the application of Q1. This is captured in Case-3.

Therefore, we can say Q, is semantically abstract DD-independent on Q, when the above
three affects do not take place. In other words, the abstract database-part pgz accessed by Q,
overlaps with the parts pgl and pgl referred by Q1 operations. This is captured in Case-4.

Algorithm to Compute Semantics-based DD-dependencies. The algorithm sem-
DOPDG in Algorithm[2Jtakes a list of used- and defined-parts at each program point of the
database program # and computes semantic-based DD-dependency among database
statements. The algorithm, in step 2, first identifies all database statements present in
the program. Step 5 inside the loops checks whether the defined-part by Q; overlaps
with the used-part by Q;, and accordingly DD-dependency edge is created between
them in step 6 and the flag is set to true in step 7. If dependency exists between Q;
and Q; and flag is true, then in the next step 11 the algorithm checks the condition
D% C DY in order to verify whether defined-part at program point Q; is fully covered
by the defined-part at program point Q;. If yes, the execution immediately breaks the
inner loop and does not check for dependency of the subsequent database statements
(after Q;) on Q;, and hence disregards the false dependencies which may occur due to

redefinition of attributes values by Q.
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Algorithm 2: semDOPDG

Input: used- and defined-parts at each program point in the database program .
Output: Semantic-based DD-dependency

Set flag=true
Identify database statements present in . Let m be the number of database
statements.
fori=1tom-1do
for j=i+1 tom do
if D% 1 UY # 0 then
Add edges from i" statement to j statement (i — j)

L Set flag = true;
else

| Set flag = false;
if flag==true then

L if D% C DY then

| break;

End

5.7 Illustration on the Running Example

Now we illustrate our approach on the running example Prog in section The
semantic-based data independencies are computed applying the following steps in

different abstract domains:
e Compute abstract semantics using Algorithm 1|at each program point of Prog.
e Compute defined- and used-parts based on the abstract semantics.

e Refinement of syntactic dependencies in Prog based on the semantics-based inde-

pendencies using Algorithm

A comparative result of the analysis in various abstract domains is depicted in Table
Let us explain briefly few scenarios by illustrating our approach.

For the sake of simplicity, since statements 5 and 6 involve only the attribute ‘pur-
chase_amt’” and the applications variables ‘x” and ‘y’, let us consider the abstract initial
state p taking those variables into account with an assumption that purchase_amt is
typed with unsigned smallint. Therefore, p = (o3 , pz) and 7, [41(p) = o' where
p;L_B = (purchase_amt — [0, 65000]). and p; = (x = [0.1, 0.1], y +~ [0.05, 0.05]).
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Dependency |pure syntax-based Improved syntax- Condition-Action Interval domain Octagon domain Polyhedra domain
based rule-based

DD- 4 -% {5,6,7,11,15,16} 4 -5 1{56,7,11,15,16} 4 -5 {56,7,11,15,16} 4 -3 {5,6,7,11,15,16} 4 -3 {5,6,7,11,15,16} 4 -» {5,6,7,11,15,16}
dependency | 5 167,11,15,161 5 -3 [6,7) 5 - {7,11,15, 16} 5-27 5-+7 5->7

6 -> {7,11,15,16} 6->7 6 -» {7,11,15,16} 6-37 6-37 6->7

7 -3 {11,15,16) 7 -3 {11,15,16} 7 -3 {11,15,16} 7 -+ {11,15,16} 7 =¥ {11,15,16} 7 -% {11,15,16}

15 -+ 16 15 -3 16 15 -3 16
PD- 2-»6,3-»5 2-»6,3-»5 2-»6,3-»5 2-36,3-35 2-36,3-%5 2-»6,3-35
dependency

Table 5.3: Representation of dependency results on Prog in various approaches

The abstract semantics of statement 5 is
Taal51(0") =9 and T [51(") = (p%, p2, p2)

where ‘Oiﬂ is obtained from p% where the condition is not satisfied. This creates two
intervals (purchase_amt « [0, 999]) and (purchase_amt < [3001, 65000]). Therefore, P?W
is represented using two abstract tuples /; and I, such that pfm: p;L_B[ i (purchase_amt «
[0, 999]), Lr(purchase_amt < [3001, 65000]) ] The part for which the condition evaluates
totrueis 2= p%[ purchase_amt « [1000, 3000]] and therefore p?_ = pm[purchase_amt —
[950, 2850]].

Similarly, abstract semantics of the statement 6 is
T aull61(p”) =p° and T [61(0°) = (p%, S, pS)

where p2 :pZ_B[ purchase_amt « [0,3000] ], o= p%[ purchase_amt « [3001,65000] ]
and p?_ = pm[ purchase_amt « [2701,58500] ]

The defined-part by statement 5 and the used-part by statement 6 are defined as fol-

lows:
D® = Aus(p’,5) = (s, Pl and U = A (p°, 6) = (pS)
Therefore, the dependency 5 -3 6 does not exist semantically as
59116 — 5 6 _ 5 6 _
DU —wzpmnpm—(bApT_Mﬂpm—(Z)

This way one can easily capture semantics independencies. Note that interval
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analysis is not yet an optimal setting to capture all such independencies in Prog, for
instance 15 -5 16 .

On the other hand, consider the domain of polyhedra. Consider the statements 15
and 16 which involve attributes ‘purchase_amt’, ‘wallet_bal’ and ‘point’. Let us consider
the abstract initial database state in the form of polyhedron P;z based on the assump-
tion that purchase_amt is typed with unsigned smallint and the integrity constraints
0 < point < 100 and 100 < wallet_bal < 90000 are defined on ‘point’ and ‘“wallet_bal’.

Therefore, the abstract state at program point 4 is:

Pl :{purchase_amt > 0, —purchase_amt > —65000, point > 0,

— point > =100, wallet_bal > 100, —wallet_bal > —90000}
The abstract semantics of statement 15 is defined as:

Zwl151(1) = Pl and T [151(PLY) = (PF, PF, P1?) where

PP ={purchase_amt > 0, —purchase_amt > —65000, point > 0,
— point > —100, wallet_bal > 100, —wallet_bal > —90000}
P :{purchase_amt > 0, —purchase_amt > —9899, point > 0,
— point > —100, wallet_bal > 100, —wallet_bal > —9999,
5000 < purchase_amt + wallet_bal < 9999}
PL ={purchase_amt > 0, —purchase_amt > —9899, point > 2,
— point > =102, wallet_bal > 100, —wallet_bal > —9999,
5000 < purchase_amt + wallet_bal < 9999}

Similarly, abstract semantics of statement 16 is:

7 aul16](PL3) = P and 7 4, [16]1(PL) = (PI¥, PI°, PI¢) where

I :{purchase_amt > 0, —purchase_amt > —9899, point > 0,

— point > =100, wallet_bal > 100, —wallet_bal > —9999
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purchase_amt + wallet_bal < 9999}
P16 :{purchase_amt > 0, —purchase_amt > —65000, point > 0,
— point > —100, wallet_bal > 100, —wallet_bal > —90000
purchase_amt + wallet_bal > 10000}
Pl ={purchase_amt > 0, —purchase_amt > —65000, point > 4,
— point > —104, wallet_bal > 100, —wallet_bal > —90000
purchase_amt + wallet_bal > 10000}

The defined-part by statement 15 and the used-part by statement 16 are computed as

follows:
D' = Aus(P®,15) = Py, P1) and U™ = A, (P%, 16) = (P;")
Therefore the dependency 15 -+ 16 does not exist semantically, as
DPnU=0=pPPnPl=0APEMPL =0

This way other data independencies can also be captured under polyhedral analysis.

5.8 Soundness of the Analysis

Lemma 5.1 Let p be an abstract state. The abstract semantic function ?dep is sound w.r.t. y
ifYQ e Q, Yp € y(P): TupllQllp € y(7 eI QIIP)-

Proof 3 Given an abstract state p and a database statement Q = (A, ¢) € Q, the abstract
semantic function 7 4, on p computes abstract database state in the form of three-tuple as

follows:
T ap[QIp = T aryl{A, $)p = {5, 3, Pa)

where p; represents abstract database state which must (or may) not satisfy ¢, whereas pg
represents abstract database state which must (or may) satisfy ¢. pg is obtained after performing

an action A on pg. Now let p be a concrete state such that p € y(p), the concrete semantics
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similarly is defined as

%ep[[Q]]p = %ep[[(A/ (P)]]P = <p01 Pos P->

where p,, pn represent concrete database state based on the satisfaction and dissatisfaction of
¢ respectively, and py is obtained after performing A on pn. Like in lemma because of
three-valued logic of ¢ due to the imprecision introduced in the abstract domain and the local
correctness of the operations in A, we get p, € ¥(ps), pa € V(pg) and pw € Y(pa), which implies
that T, [Qlp € Y(7 4o [QTP).

Lemma 5.2 Let p be an abstract state. The abstract function Agc is sound w.r.t. y if ¥p €
YD), YQ € Q: y(Aae(Q, P)) 2 Aaet(Q, p)

Proof 4 Given a database statement Q = (A, ¢) € Q and an abstract state p, the abstract

semantics (based on equation is defined as ?dep[[Q]]ﬁ = ?dep[[(A, O)llp = {ps, pa, pu)- As
per the equation 5.9 the abstract defined-part is

Zdef(Ql ﬁ) = <PE/ Pi>

Now given a concrete state p = (p;, pa) € Y(p), we get the concrete semantics of Q, according

to equation 3.1} as TuallQllp = Tawall{A, O)(pr , pa) = (pr , pa)- Alternatively, T, on
p computes concrete semantics of Q as Tuep[[Qllp = TaeplKA, P)lp = {po, Pa, pu). As per
the equation we can define the defined-part in the concrete domain by defining A, which

computes the difference between database states before and after applying Q, in the form below:

A4ef(Q, pr) = Alpr , pr) = {po, pu)

Assuming the local correctness of ¢ and A, we get py C y(pg) and pa C y(pw) respectively.
Therefore, y(Aaet(Q, D)) 2 Aaet(Q, p)-

Lemma 5.3 Let p be an abstract state. The abstract function A is sound w.r.t. y if ¥p €
Y(0), VQ € Q: Y(Ause(Q, D)) 2 Ause(Q, p)

Proof 5 Proof is same as lemima
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Soundness. The semantics-based independency computation is sound if and only if
an absence of dependency in the abstract domain guarantees that no dependency is

present in the concrete domain.

Theorem 5.2 (Soundness of semantic independencies) Given two database statements
Qq and Q,, let p and ﬁ' be the abstract states at Q, and Q, respectively. The computation

of semantic independency is sound if

VX e ')/(Zdef(Qll ﬁ))/ YY € y(Zuse(QZI ﬁ,)) :
XNYC )/(Zdef(er ﬁ) r Zuse(QZr ﬁ,))

which implies Ager(Q1, ) M Aue(Q2,p) =0 = XNY = 0.

Proof 6 Consider two database statements Q and Q,. Let p = {ps pg, pu) and ﬁ' =
(p%, p5, pg) be the abstract states at Qu and Qo respectively, which are obtained by apply-
ing Algorithm [1} According to equations [5.9) and we get the defined-part by Qy and
the used-part by Q, as Zdef(Ql,ﬁ) = (pg, px) and Zuse(Qz,ﬁ') = (p’a) respectively. Now, the
semantics independency in abstract domain can be defined as pg M pZ = 0 A pg M pZ = 0.
Given the concrete states p = {p,, Po, pu) and p’ = {p., pL, Pu) Where p € y(p) and p’ €
v(p'), the semantics independency between Qi and Q, in the concrete domain is defined as
PoNpL=0Apanpy =0. From lemmaand we get ')/(Zdef(Ql, P)) 2 Agef(Q1, p) and
V(Ause(Qa, 7)) 2 Ause(Qa, p’) respectively. This implies that Y(Agef(Q1, P) M Ause(Q2, 7)) 2
Ader(Q1, p) N Ause(Qa, p). Therefore, Ager(Q1,0) M Ause(Qa, 7)) = 0 = X NY = 0 where
X = Adei(Q1, p) € Y(Ader(Q1, ) and Y = Ause(Qa, ) € Y(Ause(Q2, P))-

5.9 Extension of Dependency Analysis to HQL

As dependency analysis of HQL follows similar approach as in the case of SQL, let
us now provide a brief description on how to achieve this in case of HQL. Recall the
equations 4.1 and 4.2 in chapter 4 and the equation 5.7 in section 5.6.1. The equations
4.1 establishes the Galois Connection showing the abstraction of concrete interaction
states. Based on this, the equation 4.2 defines a sound approximation of session meth-

ods semantics w.r.t. their concrete counterparts. Since an abstract interaction state
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(e,s, p3, Esc) involves an abstract database state p3, the abstract semantics of session

methods can easily be defined in terms of three components by following equation 5.7.

510 Implementation and Experimental Evaluation

We have implemented a prototype tool SemDD/ﬂ — Semantics-based Database Depen-
dency Analyzer —following the Algorithms(IJand[2} to perform experimental evaluation

on a set of open-source database-driven JSP web applications as part of the GotoCode

project [1]@

5.10.1 The SemDDA Tool

The aim of designing SemDDA is to provide a user-friendly interface for the users to
compute both syntax and semantic-based DD-dependency in various abstract domains
of interest. The current implementation is in its preliminary stage which accepts only
database-driven JSP codes. We provide a modular-based design and implementation
of our tool, facilitating an easy expansion in future. The tool consists of two major com-
ponents: (i) Syntax-based module, and (ii) Semantic-based module. Figure [5.7|depicts
the overall architecture of the tool, where database program and underlying database
are provided as input and a set of syntax-based dependencies and its refinement based
on the abstract semantics are generated as output. The code is implemented in Java
version 1.7. We used Eclipse version 4.2 as the development platform and Java applet
technology for designing User Interfaces of semDDA.

(i) Proformat: The module “Proformat” accepts database code written in JSP embed-
ding SQL, and preprocesses it to add line numbers (starting from zero) to all statements,
ignoring comments. Assuming input programs syntactically correct, the module sepa-
rates program’s statements based on the predefined delimiters and right braces. During
this process, it also computes Non-Comment Lines of Code (NCLOC) and the number
of SQL statements present in the program. In particular, the presence of Data Manip-

ulation Language (DML) statements is identified based on the presence of keywords

3The source code is available on github: https://github.com/angshumanjana/SemDDA.

“The original website | ‘http://www.gotocode.com’ ' does no longer exist at this moment. We have
archived the benchmark codes at|* “https://github.com/angshumanjana/GotoCode’’.

> These benchmark codes are used by many authors in their experiments, such as [16,/56}57,[106].
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5.10 Implementation and Experimental Evaluation
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Figure 5.7: Architecture of SemDDA

such as SELECT, UPDATE, DELETE and INSERT in the statements.

(ii) ExtractInfo: This module extracts detail information about input programs, i.e. con-

trol statements, defined variables, used variables, etc. for all statements in the program.

Modules “Proformat” and “ExtractInfo” currently support only JSP embedded database
code. The extension of these modules to support other programming languages does
not require major design efforts, and it is currently in the to-do list for the next version

of our analyser.

(iii) Dependency: The “Dependency” module computes syntax-based dependencies

among program statements using the information computed by “ExtractInfo” module.

(iv) Tuning: At this preliminary stage of implementation, this module supports three
abstract domains (Interval, Octagon, and Polyhedra). The module automatically picks
the best domain based on the attribute relationships present in SQL statements. If none
of the statements contains any relationship among attributes, then "Tuning" module
automatically picks interval domain. On the other hand, either octagon or polyhedra
abstract domain is chosen if at least one SQL statement contains respectively octagonal
or polyhedral form of constraint. Moreover, users can also select one of the abstract
domains of her choice based on the importance of computational cost and analysis-

precision.
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(v) Abstraction: The module “Abstraction” computes abstract semantics in the chosen
abstract domain based on the data-flow analysis. Currently the module supports

intervals, octagons, polyhedra, and powerset of intervals abstract domains.

(vi) Overlap: Finally this module identifies false dependency (if any) based on the

semantics-based approximation of used and defined parts and their overlapping.

Limitations of SemDDA: The current implementation of SemDDA consider only database
code written in JSP embedding SQL. At this stage, the tool does not support the follow-
ings: (i) dynamically generated queries, (ii) HQL queries, (iii) nested queries and (iv)

string data-type.

5.10.2 Experimental Results

We have used semDDA to perform experiments on a set of benchmark programs which
are open-source database-driven web applications in JSP as part of the GotoCode project
[1]. A brief description of these benchmark codes are mentioned in Table The
experiment is performed on a system configured with Intel i3 processor, 1.80GHz clock
speed, Windows 7 Professional 64-bit Operating System with 8GB RAM.

In the following sections, we provide experimental results in various approaches on

a set of benchmark codes under consideration.

5.10.2.1 DD-dependency results in pure syntax-based approach

The DD-dependency results on the benchmark codes in pure syntax-based approach is
depicted in the 5" column of Table It is worthwhile to mention that, for the given
benchmark codes, the improved syntax-based approach generates same results as that

by pure syntax-based approach.

5.10.2.2 DD-dependency results in Condition-Action rules-based approach

We implemented Condition-Action rules using Satisfiability Modulo Theories (SMT). In
particular, we used Z3 [39], a high-performance SMT Solver implemented in C++ and
developed by Microsoft Research. For this purpose, we performed the following steps:
(i) Selection of database statements in pairs according to their order of occurrences in

the program, (ii) Conversion of these database statements into Static Single Assignment
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Applications Number Descriptions
Names of
Files
Tested
Events 1 It is a basic online event management system. It includes many

Ledger 1
Portal 2
EmplDir 2
Bookstore 2
BugTrack 3

features like event information (event name, year, presenter,
etc.), users administration, etc.

It is an example implementation of a web-based ledger which
allows a user to track bank deposits, withdrawals, commission
and view current balance.

It is a fully functional online web-based Portal which is useful
for small organizations, clubs, user groups, and schools. It pro-
vides several functionalities like user registration, news section,
list of club officers and etc. The considering files mainly work
on the administration of club officers and members.

It is a basic employee directory that may use as an online system
for small companies. It serves deferent searching facilities (e.g.
by name, email) to the user. The selected files are dealing to
store the employee and departmental information.

It is an online store system that keeps various books informa-
tion, articles and other items. It has many features like user
registrations, shopping cart, administration of credit card types
and etc. It utilizes VeriSign’s payflow link system to verify and
charge credit cards.

It is a basic fully functional web-based bug tracking system
which may useful for small teams working on software projects.
It keeps projects information and its associated employee’s de-
tail (consider files work for this purpose), also provides many
searching options.

Table 5.4: Description of the benchmark programs [1]
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Applications 8 ISIEZNS! 8 Number of DD-dependencies
(File Names) = 5 E 53 Pure Condition- Interval Octagon Polyhedra Powerset
O 29 a2 . .
Z. E’J g £ |Syntax- Action Do- Do- Domain of In-
Z, 9 7 < |based  Rule- main main tervals
based
Events (Event- |334 6 5 8 6 8 6 6 8
New.jsp)
Ledger 436 9 8 22 18 22 22 16 22
(Ledger-
Record.jsp)
Portal (EditOf- [300 7 4 21 21 19 19 19 19
ficer.jsp)
Portal (Edit- (362 10 5 16 15 14 14 14 14
Members.jsp)
EmplDir (Dep- (285 4 3 9 8 9 8 8 9
sRecord.jsp)
EmplDir 435 9 7 23 21 23 22 14 23
(Emp-
sRecord.jsp)
Bookstore 294 6 3 5 4 4 4 4 4
(Editorial-
sRecord.jsp)
Bookstore 357 6 5 10 7 7 7 7 6
(Book-
Maint.jsp)
BugTrack (Pro- [307 7 4 15 13 15 13 13 15
jectMaint.jsp)
BugTrack 316 6 5 12 11 12 10 10 12
(Employ-
eeMaint.jsp)
BugTrack (Bu- (336 6 4 9 8 8 8 8 7
gRecord.jsp)

Table 5.5: DD-dependency results in various approaches (NCLOC denotes Non-
Comment Lines of Code)
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(SSA) form, (iii) Generation of Verification Condition (VC) from each pair by extracting
predicates from the action- and condition-parts of the first statement and the condition-
part of the second statement in the pair, and finally (iv) Dependency verification based
on the satisfiability of VCs using Z3 tool. We used the online version of the Z3 tool
available at “https://rise4fun.com/z3”. We encoded VCs by following Z3 language
syntax (which is an extension of the one defined by the SMT-LIB 2.0 standard). After
compilation and execution by Z3, the output “UNSAT” for a pair indicates that the
second database statement is not dependent on the first one in the pair. Let us explain

this with the following simple example.

Example 30 Consider the following pair of database statements:

Q1 : UPDATE emp SET hra = hra + 100 WHERE da + hra > 1000

Qy : SELECT hra FROM emp WHERE da + hra < 5000

The equivalent SSA form of these statements are:

Q1 : UPDATE emp SET hra2 = hral + 100 WHERE dal + hral > 1000

Q> : SELECT hra2 FROM emp WHERE dal + hra2 < 5000

The VC of this pair of statements is:

V. = (hra2 == hral + 100) A (dal + hral > 1000) A (dal + hra2 < 5000)

The encoded version of V. in Z3 is:

1. (declare — const hral Int)

2. (declare — const hra2 Int)

3. (declare — const dal Int)

4. (push)

5. (assert (= (+ hral 100) hra2))
6. (assert (>= (+ hral dal) 1000))
7. (assert (<= (+ hra2 dal) 5000))
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8. (check — sat)

As the Z3 reports this formula as satisfiable (Z3 output is “SAT”), this indicates that Q,
depend on Q;.

The DD-dependency results on the benchmark codes using this approach is depicted
in the 6" column of Table This shows an improvement in the precision over
the syntax-based results. In fact, on the given benchmark codes, an average of 12%

improvement is observed as compared to the syntax-based approach.

5.10.2.3 Results based on the Abstract Semantics

Columns 7", 8", 9" and 10" of Table [5.5( depict DD-dependency results in the do-
mains of intervals, octagons, polyhedra and powerset of intervals respectively. It is
worthwhile to note that the analysis-results for five benchmark codes ("EditOfficer’,
"EditMember’, 'BookMaint’, "EditorialsRecord’, 'BugRecord’) in the interval domain
improves w.r.t. their syntax-based results. On the other hand, analysis in the domain
of octagons for "TEmployeeMaint’, 'ProjectMaint’, "EventNew’ and "EmployeeMaint’ re-
sults in more precise dependency information compared to that in the interval domain,
due to the presence of restricted attributes relationship (which involves at most two
attributes) in SQL statements. Similarly, polyhedra domain analysis captures more pre-
cise DD-dependency results, shown in the case of "LedgerRecord” and "EmpsRecord’,
compared to their interval and octagon counterparts, as they allow unrestricted relation-
ship among attributes. We obtain an improvement in the precision for two benchmark
codes ‘BugRecord” and ‘BookMaint” w.r.t. the analysis-results in other domains when
we consider an abstract representation of initial databases in the powerset of intervals
domain. Overall, we achieved an improvement in the precision on an average of 6%
in the interval domain, 11% in the octagon, 21% in the polyhedra domain and 7% in
the powerset of intervals domain, as compared to the syntax-based approach for the
chosen set of benchmark codes. Figure |5.8{compares all DD-dependency results.

Table 5.6/ reports the execution time (in milliseconds) of the analysis in the interval,
octagon, polyhedra and powerset of intervals abstract domains. This is to mention
that we do not observe any notable variation in the execution time across multiple

trials. The variation of execution time for various benchmarks is depicted in Figure
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Figure 5.8: Comparative analysis of DD-dependency results in various approaches.

Observe that we represent along y-axis the execution time (in milliseconds) in logg
scale, as the data range over several orders of magnitude. The reason behind the massive
growth of execution time in polyhedra domain for 'EmpsRecord” and ‘LedgerRecord” is

exponential time complexity of the analysis w.r.t. the number of attributes (as reported

in Table5.5).

File Names(jsp) Abstract Domains
Interval ~ Octagon Polyhedra  Powerset of
Intervals

EventNew 167 194 345 171
LedgerRecord 204 312 7943737 211
EditOfficer 86 91 201 87
EditMembers 116 178 354 119
DepsRecord 96 110 163 98
EmpsRecord 192 254 366314 197
EditorialsRecord 76 103 160 77
BookMaint 110 162 432 113
ProjectMaint 80 81 189 81
EmployeeMaint 126 169 986 129
BugRecord 94 97 157 97

Table 5.6: Execution time (in milliseconds) in various Abstract Domains.

To finally conclude, our observation on the experimental evaluation results in-
dicates that proper tuning of abstract domains from coarse to fine level in precision,
perhaps compromising the computational costs, plays a crucial role to meet the analysis-

objectives.
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Figure 5.9: Analysis Time (in log, scale) in various Abstract Domains

5.11 Conclusions

In this chapter, we propose a novel approach to compute semantics-based independen-
cies among database program statements, based on the Abstract Interpretation theory.
This steers construction of semantic-based dependency graphs with a more precise set
of dependencies. Most importantly, this serves as a powerful basis to give solution
even in case of undecidable scenario when no initial database state is provided. The
comparative study among various approaches and various abstract domains in terms
of precision and efficiency clearly indicates that a trade-off in choosing appropriate

abstract domains or their combination is very crucial to meet the objectives.
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CHAPTER 6

Policy-based Database Code Slicing

Preface

Program slicing is a static analysis technique which is widely used in various software
engineering activities, e.g. debugging, testing, code-understanding, code-optimization,
etc. It extracts from programs a subset of statements which is relevant to a given be-
havior. In this chapter, we introduce a new form of code slicing, known as policy-based
slicing, of database applications based on the refined notion of dependency graph. We
show how the use of semantics-based dependency, together with semantic relevancy

of statements, may improve the precision of the slice w.r.t. a given policy.
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6.1 Introduction

Program slicing [116] is a static analysis technique that extracts from programs the
statements which are relevant to a given behavior. It allows engineers to address sev-
eral software-related problems, including program understanding, debugging, main-
tenance, parallelization, integration, software measurement, etc. [15,553/|62,78].

Works on program slicing have been starting with the pioneering work of Mark
Weiser in the 1981 [120]. He presented in his seminal paper an iterative, static and
backward slicing technique which is based on data flow analysis and on the influence
of predicates on statement execution. The slice is computed as the set of all statements
of the program that might affect directly or indirectly the value of the variable in the
set V just before the execution of the statement p for all inputs. In contrast, in case
of dynamic slicing [78], programmers are more interested in a slice that preserves the
program’s behavior for a specific program input rather than for all program inputs.

Over the past, various forms of slicing are introduced [71,[78,120]. A forward
slice [14] contains those statements of the program which are affected by the slicing
criterion, whereas program chopping [71] is a kind of "filtered" slice that extracts all
the program statements that serve to transmit effects from a given source element s to
a given target element t. The authors in [88] defined the base vocabulary and slicing
criteria for static [120], dynamic [78], quasi static [117], simultaneous dynamic [58], and
conditioned slicing [18] using formal notation. They defined the conditioned slice as
a general purpose slice, whereas other slice types are specializations of conditioned
slicing.

The existing slicing techniques in the literature mostly use dependency graphs for
the efficient computation of program slices. For instance, PDG, SDG, CIDG and DOPDG
are well suited for intra-, inter-, object-oriented and database code slicing respectively.

Asindustries and organizations often introduce new policies or modify their existing
policies, maintenance of associated large-scale complex database programs to reflect
these changes becomes a tedious task. This forces software engineers to continuously
examine codes in order to identify only the relevant part which should participates in
this process. To accelerate this, in this chapter, we introduce a new form of program
slicing, known as policy-based slicing, of database programs. We restrict ourselves

to the policies defined only on the underlying database. For example, let us suppose
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that the company decides to introduce a new policy which respects the consistency of

employees salary structure, defined below:

The salary of employees of age less or equal to 40 cannot have a salary greater than

75% of the maximum salary of the same category.

Formally, we can write it as:

Vt, € temp, 3t; € tjob.(t.tjid = t;.tjobid A t.tsal < (7t tmaxsl)

oo N tetage < 40) where temp

and tjob represent the underlying database tables.

In particular, our main contributions in this chapter are:

e We propose the construction of syntax-based dependency graph for HQL, by

extending its variant for object-oriented languages.

e We show how the use of semantics-based dependency, together with semantic

relevancy of statements, may improve the precision of the slice w.r.t. a given
policy.

As usual, the primary steps involved in the computation of slice w.r.t. a policy v are:
1. Construction of syntax-based dependency graph.
2. Refinement of the graph by computing semantics-based dependencies.

3. Computation of slice by traversing the graph either backward (in case of backward
slicing) or forward (in case of forward slicing) direction from the node of reference

w.r.t. all variables involved in the policy.

Let us consider two cases, one for SQL and another for HQL, to demonstrate these.

6.2 Slicing of SQL

Recall the database code Prog already depicted in Figure[5.T|of chapter[5} Let us assume
that, according to the company policy ¢, the module increments ‘point’ by 2 and 4 when
(5000 < purchase_amt + wallet_bal < 10000) and (purchase_amt + wallet_bal > 10000)
respectively. Let us suppose that the company decides to revise this existing policy 1

into a new one y; which is defined below:
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For the customer of purchase amount and wallet balance summation is more than

or equal to 10000 should have point incremented by 5.

In order to respect y1, some specific statements in Prog need to be changed. Therefore,
we need to perform a slicing of Prog w.r.t. 1 to extract only those relevant part.

Let us follow the steps mentioned before.

1. Construction of syntax-based dependency graph.
We recall the construction of syntax-based DOPDG of Prog from chapter 5 and let us

show the graph again below:

BN e tm———— Bl
11N K delivery_charge L ' .
S — e e e e e e e e =~ 1
- AN %, cust_name L !
v T %, wallet_bal, point ~ !
s T TTTTTTTT 3, wallef_bal, point™ ~ =~ ~ L

Figure 6.1: Syntax-based DOPDG (% denotes attribute purchase_amt) of Prog

2. Refinement of the graph by computing semantics-based dependencies.
Asalready illustrated in chapter 5, after refining false dependencies 5 -+ 6 , 4 -3 11 ,
5-»11,6-51,4-315,5-31,6-515,4-316,5->16, 6 -» 16

and 15 -3 16 , we obtained a refined version of semantics-based DOPDG which is

depicted in Figure

3. Computation of backward slice w.r.t. {;.
Since our objective is to extract all statements relevant to 11, we consider the node 16

corresponding to the last statements of Prog as the point of reference and we take into
consideration the attributes point, purchase_amt, wallet_bal involved in ¢;. Therefore,

the slicing criterion is denoted as (16, {point, purchase_amt, wallet_bal}). The backward
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Figure 6.2: Refined semantics-based DOPDG (% denotes attribute purchase_amt) of Prog

0. public class saleOffer [
1. public static void main(String[] args) throws SQLException {

2 float x = 0.1;

3. float y = 0.05;

4 try { Statement con = DriverManager.getConnection("jdbc mysql: ...", "scott", "tiger").createStatementy();
5. con

.executeQuery("UPDATE Sales SET purchase_amt = purchase_amt — y = purchase_amt WHERE purchase_amt BETWEEN 1000 AND 3000 ");

6. con.executeQuery("UPDATE Sales SET purchase_amt = purchase_amt — x + purchase_amt WHERE purchase_amt > 3000 ");
7. con.executeQuery("UPDATE Sales SET purchase_amt = purchase_amt — delivery_charge ");
16. con.executeUpdate("UPDATE Sales SET point = point + 4 WHERE (purchase_amt + wallet_bal) > 10000 "); } catch

(Exception e) { .. } }}

Figure 6.3: Slice of Prog w.r.t. Y

slice after traversing the refined DOPDG w.r.t. the slicing criteria is shown in Figure
6.3
Observe that the preciseness is improved over its syntactic slice after disregarding

the statement 15.

6.3 Slicing of HQL

We observe that none of the existing syntax-based graph construction approaches are
directly applicable to the case of HQL due to the correspondence between high-level
application variables with the low-level database attributes through hibernate (session)
interface. Moreover, we have to treat transient objects and persistent objects differently

during the construction of dependency graph.
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1 class Serv {

2 public static void main(String arg[]){

3 Configuration cfg =new Configuration();

4 cfg.Configure("hibernate.cfg.xml");

5 Session ses =(cfg.buildSessionFactory()).openSession();

6. Transaction tr = ses.beginTransaction();

7 inti = (new Scanner(System.in)).nextInt();

8 if(i==1){

9 intid_v = getparam(...);

0 List Is = ( ses.createQuery("SELECT a.jname FROM emp e INNER JOIN e.Job a WHERE
e.eid = :xid").setParameter("xid", id_v)).list();

11. Object obj = (Object)ls;

12. System.out.println((String)obj);}

13. if(i==2){

14. intid_v = getparam(...);

15. int sal_v = getparam(...);

16. int r; = (ses.createQuery("UPDATE emp e SET e.sal= e.sal+:xsal WHERE e.sal>1500")
.setParameter("xsal",sal_v)).executeUpdate();}

17. if(i==3){

18. intid_v = getparam(...);

19. int 7, = (ses.createQuery("DELETE FROM emp e WHERE e.sal<1000"))
.executeUpdate();}

20. tr.commit();

21. ses.close(); } }

(a) Class Serv

teid tjid tsal tage tjobid | tjname tjcat | tmaxsl | tminsl

1 3 1200 35 1 Asst.Prof | A 3000 1000

2 2 600 28 2 HR C 1000 500

3 4 1000 30 3 Asso.Prof | A 3000 1000

4 1 2500 45 4 Registrar | B 2000 800

5 1 1600 20 5 Prof. A 3000 1000
(b) Database dB: Table temp (c) Database dB: Table tjob

Figure 6.4: An example of HQL code and underlying database

Let us first demonstrate the construction of syntax-based dependency graph of HQL
codes using a suitable example and then the computation of slice on its refined version

w.r.t. a given policy.

Example 31 Consider an enterprise information system depicted in Figure[6.4|where the HQL
program Serv performs three different operations (select, update, delete) on employees informa-
tion stored in the database dB (Tables [6.4(D)| and [6.4(c)) based on the user choice. Observe that
the fields eid, jid, sal, age of POJO class emp in Serv correspond to the attributes teid, tjid, tsal,

tage of the database table temp respectively. Similarly the fields jobid, jname of POJO class
Job in Serv correspond to the attributes tjobid, t jname of the database table tjob respectively.
This mapping is defined in a mapping file of hibernate framework. Let us consider the policy 1,

below:

The salary of employees of age less or equal to 40 cannot have a salary greater than

75% of the maximum salary of the same category.
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Figure 6.5: Syntax-based dependency graph of Serv

We now follow the same steps, mentioned before, to compute slice of Serv w.r.t. 1;:

1. Construction of syntax-based dependency graph.
The syntax-based dependency of Serv is depicted in Figure We consider the fol-
lowing three types of dependencies in HQL programs:

(a) Intra-class Intra-method Dependencies: These represent the dependencies within
the same method of a class, and it follows the Program Dependency Graph-based
approach [100]. We denote these dependencies by dotted edges. Edges 7-13,7-17,7 -
8,18 -19, etc., are of this type.

(b) Intra-class Inter-method Dependencies: These represent the dependencies be-
tween statements of two different methods within the same class and are constructed
by following System Dependency Graph-based approach [64]. We denote these depen-
dencies by long-dash-dotted edges. There is no edge of this type in our example.
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(c) Inter-class Inter-method Dependencies:

Through transient objects. Inter-class Inter-method dependencies occur in OOP when
a method in one class calls another method in other class. This is done by calling
the method through an object of the called-class. Therefore, additional in-parameters
corresponding to the object-fields through which the method is called, must be con-
sidered [83]. Note that, in this scenario, a constructor-call during object creation is
also a part of the graph which follows the same representation as of other inter-class
inter-method calls. We denote these dependencies by long-dash-dotted edges (as in
the case of Intra-class Inter-method Dependencies). Edges 3-4,5-21,6-20,5-6, 4 -
5, etc., are of this type. Observe that node 4 calls “configure()” method on the object
“cfg” which is received from node 3. It configures the “cfg” object using “XML" file
and acts as a source for newly-configured “cfg” object. For the sake of simplicity, we
do not include here the details of the calling scenario by node 4. Similarly, we hide the
details of the calling-scenarios by the nodes 5 (which creates the session object by calling
openSession()), 6 (which creates the transaction object by calling beginTransaction()),

20 (when calling commit()) and 21 (when calling close()) respectively.

Through session objects. Various Session methods are used to convert objects from
transient state to persistent state and to perform various operations, like select, update,
delete on the persistent objects in the database. In other words, Hibernate Session
serves as an intermediate way for the interaction between high-level HQL variables
and the database attributes. As creation of a Session object implicitly establishes
connection with the database, we consider the nodes which create Session objects as
the sources of the database (hence database-attributes). For instance, the node 5 acts
as a source of dB. When Session methods (save(), creatQuery()) are called through
Session objects, either a transient object (in case of save()) or an object-oriented variant
of SQL statement (in case of createQuery()) are passed as a parameter. For instance,
see the nodes 10, 16, 19. The presence of HQL variables in the parameter which have
a mapping with the database attributes leads to a number of dependencies shown
by dash-lines between 5 - 10, 5 - 16 and 5 - 19. We call such dependencies as session-
database dependencies. These edges are labeled with used- and defined- HQL variables

present in the parameter which have a correspondence with database attributes. For
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Figure 6.6: Refined semantics-based dependency graph of Serv

instance, in case of obj passed to save(), all database attributes corresponding to object
tields act as defined variables, whereas in case of update and delete as parameters in the
createQuery (), the variables in the WHERE clause act as used variables and the variables
in the action part act as defined variables. For SELECT, all variables in the parameter act
as used variables.

Observe that for the sake of simplified representation, we hide the detail calling
scenario of createQuery() by nodes 10, 16, 19. The edges connecting the node 5 and dB

indicates propagation and synchronization of memory and database states.

2. Refinement of the graph by computing semantics-based dependencies.
The semantics-based dependency analysis in the domain of polyhedra detects a false

dependency 16 — 19. The refined form of the graph is depicted in Figure

3. Computation of backward slice w.r.t. 1,.
We consider the node 21 corresponding to the last statements of Serv and the at-

tributes tsal, tage, tmaxsl involved in ¢,. The backward slice w.r.t. the slicing criterion
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(21, {tsal, tage, tmaxsl}) is shown in Figure
Observe that the slice is more precise w.r.t. its syntactic varsion, as it does not contain

the statement 10.

1 class service {

2 public static void main(String arg[]){

3. Configuration cfg =new Configuration();

4 cfg.Configuration("hibernate.cfg.xml");

5 Session ses =(cfg.buildSessionFactory()).openSession();

7. int i = (new Scanner(System.in)).nextInt();

13. if(i==2){

14. intid_v = getparam(...);

15. int sal_v = getparam(...);

16. int r; = (ses.createQuery("UPDATE emp e SET e.sal=
e.sal+:xsal WHERE e.sal>1500").setParameter("xsal",sal_v))
.executeUpdate();}

17. if(i==3){

18. intid_v = getparam(...);

19. int rp = (ses.createQuery("DELETE FROM emp e WHERE
e.5al<1000")).executeUpdate();}

21. ses.close(); } }

Figure 6.7: Slice of Serv w.r.t i,

6.4 Precision Improvement using Semantic Relevancy of

Database Statements w.r.t. Policy

Let us recall the formal definition of semantic relevancy from [53].

Definition 6.1 (Semantic Relevancy [53]) Let X, be the set of states possibly occurring at
program point £. A statement c at program point € is semantically irrelevant w.r.t. a concrete

property w if Vp € L. w(S[[cllp) = w(p), where S[[.]| is the semantic function.

Because of the computational complexity (in case of large database) and undecid-
ability in the concrete domain, by lifting the semantics to an abstract domain D,
we can define the semantic relevancy w.r.t. an abstract property @ in D as follows:
Vp e . 5(5[[c]]ﬁ) = w(p). The semantic irrelevancy in an abstract domain is sound by

its constructions [30,53].

Consider the following database statement and the underlying database table Tab in

Figure

Q : UPDATE Tab SET age = age+1 WHERE age <60
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teid tsal tage teid tsal tage
1 1200 55 1 1200 56
2 1600 62 2 1600 62
3 2000 45 3 2000 46
4 800 18 4 800 19
(a) Table Tab (b) Result after execution of Q
on Tab
teid tsal tage teid tsal tage
[1, 4] [800, [18, 62] [1, 4] [800, [19, 62]
2000] 2000]
(c) Abstract table Tab corre- (d) Result after execution of Q
sponding to Tab on Tab

Figure 6.8: Concrete and Abstract Query Semantics.

Suppose the company policy 13 (defined on Tab) says that employee’s ages must
belong to the range 18 and 62 (i.e. 18 < tage < 62). We denote by pp the state of the
database D which includes the state of Tab. The semanticsof Q in op, i.e. S[Q]Jlop yields
the result shown in Figure We observe that the policy 5 is satisfied before and
after the execution of Q, i.e. Y3(pp) = Y3(S[Qllpp). Therefore, Q is irrelevant w.r.t. ¥,
assuming pp is the only state that occurs at the program point of Q.

Although this example is trivial to compute the irrelevancy of Q in concrete domain,
in case of very large database (or even when database state depends on run-time
inputs) the irrelevancy can be computed in an abstract domain of interest. For instance,
consider the abstract domain of intervals. The abstract table Tab corresponding to Tab
in the abstract domain is shown in Table

The corresponding abstract state which include Tab is denote by p,,. The abstract

semantics gﬂé]]ﬁD where Q is
Q : UPDATE Tab SET age =age + [1,1] WHERE age < [60,60]

yields the abstract result depicted in Figure @ We observe that ¢5(pp,) = 13 (gﬂé]]ﬁD).

By following [53], we can prove the soundness, i.e.

®s(pp) = ¥s(SIQIP,)) = VYQ € y(Q), Ypb € ¥(By) : ¥s(pp) = Y3(SIQIpp)

where y is a concretization function [30].
Let us illustrate the precision improvement of the slice of HQL code serv (in Figure

6.4) w.r.t. 1, using the notion of semantic relevancy in the domain of polyhedra.
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Example 32 The initial polyhedror| corresponding to the database dB (Figure|6.4(b)) is P45 =

({teid > 1, —teid > =5, tsal > 600, —tsal > —2500, tage > 20, —tage > —45},3). The pictorial
representation is shown in Figure[6.9(a).

The abstract syntax of Session methods Mg, Mypq and mg, at program points 10, 16, 19

respectively in Serv are:

Mg 2= {C, ¢, OP) where C = {emp, Job}, ¢ = {eid = jobid, eid = id_v},
0P = SEL(f(exp’), r(h(D), ¢, g(eXp)) = SEL(id, ALL(id(jname)), true, id)),
and id denotes identity function.

Mypa ::= ({emp}, {e.sal > 1500}, UPD(¢sal), (sal + sal_v)))

Mg == ({emp}, {e.sal < 1000},DEL())

The transition semantics on P are:

<ghql[[n/lsel]]'DdB
=Thqll{{emp, Job}, {eid = jobid, eid = id_v}, SEL(id, ALL(id(jname)), true, id))]|Psp
=Zqll{{temp, tjob}, {teid = tjobid, teid = tid_v}, SELECT(id, ALL(id(t jname)), true, id))[|P4»

={Pap}

Note that, select operation does not change the database, hence the polyhedron remains unchanged

(see Figure[6.9(b)).

Tngillmupall = Fnqll{{emp}, {e.sal > 1500}, UPD({sal), (sal + sal_v)))]|Pap
=Zqll{{temp}, {tsal > 1500}, UPDATE((tsal), (tsal + sal_v)))]|Ps»

={P},Pr} where

Pr = Pip I {tSﬂl > 1500}
P = Tqlitsal := tsal + sal_v]|(Pr)
= ({teid > 1, —teid > -5, tage > 20, —tage > —45, tsal > 600}, 3).

Pr = {PdB M ﬂ(tSlll P 1500)}

For the sake of simplicity, we consider the polyhedron in the space involving only three attributes
teid, tsal and tage.
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= ({teid > 1, —teid > -5, tsal > 600, —tsal > —1499, tage > 20, —tage > —45},3)

Note that, since the updation of tsal depends on run-time input, we project-out the upper
bound of the attribute from the set of restraints in P in order to guarantee the soundness. The

polyhedron representation of P'r is shown in Figure[6.9(c).

Tngillmaall = Tqll{{emp}, {e.sal < 1000}, DEL()]P4»

=Teqll{{temp}, {tsal < 1000}, DELETE()[|Psp = {Pr, Pr} where

Pr = Pyp M {tsal < 1000}

= ({teid > 1, —teid > =5, tage > 20, —tage > —45, tsal > 600, —tsal > —1000}, 3).
Pr = {Ps5 M = (tsal < 1000)}

= ({teid > 1, —teid > =5, tsal > 1001, —tsal > —2500, tage > 20, —tage > —45},3)

Observe that the initial polyhedron of dB is covered by the polyhedron representing V. This can

> .
(b) (c) Executing mudp
) (d)
Executing M sel

Executing mdel
4 (1,600,45) (1,2500,45)

(5,600,45) £ (5,2500,45)

(1,600,20) (1,2500,20)
- -

‘(5.600,20) (5,2500,20)

(a) Initial Polyhedron of dB

Figure 6.9: Polyhedra representation of temp on various operation (1s.,M,4p,Mge1)-

verified by performing the operations, e.g. interaction, emptiness checking, etc. on the polyhedra
domain. Therefore, initially 1, is satisfied by dB. The abstract semantics-based analysis proves
that mge does not change the initial polyhedron Pyg (see Figure[6.9). Therefore it is semantically

irrelevant w.r.t. 1. Therefore, the semantics-based slice, disregarding this irrelevant statement,
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1 class service {

2 public static void main(String arg[]){

3. Configuration cfg =new Configuration();

4 cfg.Configuration("hibernate.cfg.xml");

5 Session ses =(cfg.buildSessionFactory()).openSession();

7. inti = (new Scanner(System.in)).nextInt();
13. if(i==2){
14. int id_v = getparam(...);
15. int sal_v = getparam(...);
16. int r; = (ses.createQuery("UPDATE emp e SET e.sal=e.sal+:xsal WHERE e.sal>1500")
.setParameter("xsal",sal_v)).executeUpdate();}
21. ses.close(); } }

Figure 6.10: Slice of Serv considering semantics relevancy w.r.t. ¢,

is shown in Figure This indeed improves the precision of the slice.

6.5 Discussions and Conclusions

Policy-based slicing is comparable with conditioned slicing and specification-based
slicing (several variants exist, e.g. precondition-, postcondition-, contract-, assertion-
based, etc.) [19]. The method defined for finding a conditioned slice is to use symbolic
execution and reject infeasible paths based on the constraints defined by the first order
logic equations. Specification-based slicing approach is proposed based on the ax-
iomatic semantics (weakest precondition or strongest postcondition computations) in
program verification. All these approaches use SMT solver which has exponential com-
plexity [77]. Our proposal is based on the semantic analysis in various non-relational
and relational abstract domains in the Abstract Interpretation framework. We experi-
ence that semantics-based dependency, together with semantic relevancy of statements

triggers a generation of more precise slices w.r.t. their syntax-based results.
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CHAPTER 7

Data Leakage Analysis of Database
Applications

Preface

Language-based information-flow security analysis has emerged as a promising tech-
nique to detect possible information leakage in any software systems. Confidential
data stored in an underlying database may be leaked to an unauthorized user due to
improper coding of database applications. In this chapter, we extend the full power of
the proposed model in [55] to the case of HQL, particularly by focussing on the session
methods. We define the abstract semantics of HQL over the domain of propositional for-
mulae by considering variables dependencies at each program point. This allows us to
identify illegitimate information flow by checking the satisfiability of propositional for-
mulae with respect to a truth value assignment based on their security levels. Finally
we explain how the reduced product of the analysis-results obtained from symbolic
propositional formulae domain and numerical abstract domain may further improve

the precision.
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7.1 Introduction

Information is considered as most valuable assets for any organization or enterprise.
Sensitive data may be leaked maliciously or even accidentally through a bug in the
program. For example, any health information processing system may release patients’
data, or any online transaction system may release customers’ credit card information
through covert channels, while processing. Confidentiality of sensitive information,
that refers to preventing information from being leaked to unauthorized users, is one of
the prime factors that needs to be maintained by information systems. Unauthorized
disclosure of sensitive information may put the whole system into risks. Therefore, pro-
tecting private data in computer systems is a promising field of research. While access
control and encryption prevent confidential information from being read or modified
by unauthorized users at source level, they do not regulate the information propa-
gation after it has been released for execution. Confidentiality may be compromised
during the flow of information along the control structure of any software systems [108].
Assuming variables ‘h” and ‘l” are private and public respectively, the following code
fragments depict two different scenarios (explicit/direct flow and implicit/indirect flow)

of information leakage:

1 :=h Explicit/Direct flow

if(h=0) 1:=5; else 1:=10; Implicit/Indirect flow
Observe that confidential value in ‘h” can be deduced by attackers observing ‘1" on the
output channel.

Secure information flow is comprised of two related aspects: information confi-
dentiality and information integrity. Confidentiality refers to limiting the access and
disclosure of sensitive information to authorized users only. For instance, when we pur-
chase something online, our private data, e.g. credit card number, must be sent only to
the merchant without disclosing to any third person during the transmission. Dually,
the notion of integrity indicates that data or messages cannot be modified undetectably
by any unauthorized person [122].

A wide range of language-based techniques are proposed in the past decades to
analyze this illegitimate flow in software products [51}/61,85}/103,108}113]. Works in
this direction have been starting with the pioneering work of Dennings in the 1970s [40].

As a starting point, the analysis classifies the program variables into various security
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classes. The simplest one is to consider two: Public/Low (denoted L) and Private/High
(denoted H). Considering a mathematical lattice-model of security classes with order
L < H, the secure information flow policy is defined on the lattice: an upward-flow in
the lattice is only permissible to preserve confidentiality. Dually, in case of integrity, the
lattice-model labels the variables as Tainted (denoted T) and Untainted (denoted U),
and follows a dual flow-policy.

The correctness is guaranteed by respecting the non-interference principle [85] that
says “a variation of confidential data does not cause any variation to public data”:
Given a program P and set of states . The non-interference policy states that Yoi1,0, € L.
o1 =L 0o = [Pllox =L [Plloa, where [.] is semantic function and = represents low-
equivalence relation between states.

In practice, non-interference principle is restrictive and deemed to be impractical.
For instance, in password validation program all stored sensitive passwords are com-
pared with user-given text and a boolean value is transmitted on the public channel
as the result. To allow such intensional leakage, the notion of declassification [109] is
introduced, where controlled information release is permitted.

Most of the notable works are proposed for imperative, object-oriented, functional,
etc. [61}/103,[108]. In [55], authors proposed a framework to identify possible leakage
of database applications that covers only SQL statements. In this chapter, we extend
the full power of the proposed model in [55] to the case of HQL, focussing on Session
methods which act as persistent manager. This allows us to perform leakage analysis
of sensitive database information when is accessed through high-level HQL code. In

particular,

e We define the abstract transition semantics of HQL over the domain of proposi-

tional formulae, by considering variables” dependencies at each program point.

e We use a truth assignment function that assigns each of the database and ap-
plication variables a truth value based on its sensitivity level, and checks the
satisfiability of propositional formula in order to identify any possible informa-

tion leakage.

e We show how the use of abstract semantics at various levels of abstraction of
numerical domain can improve the analysis precision when combined with the

results in the propositional formula domain. To this aim, we define a reduce
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product operation among the results obtained in various abstract domains, in
order to exclude pointless dependency for the variables which have same value

during the execution.

7.2 Related Works

A comprehensive survey on language-based information-flow analysis is reported in
[108]. Most popular static analysis techniques are based on type systems [108}113}118]],
dependency graphs [20,/60,85], formal approaches [4}41,74}[122,123]], etc. Besides the
conservative nature of static analysis, the run-time monitoring systems detect unau-
thorized information flow dynamically; however, precision of the analysis completely
depends on the execution overload, and of course, it is very prone to false nega-
tive [9,112].

The security type system considers various security types (e.g., low and high) and
a collection of typing rules which determine the type of expressions/commands to
guarantee a secure information flow [108,[113,118]. Some of the typing rules from [108]

are mentioned below:

. . heVar (exp)
¢ Expressmn Type rexp: high Fexp: low
.. . Fexp: low
e Explicit-flow Rules: T TowlTmexp
.. . rexprpc [pclr ¢ [pclk o Fexp: pc [pclr ¢
¢ ImpllClt—ﬂOW Rules: [pclvif exp then cy else c3 [pcl-while exp do ¢

[high]rc
[low]rc

e Subsumption Rule:

The notation [pc] denotes the security context which can be either [low] or [high]. Ac-
cording to the subsumption rule, if a program is typable in a high context then it is also
typable in a low context. This allows to reset the program security context to low after
a high conditional or a loop.

Although type-based approach is provably sound, but a major drawback is the lack
of expressiveness. Moreover, it is not flow-sensitive which may produce false alarm.

For instance, consider the following code:
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1 if(h=1) then
2 1:= 10;
3 else l:= 5;
7 1l:= 0;

8 output 1;

Although the program is secure with respect to the classical noninterference principle as
the output is always zero, but the type-based approach produces false alarm according
to the implicit-flow rule.

As information flow is closely related to the dependency information of programs,
the notion of Program Dependency Graph (PDG) is used widely to capture illegitimate
flow in programs [20,|60,61,85]. For instance, in PDG-based approaches, the above
code is secure as there is no path 1 — 8 in the corresponding PDG. Various extensions
of PDG exist, for example System Dependency Graph (SDG) in case of inter-procedural
call to capture context-sensitivity, Class Dependency Graph (CIDG) in case of Object-
Oriented Languages to capture object-sensitivity on dynamic dispatch, etc [60]. Once
the dependency graph of a program is constructed, static analysis is performed on the
graph to identify the presence of possible insecure flow. An worth mentioning approach
is backward slicing which collects all possible paths (or source-nodes) influencing
(directly/indirectly) the observable nodes: to be secure, the levels of variables in a
path must not exceed the levels of observable variables in the output-node of that path.
In other words, slicing helps to partition any insecure program (as a whole) in to secure
and insecure part [20]. Semantics-based improvement (e.g. path-conditions) is also
proposed to disregard semantically unreachable paths [60].

Approaches based on formal techniques, e.g. Abstract Interpretation theory, Hoare
Logic, Model Checking, etc. are proposed in [4,41,74,122123]] to analyze secure informa-
tion flow in software products. Leino and Joshi [74] first introduced a semantics-based
approach to analyzing secure information flow based on the semantic equivalence of
programs. [122,123] defined the concrete semantics of programs and lift it to an abstract
domain suitable for flow analysis. In particular, they consider the domain of propo-
sitional formula representing variables” dependency. The abstract semantics is further
refined by combining with numerical abstract domain which improves the precision

of the analysis. A variety of logical forms are proposed to characterize information
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flow security. Amtoft and Banerjee [4] defined prelude semantics by treating program
commands as prelude transformer. They introduced a logic based on the Abstract
Interpretation of prelude semantics that makes independency between program vari-
ables explicit. They used Hoare logic and applied this logic to forward program slicing;:
forward [-slice is independent of h variables and is secure from information leakage.
Authors in [5] defines a set of proof rules for secure information flow based on axiomatic
approach. Recently, [41] proposed a model checking-based approach for reactive sys-
tems. The authors in [110] proposed a framework for information flow control in a
functional language with language-integrated queries (with Microsoft’s LINQ on the
backend). They developed a security type system with a treatment of algebraic data
types and pattern matching by reusing the existing type systems. A major drawback

of this approach is the flow-insensitivity which may produce false alarm.

7.3 Information Leakage Analysis of SQL

In this section, we recall from [55] the abstract transition semantics of SQL statements
over the domain of propositional formulae and assignment of truth values to each

variable considering its sensitivity to detect possible information leakage.

7.3.1 Abstract Semantics of SQL

In [55] authors used the Abstract Interpretation theory to define an abstract semantics

of SQL embedded program using symbolic domain of positive propositional formulae

/\ lyi — z;}

0<i<n, 0<j<m

in the form

which means that the values of variable z; possibly depend on the values of variable
yi. The computation of abstract semantics of a program in the propositional formulae
domain provides a sound approximation of variables dependency, which allows to
capture possible information flow in the program. The information leakage analysis is
then performed by checking the satisfiability of formulae after assigning truth values
to variables based on their sensitivity levels.

Let Pos and IL be the domain of propositional formulae and the set of program points
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respectively. Letin : C +— L and fin : C +— L be two functions where in[[c]] and
fin[[c] denote the sets of initial and final labels of statement ¢ € C respectively. The
set of variables appearing in a statement is determined by the function 7' : C +— V,
where V=V, U V,.

An abstract state p € = = IL X Pos is a pair (£,{) where ) € Pos represents the
variables dependency, in the form of propositional formulae, among program variables
up to the program label ¢ € L.

The abstract labeled transition semantics 7 [[c]] of a statement ¢ is a set of transitions
between abstract states p, and p,, denoted by p, — p,. Table depicts abstract
labeled transition semantics of various statements in database applications, where the
function BV(c) denotes the “defined variables” in statement c. Let SF(i)) denotes the set
of subformulas in ¢, and the operator © is defined by 4 © ¢, = /\(SF(tpl)\SF(lpz)).

7.3.2 Assigning Truth Values

LetI' : V — {L,H} be a function that assigns to each of the database and application
variables in a program P a security class, either public (L) or private (H). We say that
program P respects the confidentiality property, if and only if there is no information
flow from private to public variables. To verify this property, a corresponding truth

assignment function I is used:

. { T ifT(x)=H
I'(x) =
F ifT(x)=L

If I does not satisfy any propositional formula in i of an abstract state, the analysis will

report a possible information leakage.

7.4 Information Leakage Analysis of HQL

The proposed abstract transition semantics of SQL can not be applied directly to the case
of HQL due to the presence and interaction of high-level HQL variables and database
attributes through Session methods. The new challenge in this scenario w.r.t. state-of-
the-art of information leakage detection is that we need to consider both application

variables and HQL variables (corresponding to the database attributes). Moreover, as
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Z[SELECT]
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Z[UPDATE]
ERE L (G|
Y,y UEPATE, i [UPDATE], v))
where ¢ = /\{y—>z|ye”f/[[qb]]/\zez7d}/\

/\{yi—>zi|yie”f/[[ei]]/\ eiegAzievfi}Alp

T [INSERT]
Y T Y E hrue)]

Y ey DEERL fininserT], )

wherel,b’:/\{yi—>zi|yie4//|Iei]]Aei€EAziez7d}/\¢

Z[DELETE]

Y TR, (D
Y e w) 22 (fin[DELETE], 1))

where ¢/ = /\{y—>z|y€”V|[¢)]]/\z€z7d}/\gb
Tllskipl Y (<, ) — (Finllskipll, )}

Tl =el < (6, 1) - (finl v = ], )
wheret,b’:/\{y—>z)u|y€7/[[e]]/\y¢vu}A(¢6/\{u—>va|u€V})

Tif ‘b then cy else c “ endif]]

Y Flalu Tlel

UK ) = CinllerD, )} UKE ) — CGinllea]l, )}

UKL, vy — (finllif tb then cy else ca ‘”endif]], Y}

UK, ¥) — (finllif ‘b then cq else ¢y “endif]], v}
where ' = Ay = z|y e V[bI Az€BV(c1)) ANy #z{ AP
where ¢ = ANy = z|ye V[bIAz€BV()) ANy #2; A Y

T [[while tb do ¢ ¢ done]]

L FAAUKE ) — Gnlel, ) UKL, §) - {finlwhile b do ¢ * donell, 7))

where ' = Ay > z|ye Vbl AzeBV(O) Ay £z Ay

Tlei; el El Tlallu Zel

Table 7.1: Definition of Abstract Transition Function .7
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we are interested on persistent data, analyzing object-oriented features of HQL does
not meet our objectives neither. In this section, we extend information leakage analysis
to the case of HQL. The analysis is performed by (i) computing an overapproximation
of variables” dependency at each program point, in the form of propositional formula,
(i) checking the satisfiability on assigning truth values to variables, in order to identify
possible leakage of HQL.

7.4.1 Abstract Semantics of HQL

Methods in HQL include a set of imperative statement We assume, for the sake of
the simplicity, that attackers are able to observe public variables inside of the main
method only. Therefore, our analysis only aims at identifying variable dependency at
input-output labels of methods.

The abstract transition semantics of constructors and conventional methods are

defined below.

Definition 7.1 (Abstract Transition Semantics of Constructor) Consideraclassc = {init, F,M)
where init is a default constructor. Let € be the label of init. The abstract transition semantics
of init is defined as

Fltinit] = {(£,¢) — (Succ(init), )}

where Succ(‘init) denotes the successor label of init. Observe that the default constructor is

used to initialize the objects-fields only, and it does not add any new dependency.

The abstract transition semantics of parameterized constructors are defined in the same

way as of class methods m € M.

Definition 7.2 (Abstract Transition Semantics of Methods) Let U € p(Var) be the set of
variables which are passed as actual parameters when invoked a method m € M on an abstract
state (€,1) at program label £. Let V € p(Var) be the formal arquments in the definition of m.
We assume that UN'V = (. Let a and b be the variable returned by m and the variable to which

the value returned by m is assigned. The abstract transition semantics is defined as

Tmll = {6, ) — (Succ(‘m), )}

!For a detailed abstract transition semantics of imperative statements, see chapter
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where V' = {x; > y; | x; € U,y; € VI U {a — b} Uy and Succ(‘m) is the label of the successor

of m.

Let us classify the high-level HQL variables into two distinct sets: Var; and Var,. The
variables which have a correspondence with database attributes belong to the set Var,.
Otherwise, the variables are treated as usual variables and belong to Var,. We denote
variables in Var, by the notation v, in order to differentiate them from the variables in
Var,. This leads to four types of dependency which may arise in HQL programs: x — v,

x—y,x—> yand x = y, where x,y € Var, and x, y € Var,.

7.4.1.1 Definition of Abstract Transition Function .7 for Session Methods

The abstract labeled transition semantics of various Session methods are defined be-
low, where by Var(exp) and Field(c) we denote the set of variables in exp and the set of

class-fields in the class c respectively. The function Map(v) is defined as:

v if v has correspondence with a database attribute,

Map(v) =

v otherwise.

Notice thatin the definition of .7 the notation v stands for either v or v. Let SF(1p) denotes

the set of subformulas in 1, and the operator © is defined by Y1 ©¢, = /\(S F(¢1)\SF(¢2)).

The transition semantics for Session method m,,,:

?[[stuve]]

Y FIC, ¢, SAVE(0bi))]

Y FIc), FALSE, SAVE (obj))]
def SAVE

= {<€/ ¢> E— <SUCC(€msave)/ l;D>}
The transition semantics for Session method 11,
?[[gmupd]]
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Y T, ¢, UPD(@, ep))]
Y FIc), ¢, UPD@, exp))]
dif

{6, ) = (Succ(Mypa), )}

where ¢ = A\ {’yv—> z; |y € Var[[¢l, y = Map(y), z: € 17} U

A {E — z; | y; € Var[exp:]l, exp; € exp, y; = Map(y:),z; € 77} Uy~

Y6 (a—Z|Z € AaeVar AT=Map(a))if ¢ is TRUE by default.

and 1" =
Y otherwise

The transition semantics for Session method m,;,:

Tmaa]

Y FI4C, ¢, 0ELO)]
Y Z1(c}, ¢, DELO)]
def

= {6 P) = (succ(‘ma), ')}

where ¢ = A\ {7 > Z |y € var[$], 7 = Map(y), Z € Field(c)} U "

Y6 (a—Z|Z € FAacVar A7 =Map(a))if ¢ is TRUE by default.
and 1" =

Y otherwise

The transition semantics for Session method m,,:

Tmell

Y TN, SELfleipr), 1), ¢, gep)]

L) 25 (succ@ma), 1))

where ¢ = A\ {?—> Z|y € (Var[¢] U Var[[e] U Var[¢'] U Var[e']), z € Var[],
¥ =Map(y),Z = Map(z)} U

7.4.2 Assigning Truth Values

We are now in position to use the abstract semantics defined in the previous section

to identify possible sensitive database information leakage through high-level HQL
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variables. After obtaining over-approximation of variable dependency at each program
points, we assign truth values to each variable based on their sensitivity level, and we

check the satisfiability of propositional formulae representing variable dependency
[122].

Since our main objective is to identify the leakage of sensitive database information
possibly due to the interaction of high-level variables, we assume, according to the pol-
icy, that different security classes are assigned to database attributes. Accordingly, we
assign security levels to the variables in Var; based on the correspondences. Similarly,
we assign the security levels of the variables in Var, based on their use in the program.
For instance, the variables which are used on output channels, are considered as pub-
lic variables. Observe that for the variables with unknown security class, it may be
computed based on the dependency of it on the other application variables or database

attributes of known security classes.

LetI' : var — {L, H, N} be a function that assigns to each of the variables a security

class, either public (L) or private (H) or unknown (N).

After computing abstract semantics of HQL program %, the security class of vari-
ables with unknown level (N) in P are upgraded to either H or L, according to the

following function:

Upgrade(v) = Zif A(u - v) e T[P.Tw)=ZATw)#NAT@®) =N (7.1

We say that program # respects the confidentiality property of database information,
if and only if there is no information flow from private to public attributes. To verify

this property, a corresponding truth assignment function I" is used:

. { T ifT(x)=H
I'(x) =
F ifT(x)=L

If I does not satisfy any propositional formula in i of an abstract state, the analysis will

report a possible information leakage.
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class ¢ { class ¢ {
private int idy, hy, Iy; private int idy, h, Ip;
a{} ca {}
public int getId() { return idy;} public int getId() { return idy;}
public void setId(intid) { this.id; = id;} public void setId(intid) { this.idy = id;}
public int getHigh() {return /;} public int getHigh() {return hy;}
public void setHigh (int x) { this.iy = x;} public void setHigh (int x) { this.hy = x;}
public int getLow() { return [y;} public int getLow() { return l;}
public void setLow(int y) { this.l; = y;} public void setLow(int y) { this.l, = y;}
} }
(a) POJO Class ¢; (b) POJO Class ¢
1. public class ExClass{
2. public static void main (String[] args) {
3. Configuration cfg:new Configuration();
4. cfg.configure ("hibernate.cfg.xml");
5. SessionFactory sf=cfg.buildSessionFactory();
6. Session ses=sf.openSession();
7. Transaction tr=ses.beginTransaction();
15. Query Qg = session.createQuery(“SELECT idq, iy FROM c1”);
16. List Ry = Qq list();
17. for(Object[] obj:Rq){
18. pk=(Int) obj[0];
19. val=(Int) obj[1];
20. Query Q, = session.createQuery(“UPDATE ¢, SET I = I, +1 WHERE id, = pk AND val=1000");
21. int result = Qy.executeUpdate();}
30. tx.commit();
31. session.close();}}

(c) Class ExClass

Table corresponding to ¢; Table corresponding to ¢,

id; h; A id, h; A

7

UPDATE
Q2
SELECT
Q Obj[0]= R,.[0]
: Obj[1]= R..[1]
pk= Obj[0]
val= Obj[1]
R;.[0] R;.[1] R;.[0] R:.[1] R:.[0] R1.[1]
N i
—

List Ry

(d) Execution view

Figure 7.1: A HQL program and its execution view
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7.4.3 Illustration with Example

Let us consider an example in Figure Here, values of the table corresponding to
the class ¢y are used to make a list, and for each element of the list an update is performed
on the table corresponding to the class c;. Observe that there is an information-flow from
confidential (denoted by &) to public variables (denoted by I). In fact, the confidential
database information /; which is extracted at statement 15, affects the public view of
the database information I, at statement 20. This fact is depicted in Figure
According to the policy, let the database attribute corresponding to variable h; is

private, whereas the attributes corresponding to id, id, and I, are public. Therefore,
T(h)=H and T(id) =T(dy) =T(,) =L
For other variables in the program, the security levels are unknown. That is,
['(R1.[0]) = T(Ry.[1]) = I'(0bj[0]) = I'(0bj[1]) = T'(pk) = I'(h2) = N

Considering the domain of positive propositional formulae, the abstract semantics

yields the following formulae at program point 20 in £

id > R0,  h > Ri[1;  Ri.[0] > obj[0];  Ry.[1] - obj[1];
obj[0] — pk; obj[1] = hy; pk — 72; ﬁz - 72; hy, — 72;

According to equation the security levels of the variables with unknown security

level N are upgraded as below:

T(R.[0]) =L, T(R.[1])=H, T(obj[0])=L, T(obj[l])=H
T(pk) = L, T(h) = H

Finally, we apply the truth assignment function T which does not satisfy the formula
hy, — 12, as f(hz) =Tand f(iz) =Fand T — F is false.
Therefore, the analysis reports that the example program # is vulnerable to leakage

of confidential database data.

7.4.4 Improving the Analysis

The abstract semantics at various levels of abstraction of numerical domain which we

defined in chapter 5 can improve the precision of the above analysis results significantly.
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7.5 Conclusions

This can be done by using reduced Product the analysis results obtained at different
levels of abstractions [122]. Let us formally define this among the logical and numer-
ical domains analysis-results. Let .4” be the a numerical abstract domain of interest.
Suppose .7* and 7 represent the set of concrete traces and the set of abstract traces in
the propositional formulae domain respectively. Let (p(.77), ao, Vo, (7)) and (p(.77),
ai, Y1, ) be two Galois Connections, and let Y : 50(?) X N — g)(?) be a reduced
product operator defined as Y(X,R) = X’, where X € ©(7) is a set of partial traces,
R € .+, and

X' ={(l, ) 1<6, 0y € X A = (0 fx = y |y € R))

7.5 Conclusions

In this chapter, we propose a static analysis framework to perform information flow
analysis of database program based on the Abstract Interpretation theory. Our approach
captures information leakage on “permanent” data stored in a database when a database
application manipulates them. We explain how the reduced product of the analysis-
results form various abstract domains may improve the precision. This may also lead
to a refinement of the non-interference definition that focusses on confidentiality of the

data instead of variables.
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CHAPTER 8

Conclusions and Future Directions

O
Preface

In this chapter, we conclude our research works and highlight the possible future re-

search scope.




Conclusions and Future Directions

Dependency analysis of database programs plays crucial role in different fields of soft-
ware engineering. Some applications among many others include Program Slicing,
Language-based Information Flow Security Analysis, Data Provenance, Concurrent
System Modeling, Materialization View Creation. Although syntax-based dependency
computation is straightforward, its semantics-based refinement is quite challenging
when considering attributes’” values in possible database instances. This thesis pro-
poses a novel approach to compute semantics-based independency among database
statements, based on the Abstract Interpretation theory. To this aim, we define an ab-
stract semantics of database programs embedding SQL and HQL in various levels of
abstractions, ranging from the domain of intervals to the domain of polyhedra. This
computable abstract semantics serves as a powerful basis to design a static semantics-
based dependency analyzer for database applications, resulting into a more precise
dependency information by removing false alarms. This is also true for undecidable
scenarios when the input database instance is unknown. The comparative study among
various approaches and various abstract domains in terms of precision and efficiency
clearly indicates that a trade-off in choosing appropriate abstract domains or their com-
bination is very crucial to meet the objectives. There are many application areas where
false dependency information could lead to huge financial loss while proving crucial
properties of software products. Information flow security analysis of critical softwares
is one such example. In such case, precision dominates over the analysis cost and a
choice of stronger abstract domain, e.g. polyhedra domain, may be a good choice.
On the other hand, when development speed is an important factor, choice of weakly
relational or even non-relational abstract domain may be a wise decision. Experimental
evaluation on the benchmarks set reports a precision improvement in the range of 6%
- 21% under various levels of abstractions. This proves that the approach may impact
significantly when to deal with large-scale complex software systems involving huge
variables set and millions of lines of codes. Finally, we have demonstrated two case
studies - database code slicing and language-based information leakage analysis - of

our proposed dependency refinement approach.

In this research line, we identified the following interesting future scopes:

1. To broaden the application of this proposed analysis to other related software en-
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gineering problems, e.g. materialization view creation, data provenance, integrity

constraints verification, etc.

. Designing of new ad-hoc abstract domains suitable for analysis and verification

of database programs in new applicative scenarios.

. Extending the analysis to a distributed scenario with multiple transactions and

heterogeneous database systems.

. Enhancement of SemDDA to support other popular mainstream languages C, C++,
Java, HQL, etc. Besides, we shall also consider sub-queries, dynamically gener-

ated queries, JOIN queries and string data-type along with numerical attributes.
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